
  AWS Solutions Architect (Professional) Training 
 

 

Curriculum 6 Days 

Day - 1 

 Course Introduction 
o AWS Certification Tracks 

o Exam Highlights 

o Strategy for Success   

 Designing AWS Networking Services: Elastic Load Balancer 
o Introduction 

o ELB Characteristics 

o ELB Diagrams 

 Designing AWS Networking Services: VPC and Direct Connect 
o Introduction3 

o Virtual Private Cloud Overview 

o VPC Peering4 

o AWS VPC Types 

o AWS VPC Access 

o AWS Direct Connect 

o AWS VPN CloudHub 

 Designing AWS Networking Services: NAT Instances and NAT Gateways 
o Introduction 

o VPC NAT Bottlenecks 

o NAT Instances vs. NAT Gateways 

o Demo: Creating a VPC 

o Demo: Deploying EC2 Instances 

o Demo: Configuring a NAT Instance6 

o Demo: Configuring NAT Gateway 

 

 



 

Day - 2 

 Designing AWS Networking Services: Domain Name System 
o Introduction 

o Route 

o Demo: Private Hosted Zone 

o Demo: Extend On-premises DNS to EC2 Instances 

 Designing AWS Networking Services: High Performance Computing 
o Introduction 

o High Performance Computing (HPC) 

o Placement Groups 

 

 

 
 
 
 



 

Day - 3 

 Designing and Optimizing AWS Data Storage Services 
o Introduction 

o Storage and Archive 

o Optimizing for PUTs 

o Optimizing for GETs 

o Securing Amazon S3 

o Amazon EBS 

o AWS Storage Gateway 

 Understanding AWS Database Services 
o Introduction 

o RDS Characteristics 

o Multi-AZ Failover 

o Amazon DynamoD 

o Amazon DynamoDB Features 

 

 Managing AWS Security Strategies: Directory Service 
o Introduction 

o AWS Directory Service Types 

o Simple AD 

o Demo: AD Connector and Simple AD 

o Microsoft AD 

o Demo: Microsoft AD 

 Managing AWS Security Strategies: STS and Cross Account Access 
o Introduction 

o Security Token Service (STS)  

o Cross Account Access 

 

 
 
 
 



 
 

Day - 4 

 Managing AWS Security Strategies: CloudTrail and CloudWatch 
o Introduction 

o CloudTrail  vs. CloudWatch 

o CloudWatch6  

 

 Managing AWS Security Strategies: CloudHSM, DDoS, and IDS/IPS 
o Introduction 

o Hardware Security Module (HSM)4 

o Distributed Denial of Service (DDoS)  

o Protecting Exposed Resources 

o Reference Architecture 

o Intrusion Prevention System (IPS)  

 

 
 
 



 

Day - 5 

 Managing Billing Strategies: EC2 Standard and Reserved Instances 
o Introduction 

o EC2 Instance Types 

o EC2 Instances In-depth 

o Standard Reserved Instances Attributes  

 Managing Billing Strategies: Consolidated Billing and Resource Groups 
o Introduction 

o Consolidated Billing 

o Paying Accounts 

o Resource Groups 

o Demo: Creating and Working with Resource Groups  

 

 Standing CloudFormation, Elastic Beanstalk, and OpsWorks 
o Introduction 

o AWS CloudFormation 

o Template Elements 

o AWS Elastic Beanstalk 

o AWS OpsWorks 

 Understanding CloudFront, Kinesis Streams, & SNS Mobile Push 
Notifications 

o Introduction 

o CloudFront 

o ElastiCache1 

o Kinesis Streams 

o Partition Keys 

o SNS Mobile Push Notification 

 

 
 
 
 



Day - 6 

 Understanding AWS High Availability and BC/DR Options 
o Introduction 

o RTO and RPO 

o DR Scenarios 

o Import/Export 

o Automated Backups 

 

 Understanding AWS Data Pipeline and Integration with VMware 
o Introduction 

o AWS Data Pipeline4 

o Integration with VMware 

 

 


