
 Kubebench Training and Courses 
 

 

Curriculum 2 Days 

Day - 1 Day - 2 

 Introduction to Kubernetes Security: Start with an overview of 
Kubernetes Security and the importance of implementing security best 
practices. 

 Introduction to CIS Kubernetes Benchmark: Learn about the Center for 
Internet Security (CIS) Kubernetes Benchmark, which is a set of security 
best practices for Kubernetes. 

 Installation and Configuration of Kubebench: Install kubebench on a 
Kubernetes cluster and configure it to perform security checks against the 
CIS Kubernetes Benchmark. 

 Advanced Kubebench Configuration: Review advanced kubebench 
configuration options, such as customizing the benchmark, selecting 
specific tests to run, and defining exclusion criteria. 

 Secure Configuration Best Practices: Learn about Kubernetes secure 
configuration best practices, including how to configure Kubernetes 
clusters securely and how to use kubebench to ensure that the 
configuration is in accordance with the CIS Kubernetes Benchmark. 

 Automation: Explore automation options for running kubebench at scale, 
such as integrating it into a CI/CD pipeline or scheduling regular scans. 

 Integration with Other Tools: Review the integration of kubebench with 
other security tools, such as vulnerability scanners and security 
information and event management (SIEM) systems. 

 Reporting: Review the reporting options available with kubebench and 
customize reports to fit organizational requirements. 

 Summary and Next Steps: Review the activities of the two-day kubebench 
training session, summarize key takeaways, and identify next steps for 
implementing kubebench in Kubernetes environments. 

 


