
     Zap Training and Courses 
 

 

Curriculum 2 Days 

Day - 1 Day - 2 

 Introduction to web application security testing and Zap 
o Overview of web application security testing and the role of Zap  

o Introduction to zap user interface and features 

 Setting up Zap 
o Installing and configuring zap on local machines 

o Configuring Zap for web application scanning  

 Passive Scanning 
o Understanding how passive scanning works in Zap  

o Configuring and analyzing passive scan results  

 Active Scanning 
o Understanding how active scanning works in Zap  

o Configuring and analyzing active scan results  

 Attack Fuzzing 
o Understanding attack fuzzing and its role in security testing  

o Configuring and running attack fuzzing in Zap  

 

 Authentication and Session Management Testing 
o Understanding authentication and session management mechanisms in web 

applications 

o Configuring and testing authentication and session management in Zap  

 Reporting and Remediation 
o Understanding how to generate reports in Zap 

o Analyzing reports and identifying vulnerabilities  

o Recommendations for remediation 

 Automation 
o Understanding how to integrate Zap into the software development lifecycle  

o Creating and configuring automated security testing pipelines  

 Advanced Topics 
o Exploring advanced topics in Zap, such as AJAX spidering, Web Sockets scanning, 

and custom scripts  

 Conclusion and Recap 
o Recap of key concepts and takeaways from the training program  

o Q&A session and discussion of next steps for participants  

 

 

 


