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Introduction

Disclaimer:

This is my personal presentation and represents neither my current
employer nor any other organization.



Introduction

* Senior security consultant at Synopsys

* Working on various AppSec related projects mainly in Germany in the

areas of

e How to secure SDLC with focus on:

* Threat modelling
* Application security testing
* Security in CI/CD

* Previously worked as web developer, security administrator, pentester



Open Source Software

* How did the open source usage evolve?

1998 2005 2010

- W W .

10% 20% 50%
Open Source Open Source Open Source

TODAY

Up to 90%
Open Source




It enters your code through many channels...

APPROVED COMPONENTS

DEVELOPER DOWNLOADS

COMMERCIAL APPS

THIRD PARTY LIBRARIES

OPEN SOURCE CODE

OUTSOURCED DEVELOPMENT

...and open source vulnerabilities can come with it.

OWASP 2019



State of open source 2018 (1/2)

CVE Percent
CVE-2018-7489 [ ]
O O ove20177525 | [P
O /O cve-201715095 | [P
CVE-2015-6420 | ]
CVE-2014-0050 | ]
Black Duck On-Demand audits The number of open cvezotz1szos | (D)
found open source components in source vulnerabilities per ove20140107 | )
96% of the applications scanned, codebase grew by 134%. cVE2016-3092 | P
with an average 257 components CVE-2016-68735 | [P
per application. cve20143567 | )

17%

17% of the codebases contained
a highly publicized vulnerability
such as Heartbleed, Logjam,
Freak, Drown, and Poodle.

607

Open source represented
60% of the code analyzed in
2018, up from 57% in 2017

https://www.synopsys.com/content/dam/synopsys/sig-assets/reports/rep-ossra-19.pdf
Based on over 1,200 commercial applications analyzed by Black Duck On-Demand in 2018
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https://www.synopsys.com/content/dam/synopsys/sig-assets/reports/rep-ossra-19.pdf

State of open source 2018 (2/2)
Most seen open-source components

Awesome




What software is in scope?

FOSS — Free and open-source software

& T

License type

License type

approved by Open approved by Free

Source Initiative Software
Foundation



What software is in scope?

* FOSS - Free and open-source software

Open Source Code Open Source Binary Software
e Snippets e Libraries Proprietary 3"9-party
e Modules e Executables components
e SDK
FOSS
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Challenge No.1 - Assets

| need further information to our application inventory...
* How much open source do we use?

* How is the use of open source governed in our company?

Angular

Bill of Material (BoM)




Challenge No.2 - Security

* Which our projects have known open-source vulnerabilities?
* Do we have any components with critical and high vulnerabilities ?

* Do our projects have the XXX vulnerable component? B CISO
3 ' CQ;SU lr?tg? r(r)? fc? Elg rn
CISO/Security Manager



Challenge No.2 - Security

™\
A7:2017 | XSS flaws occur whenever an application includes untrusted data in a new web page without
. o proper validation or escaping, or updates an existing web page with user-supplied data using a
Cross-Site browser API that can create HTML or JavaScript. XSS allows attackers to execute scripts in the

Scripting (XSS) victim’s browser which can hijack user sessions, deface web sites, or redirect the user to
/  malicious sites.

& -
A8:2017- Insecure deserialization often leads to remote code execiition. Even if deserialization flaws do not
Insecure result in remote code execution, they can be used to perform attacks, including replay attacks,

Deserialization injection attacks, and privilege escalation attacks.

/
- -Usmg Components, such as libraries, frameworks, and other software modules, run with the same
Components privileges as the application. If a vulnerable component is exploited, such an attack can facilitate

with Known serious data loss or server takeover. Applications and APIs using components with known
Vulnerabilities ) vulnerabilities may undermine application defenses and enable various attacks and impacts.

~ A10:2017-

Insufficient logging and monitoring, coupled with missing or ineffective integration with incident

Insufficient response, allows attackers to further attack systems, maintain persistence, pivot to more systems,
Logging & and tamper, extract, or destroy data. Most breach studies show time to detect a breach is over

. Monitoring

200 days, typically detected by external parties rather than internal processes or monitoring.




Challenge No.3 - Licensing

* Are we allowed to share/distribute my software in its current form?
* Do we have any licenses non-compliant with our internal FOSS policy?
* Do we distribute any software with a copyleft license?

I aH " '
Y

A A

License count

m Apache License 2.0

u Eclipse Public License 1.0
. = MIT License
( = Unknown License
® BSD 3-clause "New" or
"Revised" License
Lawyers




Beware of these license families

License Family [ Examples Full source code available to any network user
Copyleft Affero General GNU Affero General Public License v3 or

Public License later
(AGPL)

Copyleft Reciprocal GNU General Public License (GPL) 2.0 or 3.0/_
Sun GPL with Classpath Exception v2.0 Full source code available if distributed

Copyleft Weak Reciprocal Code Project Open License 1.02

Common Development and Distribution
License (CDDL) 1.0 0r 1.1

Eclipse Public License

GNU Lesser General Public License (LGPL) The modified/used OSS source code (mostly)
2.10r3.0 must be shared.

Microsoft Reciprocal License

Mozilla

N e 1 S I Non-commercial AFPL
JRL For non-commercial use only




License breach —is it really suable?

2017 - Artifex Software, Inc. versus Hancom, Inc.

Artifex Software Hancom Inc.

- 1. Developed open-source PDF interpreter > - 3. Used the interpreter in the commercial Office software

v

- 4. Hancom neither paid for the commercial license nor published
the custom software as open-source -> license infringement

- 2. The interpreter has a dual license: either GPL or commercial

\m\

US District Court

5. GPL can be treated like a legal contract

https://www.linux.com/blog/artifex-v-hancom-open-source-now-enforceable-contract



https://www.linux.com/blog/artifex-v-hancom-open-source-now-enforceable-contract

Challenge No.4 — Operational risks

* How well is the component maintained?
* |s there any support?

— T

 Are security vulnerabilities/bugs fixed within tolerable time?

* How large is the community?
 What is plan B if there is no new update?

Developers, architects



Challenge No.5 — Date protection

Does any of my open-source components access sensitive data and if
yes, what happens with that data?
e User tracking

e Data collection
e GDPR

Data protection officer



Who wins?

FOSS advantages

OWASP 2019
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Approach

How to deal with our 4 challenges?

Improve
existing
approaches?

Add a new

approach?




Common manual approaches

MANUAL DISCOVERY

» Cumbersome processes
* Occurs at end of SDLC

SPREADSHEET INVENTORY

* Requires consistent developer input
« Difficult to maintain and scale

 High effort and low accuracy * Not a full/accurate list of actual usage

* No ongoing controls

HFAIL

SPORADIC VULNERABILITY PERIODIC VULNERABILITY
TRACKING SCANNING

* No single responsible entity * Monthly/quarterly vulnerability assessments
* Not aimed at open source vulnerabilities
* Integrated later in the SDLC

* Labor intensive manual effort
* Unmanageable (~11 new vulns/day)




Common automated approaches

Shift left!


https://medium.com/taptuit/the-eight-phases-of-a-devops-pipeline-fda53ec9bba

Common automated SCA approaches (1/5)

Source code repository checks

+ Examines open source components automatically — no triggered scan needed

+ Known FOSS security vulnerabilities with CVE are reported

+ Visualisation

+ Often easy remediation in the repository -> replacement of the vulnerable component
+ Alerts sent and displayed for new vulnerabilities

+ Continuous analysis
- Focus on dependencies but no code snippets or modified files/directories

- Often no licenses overview

- Reporting



Common automated SCA approaches (1/5)

Using GitHub source code repository checks

E-mail Alert Dependency Graph

v rails / sprockets A Known security vulnerability in 3.7.2 +
We found a potential security vulnerability in a repository for which you have been
granted security alert access. , Known vulnerability found
o mone documentcloud / closure-compiler
= wakeman83/Dependencies [% cVE-2014-7819 Moderate severity
. . o . _ ) . . Multiple directory traversal vulnerabilities in
Knc?wn r?mderate severity security vulnerability detected in sprockets >= 2.6.0 > [fy josh / ruby-coffee-script coffee-script corvensh in Sprockets before 20.5, 2 1x before
defined in Gemfile.lock. 214, 22.x before...
Gemfile.lock update suggested: sprockets ~> < 2.7.1. R L e e [ Gemfile. lock update suggested:
Always verify the validity and compatibility of suggestions with your codebase. sprockets ~> < 2.7.1
« ruby-concurrency / concurrent-ruby Always verify the validity and compatibility of

suggestions with your codebase.




Common automated SCA approaches (2/5)
Binary repository manager checks
+ Examines all binary components known for open-source vulnerabilities

+ Easy access to artifacts

+ Can be triggered on-demand or automatically when new artifacts appear

+ Easy implementation of approved artifacts only (due to licensing, whitelisting,...)
+ Dependency graph

+ Easy integration

+ Continuous analysis

- Only successful if all artifacts stored there -> single source of truth

- Can miss references in Source Code repositories

- Licensing information?

- Reporting



Common automated SCA approaches (2/5)

Binary repository manager checks - example

Welcome to JFrog Xray

Xray Version: 1.12.0-m008 (latest release is 1.11.0)

Recent Violations Recent Vulnerabilities

Apache Tomcat 4.1.0 through 4.1.37, 5.5.0 throu tomcat:catalina:5.5.12 Mar 26, 2018 4:33:08 Security
CVE-2014-7169 Feb 4, 2018 4:16:51 PM

Apache Tomcat 6.0.0 through 6.0.14, 5.5.0 throu tomcat:catalina:5.5.12 Mar 26,2018 4:33:08 ..  Security GNU Bash through 4.3 bash43-025 processes trailing strings after certain malformed {
definitions in the values of environment variables, which ...

Absolute path traversal vulnerability in Apache T..  tomcat:catalina:5.5.12 Mar 26,2018 4:33:08 ..  Security
CVE-2009-0362 Feb4,20184:11:35PM

Apache Tomcat 5.5.11 through 5.5.25 and 6.0.0t..  tomcat:catalina:5.5.12 Mar 26,2018 4:33:08 ..  Security filter.d/wuftpd.conf in Fail2ban 0.8.3 uses an incorrect regular expression that allows |
attackers to cause a denial of service (forced authenti...

Apache Tomcat 4.1.0 through 4.1.39, 5.5.0 throu tomcat:catalina:5.5.12 Mar 26, 2018 4:33:08....  Security
CVE-2004-0882 Feb 4, 2018 4:16:33 PM
A Major The Windows installer for Apache Tomcat 6.0.0t..  tomcaticatalina:5.5.12 Mar 26, 2018 4:33:08 .. Security Buffer overflow in the QFILEPATHINFO request handler in Samba 3.0 through 3.0.7 n
Artifactory Instances Components Violations Recent Packages

7:bash

m commons-collections:commons-collections

m commons-httpclient:commons-httpclient
Database Sync

- hello-world

m tomcat:catalina

Data sync from global database server has paused, 3 Hours 54 Minutes remaining Resume Sync Abort Sync

38% (580/1518)

Supported Technologies

npm s maven Sn B A & om @ "’w, ‘




Common automated SCA approaches (3/5)

SAST

: - + Finds both publicly known and unknown
Static Application security vulnerabilities in the source code
Security Testing

+ No additional tool/stage needed
« Analyzes any source code, not + SAST can be performed in various pipeline
only FOSS specific stages

+ SAST tools can have a separate module that

* Finds common vulnerability . e
Inspects software composition

patterns:
* SQL injection

* Cross-site scripting

Limited insight into Software Composition
Analysis

No Bill of Material

No licensing information

» Buffer overflows, etc.

Results represent a point in time



Common automated SCA approaches (4/5)

DAST

_ - . + Finds both publicly known and unknown
Dynamic Application Security security vulnerabilities

Testing

+ No additional tool/stage needed

« Tests running apps + Fewer false positives than SAST

* Finds vulnerable app behavior:

e Misconfigurations

- Limited insight into Software Composition
Analysis as it examines running software from
outside

 Authentication issues

- Runs later in a later pipeline stage
- Very incomplete Bill of Material

- No licensing information

- Results represent a point in time



Common automated SCA approaches (5/5)

SCA Testing

Software Composition
Analysis (Testing)

Scans for open source
Provides Bill of Material

Finds Open Source licenses

Finds open source vulnerabilities:

e Detects known vulns
* Works through full SDLC

*  Monitors for new vulns

+ Focused on Open Source Components

+ Few false positives due to several ways of
identifying FOSS components

+ Both compiled and uncompiled code can be
analysed

+ Usually faster in scanning FOSS components
+ Public and private vulnerability databases

+ Can integrate with other application security
testing metrics

- Yet another stage/tool to implement

- Does not find publicly unknown vulnerabilities,
so need to be complemented with SAST/DAST



Software composition analysis

SCA is a process that can determine all underlying components of a software and
identify at least the public known (open-source) components.

A well defined process is and




Commercial SCA tools (1/2)

Security Risk License Risk Operational Risk
Mumber of Companents Number of Componens Mumber of Companents
et [ : e [ - .. 5

HNane 17 Hane 14 None o

m Comparcto = || Print.. T Amer ne

Component -~ Source Match Type Usage Licenze Security Risk Operational Risk
@  Geronimo Edipse Plugin : Assambly | 221 1 4 Matches Exact Directory Dyramically Linked Apache-20 [ wedium |
& Geronima Framework, Modules - Common | 221 0 1 Match Exact Directory Dymamically Linked Apacne-20
@  Geronimo Framework, Modules - Crypto | 221 1 1 Match Exact Directory Dynamically Linked Apacne-20
@  Geronimo Framework, Modules - Deploy Config | 221 01 1 Match Exact Directory Dynamically Linked Apacne-20
= (Geronima Framework, Modules - Deploy |SR-88 221 0 1 Match Exact Directory Dynamically Linked Apache-20
& Geronima Framework, Modules : Deployment | 2.1 0 1 Match Exact Directory Dymamically Linked Apacne-20
@  Geronimo Framework, Modules - Kemel | 221 0 1 Match Exact Directory Dynamically Linked Apache-20
@  Geronimo Framewnork, Modules - Plugin| 221 [t 1 Match Exact Directory Dyramically Linkad Apache-20
= Geronimo Framework, Modules = Systern | 2.2 0 1 Match Exact Directory Dyramically Linked Apache-20
@  geronimojlee-schema | 224 0 1 Match Exact Directory Dynamically Linked Apache-10
= OpenS5L | 1.02n Manually Added Dynamically Linked ) S5leayLicense B8 | Low |
@ @  OpenSSL 1o O 12 Matches Exact Directory, Files Modified Dynamically Linked B} OpenSSLand 1 mare.. [ 11 s ue] =




ommercial SCA tools (2/2)

Cortana_Android-4.4.apk

Vulnerability an: Information leakage =™ Feed Details

Permissive

27 Components 22 Vulnerabilities 10 Licenses
Components 27 Vulnerabilities 22 Licenses 10
Vulnerable 3 Critical 3 Permissive 7
Mo known vulnerabilities 24 Major 18 LGPL 1

Minaor 1 Proprietary 2

@ CVSSv2==T7.0 @ CVSSw2>=40 CVSSv2 <40 @ Clean @ Triaged @ Historical

Identified 3rd party components (27)

Filter: all = Sort by vulns

Component Vulnerabilities

»expat 2.1.0
b sqlite3 3.11.0 G
ropenssl 1.1.0b @ 2FLES

» android !

»openssl 1.0.1u €

rpcre ! @




Open Source SCA tools (1/5)

RetirelS — JavaScript dependencies

@ sites | | | Scripts [ 47 Quick Start T = Request TResponse@ T 3 Break h | Script Console ]

Integration:

* A command line scanner
* A grunt plugin (NPM)

* A Chrome extension

Te l‘_USites LHeader Text |'J lBudy Text |vJ Dl =
¥ | W hitp:Mocalhost 3000

HTTP/1.8 288 OK

B ™ GET:jquery-1 ]
ETIET Server: SimpleHTTP/B.6 Python/2.7.8

S*
* jQuery JavaScript Library vi.6.2
* htep://jquery.com/
3

ATy

[ #° Forced Browse T ﬁFuzzer T Eparams T <& Hitp Sessions T lz2) Zest Results T ', Clients T "WebSnckets T *MAXSp\der T L][.‘»utput

I [« T

= History T C, search T ¢ Break Points T U Alerts = T ? Active Scan T 3 Spider
@ @ The JavaScript file ‘jguery-1.6.2.js’ includes a vulnerable version of the library ‘jquery’ ° A F . f H
v Emeng (4) URL: hitpillocalhost: 8000fquery-1.6.2.js I re OX eXte n S I O n
» [E5 P The JavaScript file 'ember.js’ includes a vulnerable version o Risk: Fu Medium .
v (5 1 The JavaScript file jquery-1.6.2Js" includes a vulnerable vers. Reliability Suspicious [ ] B u rp a n d OWAS P Za p pl u gl n
ET: hitp:i Ofjquery- Parameter:
» [ P x-Content-Type-Options header missing (2) Altack D . .
> ﬁ P ¥-Frame-Options header not set (2) Evidence [ ] EC I I pse p I u g I n
CWE Id: -1
WASC |d: -1
Description:
r 2]

The library jquery version 1.6.2 has known security issues.

;| Other Info:

r "
The vuinerability is affecting all versions prior 1.6.3 (between * and 1.6.3)

Solution:

r .
Update the JavaScript library

Reference:

r 1

hitpiiweb.nvd.nist. goviviewivuln/detail?vulnld=CVE-2011-4969
hitpziiresearch.insecurelabs. orgfiquerytest/

https://github.com/retirejs/retire.js/

ELS T | | .
Alerts 0 2 1 R CurrentScans ) 0 %0 ,~0 T0 450 o



https://github.com/retirejs/retire.js/

Open Source SCA tools (2/5)

NPM Audit

e A command line scanner
* Focuses on NPM packages

TTT PR sudlt security report === » Suggest fixes -> easy remediation
* Package signing checks in the
High Regular Expression Denial of Service future?
| -P'-a-c-k-a-g-e- T -‘E-D-U-Q-h-—-c-ﬂ-ﬂ-it-i-f.' -------------------------------------------------- )

Path | Bnpm/spife > chokidar > fsevents > node-pre-gyp > reguest >
| tough-cookie
More info https://nodesecurity.io/advisories/ /526

[1] 1 vulnerability found - Packages audited: 918 (4éé dev, B7 optional)
Severity: 1 High

https://blog.npmijs.org/post/173719309445/npm-audit-identify-and-fix-insecure



https://blog.npmjs.org/post/173719309445/npm-audit-identify-and-fix-insecure

Open Source SCA

OWASP Dependency Check

\

’ DEPENDENCY-CHECK

\

ools (3/5)

OWASP Dependency Track

Project: Demo Insecure Project

Scan Information (show all)

dependency-check version: 1.3.1

Report Generated On: Nov 3, 2015 at 23:20:33 EST
Dependencies Scanned. 14

Vulnerable Dependencies: 3

Vulnerabilities Found: 13

Vulnerabilities Suppressed: 0

Display: Showing Vulnerable Dependencies (click to show all
Dependency CPE GAV

commons-fileupload- cpe/a:apache commons_fileupload: 1.3  commons-fileupload:commens-
13jar fileupload-1.3

struts2-core-2.3.15.3jar  cpe/a.apachestruts:2.315.3 org.apache. struts:struts2-core:2.3.15.3

xwork-core-2.3.15.3 jar cpe/aapache struts:2.3.15.3 org.apache. struts. xwork xwork-

core23153

Dependencies

https://jeremylong.github.io/DependencyCheck/

Highest
Severity

Medium
High
High

CVE
Count

CPE
Confidence

HIGHEST

HIGHEST
HIGHEST

Evidence
Count

29

25
24

75 Dopordency-Trock - Projocts X

c o @ localhost:8080/projects]

Projects

U 944

Partfolio Vulnerabilities

+ Create Project

Project Name
‘Acme Breakout (i05)

Acme Gateway

Customer Portal
Elementary0s Node App
Microservice - Canfiguration
Microservice - Discovery
Micraservice - Keymanager

eCommerce Backend

Showing 1 to 8 of 8 rows

1.0.8-snapshot

200

100

3 %

Projects at Risk

Last Scan Import

14 Mar 2018 at 17:57:0

14 Mar 2018 at 17:58:13

https://www.owasp.org/index.php/OWASP

@ % Q search

102§

Vulnerable Companents

Last BOM Import

14 Mar 2018 at 21:30:18

14 Mar 2018 at 18:0:13
14 Mar 2018 a1 21:30:35
14 Mar 2018 at 2130553

14 Mar 2018 at 2131217

Dependency

mom>» =

3148

Inherited Risk Score

Vulnerabilities

H H
v)E

Track Project



https://jeremylong.github.io/DependencyCheck/
https://www.owasp.org/index.php/OWASP_Dependency_Track_Project

Open Source SCA tools (4/5)

Dependency Track — THE open source tool for SCA

Supported Bill-of-Material Formats Supported Notification Platforms
© CycloneDX ¥ slack
P S PDX .ii Microsoft Teams
uuuuuuuuuuuuuuuu f\\_-)webhooks
Vulnerability Intelligence AP Integration
N — = D DEPENDENCY-TRACK i~
2 =<, @ Jenkins
= natype A
OSS Index
‘ Supported Repositories ’ Vulnerability Aggregation
@ RubyGems Thfead Fix
Maven @ pyp—— — K=NNA
NPM '@ nuget [EorRTIFY

https://www.owasp.org/index.php/OWASP Dependency Track Project



https://www.owasp.org/index.php/OWASP_Dependency_Track_Project

Open Source SCA tools (5/5)

Open-Source tools examples for finding licensing issues

* (OSS Review Toolkit https://github.com/heremaps/oss-review-toolkit

o0 O < M 192.168.99.100:8081/repo/?mod=licenses () t a o®

° . \ : 7
ossology pS://WWW.T0SSsology.org | License Browser | License Browser I+
Home Search Browse Upload Jobs Organize Admin Help
F_) License Browser
° SW3 60 h tt S . SW3 6 O it h u b i fossology Version: [unknown], Branch: [master], Commit: [#d26bcc] 2016/05/05 13:46 UTC built @ 2016/05/05 13:55 Use:‘:”%'s’s":
p . . g . ‘ ’ uTC Group:fossy
oftware Repository/
.2.8.tar.gz/zlib-1.2.8.tar/2lib-1.2.8
License Browser | File Browser | Copyright/Email/URL | ECC | Browse | License List | Search e« View | Info e Refresh
Display @ licenses Display files (tree view or flat)
Clear | i (-~ filter for scan results -- 3] | [-- filter for edited results -- 4] | open |
) Concluded |
Scanner ! ' Scanner Results (N: g i
Count”! LicenseyLicense Name | | gjjeq * 1 nomos, M: monk, Nk: | Edited Results H :m"'
: nt ninka) : : ¢
103 | 0, chlnsslf{qucmse i + No_license_found, I ' ° :
45 Z 0 ! Zlib-possibility 1+ UndlassifiedLicense . ' '
16 0 ziib 1 LGPL, No_license_found, ! : :
13} 0 ! ZUBref 48409 ! UndlassifiedLicense : : o :
10 01 BSL-1.0 1 BSD, BSL-1.0, GPL-2.0+, MIT- | ! :
L 0 ! boost-1ref ] :wleé T{&HcE_';lfeS:seE:ound, See- : :
9 0 ' boost-1 1 doc. e-file, H H ;
s s Soo‘ﬁl contrib | Trademark-ref, q ' [ ] X
i e ! UndlassifiedLicense, ZLIBref, | ! '
4 0 ; Trademark-ref 1 Zlib, Zlib-possibility, boost-1, ! ! :
3, 0 ! See-doc.OTHER } boost-1ref, info-zip ! ¥ i
3 0 ! Public-domain ! No_license_found, See-file, | ¥ '
2; 0 GPL doc | Trademark-ref, : e
1 0 ! Perl-possibility } UndassifiedLicense H : :
1 0 ! MIT-style i No_license_found, Publc- | ! :
| i ples i domiin; See-flle; H H H
3 i g :!‘Gf:", L ! UndlassifiedLicense, ZIib, ZIib- | : L :
L5 LIVD-TD 1 possibility H : :
1 0} GPL-2:0% ! No_license_found, ! ! !
1 0 : BSD msdos : UnclassifiedLicense, ZLIBref, ! T e
Showing 1 to 18 of 18 licenses ' Zlib-possibility : ' !
4 Previous Next » H ) i ' H
Hint: Click on the license name to search for DOt 1o )\cense found : i@ :
| i
where the license is found in the file listing. ! No_license_found, ! ! !
old ! UndlassifiedLicense, ZLIBref, ! [
Summary  Zlib-possibility : : 2 :
i | i i
[Unique licenses | 18[235[Files ] [enat ! UndlassifiedLicense, ZLIBref, ! e
1 Zlib-possibility | ' H
Unique scanner I wl olunlque concluded 3 H H H
| Idetected licenses licenses cembmnon I o e 2 ' @ ¥



https://github.com/heremaps/oss-review-toolkit
https://www.fossology.org/
https://sw360.github.io/

SCA decision table

Developer startup with JS frameworks Use technology-specific tools such as RetirelS, npm audit,...
SMB with multiple technologies and Use binary repository manager add-ons or source control
powerful development teams versioning mechanisms

SMB with multiple technologies at SCA Use or start with OWASP Dependency Track

beginning with focus on security

SMB with multiple technologies at SCA Use open-source tools such as Fossology/OSS Review Toolkit
beginning with focus on compliance

Enterprises with clear SCA requirements Start with OWASP Dependency Track and/or

and multiple stakeholders: CISO, Legal, Evaluate commercial SCA tools

Developers, Open-Source Officers



KEYS TO open source security management

1. Contextual identification

2. Complete vulnerability and legal data
3. Zero-day notification

4. Timely remediation

5. Efficient policy management

6. Integrate and automate
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Requirements
Cl/CD

* Automatable

e User-friendly

* Actionable

* Flexible/Open

* Easy to integrate



Application security pipeline

SAST SCA IAST DAST

Development

: <§§i> Operations
production —



Cl/CD Pipeline

2018-09-14 14:25:13 INFO [main] --- Starting the Hub signature scans
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- Starting the signature scan of /var/lib/jenkins/workspace/test_pipelinel
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- Hub CLI command :
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- /var/lib/jenkins/blackduck/tools/Hub_Scan_Installation/scan.cli-4.8.2/jre/bin/java
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- -Done-jar.silent=true
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- -Done-jar.jar.path=/var/lib/jenkins/blackduck/tools/Hub_Scan_Installation/scan.cli-4.8.2/1ib/cache/scan.cli.impl-standalone.jar
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- -Xmx4096m
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- -jar
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- /var/lib/jenkins/blackduck/tools/Hub_Scan_Installation/scan.cli-4.8.2/1ib/scan.cli-4.8.2-standalone.jar
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- -- no-prompt
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- -- scheme
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- https
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- -- host
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- hubsig.blackducksoftware.com
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- -- port
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- 443
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- -v
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- -- logDir
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- /var/lib/jenkins/blackduck/scan/HubScanlLogs/2018-09-14_12-25-13-022_17
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- -- statusWriteDir
B i e Eggg};;::gjﬂ o/ V;:é it’{le”kl“/ blackduck/scan/HubScanLogs/2018-09-14_12-25-13-622_17 INFO] Sensor Black Duck Hub Plugin for SonarQube [hubsonarqube]
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- WebGoat [INFO] Succes%fuLLy connected to h?tps://hub51q.bLackducksoftware.com
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- -- release ﬁﬁi% ggi’;z;;zg tizzaéozzggginﬁiﬁfs' o
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- 8.0 X X ;
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- -- name [ixioj Getting matheZ f?tes for :pacZe Ant...
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- test_pipelinel/WebGoat/8.0 scan {INFgé g:;:;:g :ZEEth ;Ein ;Z: Azzghz EZTZﬁn;.F?mpress"'
2018-09-14 14:25:13 INFO [pool-2-thread-1] --- /var/lib/jenkins/workspace/test_pipelinel [INFO] Getting matched files for Apache Tomcat..
[INFO] Getting matched files for Bootstrap (Twitter)...
[INFO] Getting matched files for Bouncy Castle...
220
[INFO] Getting matched files for Spring Data Commons. ..
[INFO] Getting matched files for Spring Framework. ..
Start Checkout Build cA SAST od [INFO] Getting matched files for Spring Security...

[INFO] Getting matched files for Spring TestContext Framework. ..

[INFO] Getting matched files for Spring Transaction...

[INFO] Getting matched files for XStream...

[INFO] --> Number of local files matching inclusion/exclusion patterns: 8
[INFO] --> Number of vulnerable Hub component files matched: 8


https://hubsig.blackducksoftware.com/

Interesting Links

* Copyright trolling https://blog.fossa.io/patrick-mchardy-and-
copyright-profiteering-44f7c28c0693

e GitHub and SCA https://www.dev-insider.de/security-alerts-auf-
github-nutzen-a-758877/

* Open Source Metadata https://clearlydefined.io/about



https://blog.fossa.io/patrick-mchardy-and-copyright-profiteering-44f7c28c0693
https://www.dev-insider.de/security-alerts-auf-github-nutzen-a-758877/
https://clearlydefined.io/about

Q&A

Stanislav.Sivak@synopsys.com




