
Security and Authentication



Overview

GitLab Security

Git CLI

- HTTPS-based

- SSH-based

Personal access tokens 

Manage users

Securing code contributions

- Code scans

- Secrets

Modify Git history



HTTPS vs SSH



Communication Protocol

Git uses HTTPS or SSH protocol to connect with repositories

HTTPS is a go to protocol for many public open-source projects

SSH is the secure and private alternative to HTTPS



Cross-platform

SSH libraries are 

available on all 

operating systems

Private

Each SSH key is stored 

on your own device

Secure

No need to use the 

username and 

password

Why SSH?



Create an SSH Key



Demo

Create an SSH key

Read the key values



Setup SSH Key in GitLab



Demo

Configure SSH key in GitLab



Demo

Push a commit using SSH



Personal Access Tokens



Personal Access Tokens

Secure tokens that are alternative to your password

Access can be granted based on what the token needs to do

Tokens can be rotated at any time in an account



Demo

Create a Personal Access Token



Use an Access Token with Git CLI



Demo

Use Personal Access Token



Manage Access and Users



Inherited

Everyone in the group 

can access the 

projects defined in a 

group

Groups

Manage your users as 

a group with role-

based permissions

Integrated

User management is 

available with GitLab 

out of the box

Access Management



Inviting Users

GitLab Users 

Invite members using 

their GitLab username 

or their email address

Expiration 

Access can be

automatically revoked

after an expiry date

Permissions 

GitLab uses role-

based permissions



Authentication in Gitlab







Authentication: Gitlab Users & Administrator

1. Username & Password (Built-in)
2. SSH
3. LDAP
4. Two-factor authentication (2FA)
5. GitLab as OAuth2 authentication service provider
6. GitLab as OpenID Connect identity provider



Authentication: Gitlab Users & Administrator

Integrations:
1. OmniAuth
2. Authentiq OmniAuth Provider
3. Atlassian Crowd OmniAuth Provider
4. CAS OmniAuth Provider
5. SAML OmniAuth Provider
6. SAML for GitLab.com Groups
7. SCIM user provisioning for GitLab.com Groups
8. Kerberos integration (GitLab EE)



Authentication: API

• OAuth 2 Tokens
• Personal access tokens
• Project access tokens
• Group access tokens
• Impersonation tokens
• OAuth 2.0 identity provider API



Authentication: Configure LDAP

https://docs.gitlab.com/ee/administration/auth/ldap/index.html



Authentication: LDAP Rake tasks



Authorization in Gitlab





Authorization: Step 1 – Register New Account



Authorization: Step 2 – Pending Approval



Authorization: Step 2 – Approval



Authorization: Gitlab Built-in roles



Authorization: Users can opt for role



Authorization: Permission

A user’s role determines what permissions they have on a project. The Owner role 
provides all permissions but is available only:
• For group and project Owners. In GitLab 14.8 and earlier, the role is inherited for a 
group’s projects.
• For Administrators.



Authorization: Permission



Authorization: Permission

https://docs.gitlab.com/ee/user/permissions.html



Authorization: Group Level Permission



Authorization: Group Level Permission



Authorization: Project Level Permission



Authorization: Default System Setting



Authorization: Default System Setting



Authorization: Default System Setting



Authorization: Default System Setting



Limitation – Custom Roles - Upcoming



Securing the Code



Demo

Run static code analysis



Demo

Detecting secrets



Summary
HTTPS and SSH

Create an SSH key

Setup SSH key in GitLab 

Personal Access Tokens 

Manage users and access

Detecting secrets



Up Next:

Delivery and Deployment


