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Rajesh Kumar
DevOps and SRE Practitioner

Email - DevOps@ RajeshKumar.xyz
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Developers

QA Engineers

Iimplementation

Teams have moved to Agile
methodologies, but roles still align

with waterfall methods

IT Operations
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Release Cycle 1 Year

Dev De&gn
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Dev Team Dev Team




[nability To Deliver

Finishing Late
Exceeding Budget

Quality issues ) C ),
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Context Switching
Technical Debt

e Cultural Resistance

Siloed Teams

Lack of Visibility

Tool Sprawl

Inconsistent Environments
Resource Constraints

Poor Change Management
Security Vulnerabilities
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Development / Agile Team
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2 Weeks
Release Cycle




Ops Team Development / Agile Team

Give me reliability Give me new stuff

No, thanks

<
<

"The Business”



- Different goals
* Different skillsets

- Different tools
Development Team

« No common ground




The Wall of Confusion

Development and Operations in Conflict!!

BN |

| want change
to deploy new
things

4 | want stability
and do not want

interruptions in

the infrastructure

oyl I

1SNJUOD JO J]EM

-

-
N\

Development






- Shared goal
- Overlapping skillsets

 Consistent tools

Development Team

« Common basis
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Redefined Objective for IT organization

* Quality Release
* Immediate Release
e Cost Reduction



+ Significant investment
« Acceptance of change
 Needs outside help

 Uneven rollout



DevOps Team

Give me reliability
and new stuff

"The Business”



DevOps Team

- Shared goal

« Overlapping skillsets

 Consistent tools

« Common basis
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Source Version Infrastructure Configuration
COde Control as Code Management

Provisioning

@

Development ~ Virtualization
( Dev / Ops
TEST v

®

Continuous Integration/
Quality Continuous Delivery or
Control Deployment (CI/CD)

e

Visualizations Logging



Agile Development

Continuous Integration

Continuous Delivery

Continuous Deployment

DevOps
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What is DevSecOps?

Code Reviews
Version control
Vulnerability scanning

Design review and validation

_A_
[ eoamm
| Versonconwol |
[ Vukerobity sconing
| Design review and validation _|

SEC

lterative testing

Risk assessment

Remediation

Compliance




Positioning DevSecOps in Software Lifecycle

Threat Model CO”?P”QHCG
Code Standards Validation

Static Code
Analysis
C

ode Signing
Validation

DEV

Vulnerability Scan ‘

Penetration Test Recover

Monitor

Detect

Respond
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Where Al is Aiding /A8
Productivity 6—\0 {g@%

Projected increase in productivity due to Al
in selected economies until 2035 (in percent)

sweden ¢ T
us. € [
u & [ T
crance O D)

Sources: Accenture, Frontier Economics




Al will not replace humans,

but humans with Al will
replace humans without Al




No one can stop the
progress of artificial
intelligence; it will
inevitably be a central
force in our future.

- Max Tegmark






“Predicting the future isn’t magic,
it’s artificial intelligence.”

- Dave Waters



Artificial intelligence is
a tool, not a threat.

- Rodney Brooks




AI Will Replace
Those Who Don’t Know
How to Use AI.



HOW DOLS Al
WORK

Choosing a Model

. and Training
Data Collection

A suitable model is chosen for the specific problem. Tu nin g
It's trained with data, fine-tuning its parameters to
Al begins with gathering large match the identified patterns and correlations. The model is fine-tuned by adjusting
amounts of data for training. parameters to improve its accuracy.

000000

Data Preparation: Evaluation Deployment

The collected data is then After training, the model is Once satisfactory, the Al
cleaned and organized to be tested with new data to assess model is deployed for real-
used effectively. its performance and world use
accuracy.



What is Al Model ?

Data Model

Acquisition . Selection | — Training

Deplayment | ¢— Evaluation ¢
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Design by freepik

Data mepawon

Data cleaning, features
engineering, transformations,
splitting.

Model building
Building models using the
appropriate frameworks.

optimization and model
calibration.

Model deployment

Model deployment ina
production environment.

Model management A/l
Detecting problems with D D

model performance.
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HOW DOES
machine

learning AI learns
WORK?

The artificial neural networks are
continuously adapted and improved
with new sets of (training) data.

Artificial
neural

networks
Training e .§ Algorithms
data O—>ig0e0 ®
Objectives \ *2
j ’ (
Tainer\ Patterns
®

Al creates patterns based on
prescribed rules and training
data (input and expected output).



Input data AI wWor k S Output data
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Output data are the result
of Al processing.

O

Al analyzes the data based on
the patterns it has learned and
the algorithms it has created.



AI makes mistakes

Input data Output data
@

Al sometimes arrives at a result
that is incorrect to people, e.g.,
when the input data do not
match the training data.



A Talk e}bout DevOps,
Security, and Al




There cannot be a more important thing for an
englneer, for a product team, than to work on the
systems that drive our productivity.

So | would, any day of the week, trade off features
for our own productivity.

| want our best engineers to work on our
englneering systems, so that we can later on come
back and butld all of the new concepts we want.

— Satya Nadella, CEO, Microsoft




Software Development will change more in the next 5 years
than it has in the last 40 years.

Martin Woodward, GitHub



With Al
Co-Piloting
Developers are
55% faster

GitHub's Research, September 2022




It takes an hour to build an OpenAl Pull
Request -reviewer by using OpenAl

° Al Code Review Action

Al Code Reviewer
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The survey findings shed light on the increasing integration ’ l\ \
of Alin ‘ "“*j QA "i’j ’

DevOpSs practices:



O

Code Check:

Notably, 62% of developers are now utilizing Al/ML
for checking code, showcasing a significant increase
compared to the previous year.




©

Software Testing: il

39% (2022)
The adoption of Al/ML in software testing has seen

substantial growth. 53% of teams employ Al/ML in their

testing processes, a significant jump from the 39%
reported in 2022
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Code Review:

Al/ML is also leveraged by 36% of teams to review
code, providing an additional layer of code quality

assurance.
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Minimal Resistance:

Encouragingly, a mere 5% of teams expressed no plans to
incorporate Al in DevOps, indicating high acceptance and
recognition of its potential benefits.




Al in DevOps - Top Benefits

= Automated Deployment

= Continuous Integration and Delivery
= Predictive Analytics

- Efficient Resource Allocation

= Intelligent Monitoring

= Automated Testing

= Enhanced Security
= Streamlined DevOps Workflow

= Improved Decision-making




Key Benefits of Integrating Al in DevOps

Improved
Decision-Making

Enhanced
Productivity

Faster
Time-to-Market

Enhanced
Quality

Cost
Reduction

Increased
Flexibility



Benefits of Generative Al in DevOps

Optimized Application Performance
@ﬂl Faster Time-to-Market

€»  Automation

D : .

& Real-Time Threat Detection

_:j\/} Quick Response to Issues

@ Improved Quality



The Role of
Al and ML in Transforming

DevOps
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Al In DevOps

The Symbiotic Relationship O
And Its Benefits To Business

Automated Self Security At Scale

-Healing CI/CD Pipeline

High App Availability
And Reduced Downtime

Optimises Deployment
And Release Management

50% Cost Reduction



03
02 Swifter, more reliable pattern 04

and anomaly detection

Increased reliance Better and refined
on automation access to data

01 | 05

Improved security Enhanced
and tracking resource
capabilities management

[ 1

5 Key Ways
that Al Transforms
DevOps for the Better



Key Applications of Al in DevOps

Automated Code 47 % Workflow
Review Q """"""""""""""""""""""" @ Optimization
Infrastructure
Management

Predictive Analytics

Continuous Integration and
Deployment (CI/CD)

Automated Testing



Alin DevOps - Use Cases

Easy Access and _ .
Management of Security Software Testing

Data

Superior
Alert Management Implementation Q Feedback Loop
Efficiency




Monitor the
Delivery of the
Application

Pattern
Discovery

\

Use Cases of Al

in DevOps

Analysis of
Trends and
Summary

Automation




Security Collaboration
n n

Automation Feedback
Real-time 10 Wst Faster
Alerts Al is Transforming DevOps Redressal

T

Data Access

T

Testing

T

Software Quality

]

Requirements

Management
|

veritis




%<2
7 Ways How Generative Al will Transform pevops Automation?

Prompt-Driven
Workflow Management

° Automatic Failure Diagnosis

)

Generative Scaling .
Troubleshooting ° . :

4

Infrastructure Automation °

Troubleshooting & DevOps Supervillains

Root Cause Analysis



Key Steps to Implement Al in DevOps

Set Clear Choose Al Tools Ensure Security
Objectives and Technologies and Compliance

Evaluate Your Current Identify Use Integrate Al in Monitor and
DevOps Practices Cases DevOps Workflows Evaluate Performance



Preparing Data m ‘ u)z  Developing Al Model
| J AR T

03

T

AL

Deploying Al Model @ j - @.{ Monitoring Al Model



10 ways to accelerate DevOps with Al

Codeless testing . L’Z?;gt"ter: :i‘nf;d proof

f

Better Test Coverage [ @ integrating predictive
o 2 . analysis with test results

Improved test y Enhanced test
accuracy & reliability B | failure analysis

Self-healing tests ‘ Better co-llab.oratuon &
communication

Effective Defect management ‘ ‘Continuous feedback loop




| Al for

Improvement I

Continuous l
Harnessin

g Al for

CI/CD I

l Vulnerability

Insights with

"

I Automated

"

I Root Cause

Testing with I
Al-Powered

Code

Suggestions |

I Intelligent Code

I Anomaly

Detection

with Al I

Reviewer
Recommen-

dations |

Analysis via

"

Augmented
Monitoring
and Alerting

with Al I







How Generative Al is reshaping Observability platforms?

* Enhanced understanding through Data Synthesis:
* Anomaly detection and pattern recognition:
* Dynamic adaptability to system changes:

* Creative problem-solving in observability:

* Improving explainability and interpretability:
 Customization for diverse use cases:

* Optimizing resource utilization:

* Real-Time analysis and adaptation:



Detect | Investigate | Respond

Powered by Splunk Al

Apls | Integrations | Models | Visualizations

Third-Party Tools Custom & Third-Party

mManage | Search | Federate | Automate Apps/ Services

Events | Logs | Metrics | Traces
-~
Public Clouds A 4 » Devices

On-Prem Private Clouds
Data Centers



Pull-based

— Data Collection

Push-based

H Data Storage

= Visualization

Components Analytics & Reporting

— Alerting

Counter
— Metrics ‘ r
- - Gauge

= Events

Data Types

Monitoring

Structured
— Logs _[
r Unstructured

=] Tracing

— Latency ]

u Traffic
4 Golden Signals :

— Errors

V @

=1 Saturation




Charactersitics Relationships

Metrics  Metadata
~Internal ~ External




Validation

Log validation dataset and
compare performance, drift, other
key metrics that concern your
release

Rectify

Use Explainers to deep dive in
problematic segments and fix the

Deploy
Release your candidate model

and assess A/B test results on our
configurable dashboard

Observe

Let the Monitors notify you in
real-time about issues in your

issues that lead to model Model pipelines instead of gluing

performance degradation

your eyes to each chart
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CHALLENGES OF -
DATA QUALITY
INTEGRATING Al IN
DEVOPS AND
SOLUTIONS TO
OVERCOME THOSE ,\Q-\
INTEGRATION WITH -
EXISTING SYSTEMS )1
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Limitations of Al for DevOps

Implementation Costs
Stringent Data Privacy Laws
Out of Date Information
Suboptimal Solutions

Human Supervision Necessary
Not Immune to Biases

Need for Continuous Improvements



Continuous Integration

Agile Software Development &
o &)
prints -
Developers

A Commit Build / (e =
f/‘{‘ (Code) Q - * Unit Test/ 3 I5 |
Backlog é_ib Increments Code Quality L
Cl Server /

Repository Rh;‘egository
nager

I Continuous Feedback ‘ I

Continuous Delivery Continuous Testing

(s =) ,:, (e =) -
S« S TI=SIT X

o Tickets / Cl Server Test Test

Production Repository Test Metrics

Manager



Al/ML Model Creation Continuous Integration

h

p . 7l
reparation // Experimentation -— é
ommit
@ (AI/ML R o) L Mocel o 8 ;‘.-;
@ = Model) R4 W) Packaging . =)
Data Training Reproduceability Al/ML Model C' Servef /
Scientist SEERE Repository Repository
Manager
Data Sets ‘
Continuous Delivery Continuous Testing

ﬁ[} Model Monitoring
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o HeSel e
, : e Tickets / Cl Server Al Test Al
QA /UAT / Provisioning Cl Server / Tracking / Suites Tests
Production Repository Test Metrics

Manager
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Authoring Distribution ((g)) On-Asset Deployment

Content Campaign

Management Management

* Software » Target device Target
* Al models grouping Systems
= Config data = Pushvs pull

= Media data = Consent

* Embedded management

apps
0. os (2] ©

A

Monitoring / usage analylics
> Continuous improvement



Edge & Cloud SW Development

@ ;
Developers () ‘ e R 1

Al/ML Model Creation
2
AN
Data Scientists

I Continuous Feedback

Continuous Delivery

O e
aTte %4-

QA /UAT/ Provisioning
Field Tests / (Software &
Production AlIML Models)

Continuous Integration

Commit Build / Unit Test /
(Code) ‘ - ‘ Code Quality ‘

) Commit Al/ML Model =)
(Model) ‘ - . Packaging =

Cl Server /

Repository

Manager

ES

@m Continuous Testing
‘ HIL/SIL/MIL

o )
Co— a o
i — - =
[ Tickets / Cl Server Test Test
Cl Server / Tracking / Suites Scripts
Repository Test Metrics
Manager



Tools For Implementing Al In DevOps

1-ChatBots & Virtual Assistants

2 -Cloud-Based Al Programs

3 -Machine Learning Tools & Frameworks

4 -Cl/CD/laC Tools

5 -National Language Processing (NLP) Tools




top 15 Al tools for DevOps teams
1.Amazon CodeGuru
2.Datadog

3.Sysdig

4.GitLab

5.Weights & Biases

6.Prefect

7.Metaflow

8.Kedro

9.Pachyderm

10.DVC (Data Version Control)
11.Splunk

12.New Relic

13.Dynatrace

14.Harness

15.1IBM Watson AlOps



$ Microsoft Teams g ‘F‘. JirCI i Jdynatrace

Azure DevOps

B sluck F:IWS Nagios’ @Jenkms
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Top Al Tools for DevOps

Al-driven code review and

analysis tools

= &

Anomaly detection and monitoring Deployment optimization

Intelligent test automation tools




Adding intelligence to developer operations

Empowering developer expertise with Al for DevOps

Amazon
DevOps Guru




Amazon
DevOps Guru

Automatically detect and Improve code quality through Optimize application Security at scale

resolve operational issues continuous monitoring performance and reduce costs



Monitoring Service Desk
(Observe) (Engage)

AlOps

Wh at |S A| O pS? Machine Learning

Big Data

Platform

Automation
(Act)

Business Value




Benefits
of AlOps




AlOps stages

Stage 1

Training

Stage 5

Calibration

Stage 2

Data triage
automation

Stage 4 Stage 3

Adaptation Resolution
automation

_zapier






Key Benefits of Integrating AlOps with DevOps



Key Benefits of Integrating AlOps with DevOps

Enhanced Automation:

1. AlOps: Uses machine learning and data analytics to
automate routine tasks, such as monitoring,
alerting, and incident response.

2. DevOps: Automates the software development
lifecycle, from code integration to deployment and
testing.

3. Combined: This leads to end-to-end automation,
reducing manual intervention, accelerating delivery
cycles, and minimizing human errot.



Key Benefits of Integrating AlOps with DevOps

Proactive Issue Resolution:

* AlOps: Predicts potential issues before they occur by
analyzing historical data and detecting patterns.

* DevOps: Facilitates continuous monitoring and rapid
feedback loops.

* Combined: Enables proactive issue detection and
resolution, reducing downtime and improving system
reliability.



Key Benefits of Integrating AlOps with DevOps

Improved Collaboration:

*AlOps: Provides insights and analytics that can be
shared across teams.

*DevOps: Emphasizes collaboration between
development and operations teams.

*Combined: Fosters a culture of collaboration and
shared responsibility, enhancing communication and
coordination.



Key Benefits of Integrating AlOps with DevOps

Data-Driven Decision Making:

*AlOps: Analyzes vast amounts of data to provide
actionable insights and recommendations.

*DevOps: Uses metrics and KPIs to drive improvements in
the development process.

*Combined: Empowers teams with data-driven insights to
make informed decisions, optimize performance, and
Improve quality.



Key Benefits of Integrating AlOps with DevOps

Scalability and Flexibility:

*AlOps: Scales operations by automating repetitive tasks
and managing complex infrastructures.

*DevOps: Enables agile and flexible development practices.
*Combined: Ensures that both operations and development
can scale efficiently to meet changing demands.



Use Cases of Integrating AlOps with DevOps



Use Cases of Integrating AlOps with DevOps

Incident Management:

*AlOps: Automatically detects and prioritizes incidents,
reducing response times.

*DevOps: Streamlines the deployment of fixes and
updates.

*Combined: Enhances incident management by quickly
Identifying root causes and deploying solutions.



Use Cases of Integrating AlOps with DevOps

Performance Optimization:

*AlOps: Monitors and analyzes performance metrics to
Identify bottlenecks.

*DevOps: Implements continuous performance testing
and optimization.

*Combined: Ensures optimal performance through
continuous monitoring and improvement.



Use Cases of Integrating AlOps with DevOps

Security and Compliance:

*AlOps: Identifies security threats and compliance issues
using advanced analytics.

*DevOps: Integrates security practices into the development
process (DevSecOps).

*Combined: Strengthens security and compliance by
Integrating Al-driven insights with secure development
practices.



Certification Program for AiOps and DevOps
| ceRmmcwmon/couRssmame |

DevOps Certified Professional (DCP)
DevSecOps Certified Professional (DSOCP)
Site Reliability Engineering (SRE) Certified Professional
Master in DevOps Engineering (MDE)
Master in Azure DevOps

MLOps Certified Professional (MLOCP)

AiOps Certified Professional (AIOCP)
DataOps Certified Professional (DOCP)

Kubernetes Certified Administrator & Developer (KCAD)

https://www.devopsschool.com/certification/



Email - DevOps@ RajeshKumar.xyz
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