
                     Deep Dive into Docker Security 
 

 

Curriculum 3 Days 

Day - 1 

 Why Containers Present Special Security Challenges 
o Docker Security Challenges 

o Protecting Your Docker Containers  

o CI/CD and Pre-deployment Security 

o Container Privileges 

o Static Analysis 

o Runtime Security 

o Docker Hardening Standard 

o Incident Response 

o Docker Logging 

 Docker vulnerabilities and threats to battle 
o Docker host and kernel security 

o Docker container breakout 

o Container image authenticity 

o Container resource abuse 

o Docker security vulnerabilities present in the static image  

o Docker credentials and secrets 

o Docker runtime security monitoring 

o Best Practices 

 Establishing a Baseline for Docker Platform Security 
o Defining the Docker Platform 

o Acting on Docker Platform Security Vulnerabilities  

o Determining What Needs to Be Secured  

o Measuring How Secure a Docker Platform Is  

o Testing a Docker Platform for CIS Docker Benchmark Compliance  

o Demo & Labs 

o Best Practices 

 

 



 

Day - 2 

 Optimizing the Configuration of the Docker Host 
o Employing Minimal Operating Systems 

o Kernel namespaces 

o Control groups 

o Deploying Docker on RancherOS in the Cloud 

o Hardening the Host Operating System 

o Keeping the Docker Engine Current 

o Auditing Important Docker Artifacts  

o Kernel namespaces 

o Creating Audit Rules for the Docker Host 

o Linux kernel capabilities 

o Demo & Labs 

o Best Practices 

 Configuring the Docker Daemon for Security 
o Module Outline 

o Controlling Access to the Docker Daemon Socket 

o Using TLS to Protect the Docker Daemon  

o Configuring TLS for the Docker Client and Daemon 

o Minimizing the Risk Associated with a Container Breakout  

o Implementing User Namespaces for Containers  

o Demo & Labs 

o Best Practices 

 Enhancing Access Control to the Docker Platform 
o Docker daemon attack surface 

o Enhancing the Default Access Control Mechanism 

o The Docker Plugin API 

o Introducing the Open Policy Agent Docker Authorization Plugin  

 
o Defining Authorization Policy with Rego  

o Implementing Fine-grained Access Control to the Docker Platform 

o Demo & Labs 

o Best Practices 

 

 
 



 

Day - 3 

 Deploying a Secure Docker Registry 
o Enabling the Use of Insecure Registries 

o Securing Communication with a Self -hosted Docker Registry 

o Configuring TLS for the Docker Daemon and Registry  

o Controlling Access with Basic Authentication 

o Controlling Access with Token-based Authentication 

o Implementing Authentication for a Self -hosted Registry 

o Registry Security scanning 

o Docker Content Trust Signature Verification 

o Demo & Labs 

 Managing Security in a Docker Swarm Cluster 
o Module Outline 

o Securing Communication Between Cluster Nodes  

o Using Secrets to Manage Sensitive Artifacts  

o Autolocking a Cluster to Protect the Encryption Key  

o Managing the Availability of a Swarm Cluster 

o Recovering from a Lost Quorum 

o Demo & Labs 

 Tools for Docker Security 
o Docker Bench for Security 

o Clair 

o Cilium 

o Anchore 

o OpenSCAP Workbench 

o Dagda 

o Notary 

o Grafaes 

o Sysdig Falco 

o Banyanops Collector 

o Dockscan 

o Batten 

o BlackDuck Docker security 

o Inspec 

 

 


