
  AWS Certified Solutions Architect Course Training 
 

 

Curriculum 6 Days 

Day - 1 

 Regions 
o AZ's 

o EC2 

o Launch an EC2 instance 

o SSH to EC2 instance 

o Ways to connect to EC2 instance 

o Security On Ec2 

o Security Groups 

o Security Groups are stateless of stateful  

o Details about EC2 

o IP's assigned to EC2 

o Elastic IP 

o Install  Webserver On EC2 

o EC2 Bootstrapping - User Data 

o EC2 - Launch Types 

o EC2 - Instance Types 

o AMI - Amazon machine images 

o Golden Image 

o Copying an AMI 

o Placement Groups 

o ENI - multiple ETH0's 

 Identity Access Management/CLI/SDK 
o Users 

o Roles 

o Policies 

o CLI setup 

o CLI setup on EC2 

o Assign Role to EC2 to enlist resources 
(S3) 

o Instance metadatab 

o Policy Simulator website 

 Route 53 - Important Asked a lot, a lot. 
o Simple 

o Weighted 

o Latency 

o Failover 

o GeoLocation 

o Geo proximity routing policy - for traffic 
only 

o Multi value answer 

 

 Networking - VPC 
o Subnet, Types of IP's 

o Route Table 

o IG 

o NAT instances 

o NAT gateways 

o NACL 

o Security Groups 

o VPC endpoints - for aws internal services 

o VPC peering - connecting vpc's 

o Athena and VPC flow logs 

o VPN - VPG and CPG 

o Egress Gateways - does not exposes 
internal IPv6 ip's  

o Direct Connect Gateway 

o New Additions - Cloudhub, ClassicLink, 
VPC endpoint services  

 

 



 

Day - 2 

 AWS Certified DevOps Professional: Monitoring, Metrics, and Logging 
o What is object storage ? 

o Can we install  OS on object storage 

o S3 bucket 

o S3 versioning 

o S3 encryption 

o Bucket policy and security 

o Static website hosting 

o CORS - Cross origin resource sharing 

o S3 life cycle management/policies  

o S3 Glacier 

o Cross Region Replication 

o Transfer acceleration 

o Caching S3 - Cloudfront 

o Storage Gateway - a hybrid storage solution, provides  on prem access to 
cloud storage options  

o  Tape gateway 

o  Volume gateway 

o  Fi le gateway 

o Athena vs Macie 

o S3 Access Logs 

o S3 pre signed urls 

o S3 performance 

o S3 select and glacier select 

o S3 lock policies 

o Glacier Vault Lock 

o AWS Global Accelerator - 

 

 Databases in AWS 
o Read Replicas and Multi AZ deployments  

o RDS 

o Aurora 

o DynamoDB 

o ElastiCache 

o Athena 

o S3 

o Redshift 

o Neptune 

o ElasticSearch 

 

 

 
 



Day - 3 

 High Availability and Scalability 
o High availability 

o Scalability 

o Vertical Scalabil ity 

o Horizontal Scalability 

o Load balancing 

o Types to LBs in AWS 

o When to use which 

o ALB 

o NLB 

o CLB 

o Stickiness - consider cart showing zero 

o X-forwarwarded-for headers 

o HTTPS Traffic - SSL termination 

o Scaling Instance on Load 

o ASG 

o ASG - Scaling Policies   

 

 Cloud formation - SCAA - Only Intro is covered in SCAA - 
Required for SysOps admin 

o Intro 

o Infrastructure as code 

o Introducing Cloud Formation 

o Template walkthrough 

o Intrinsic Function 

o Multiple resources 

o Pseudo Parameters 

o Input Parameters 

o Mappings 

o Outputs 

o Demo - EC2 instance 

o User Data 

o Cloudformation Init 

o Helper Scripts 

o Change Sets 

 

 Encryptions and Security 
o What is Encryption 

o AWS Encryption Offerings 

o KMS 

o SSM Parameter Store 

o Secrets Manager 

o Cloud HSM 

o WAF 

o Shield - DDoS 

 AWS Connecting Services 
o SQS 

o SNS 

o Kinesis firehose and data analytics  

o MQ 

 

 
 
 
 
 



 

Day - 4 

 Managing AWS Security Strategies: CloudHSM, DDoS, and IDS/IPS 
o Introduction 

o Hardware Security Module (HSM)4 

o Distributed Denial of Service (DDoS)  

o Protecting Exposed Resources 

o Reference Architecture 

o Intrusion Prevention System (IPS)   

 

 Managing Billing Strategies: EC2 Standard and Reserved Instances 
o Introduction 

o EC2 Instance Types 

o EC2 Instances In-depth 

o Standard Reserved Instances Attributes  

 

 
 
 
 



 
 

Day - 5 

 Managing Billing Strategies: Consolidated Billing and Resource Groups 
o Introduction 

o Consolidated Billing 

o Paying Accounts 

o Resource Groups 

o Demo: Creating and Working with Resource Groups  

 Standing CloudFormation, Elastic Beanstalk, and OpsWorks 
o Introduction 

o AWS CloudFormation 

o Template Elements 

o AWS Elastic Beanstalk 

o AWS OpsWorks 

 

 Understanding CloudFront, Kinesis Streams, & SNS Mobile Push 
Notifications 

o Introduction 

o CloudFront 

o ElastiCache1 

o Kinesis Streams 

o Partition Keys 

o SNS Mobile Push Notification 

 Understanding AWS High Availability and BC/DR Options 
o Introduction 

o RTO and RPO 

o DR Scenarios 

o Import/Export 

o Automated Backups 

 

 
 
 



 

Day - 6 

 Understanding AWS Data Pipeline and Integration with VMware 
o Introduction 

o AWS Data Pipeline4 

o Integration with VMware 

 Monitoring 
o Cloudwatch 

o CloudTrail 

o Config 

 

 Other Services asked in exam 
o AppSync 

o Workspaces 

o ElasticTranscoder 

o OpsWorks 

o Glue 

o EMR 

o Step Functions 

o SWF 

o Elastic Beanstalk 

 

 


