
  Azure Monitoring Course and Training 
 

 

Curriculum 3 Days 

Day - 1 

Monitoring framework 
 Monitoring data 

o Activity log 

o Platform metrics 

o Resource logs 

o VM guest metrics and logs  

 Data collection 
o Metrics 

o Logs 

o Insights 

 Metrics 
o Custom metrics 

o Metrics Explorer (analysing metrics)  

o Metric alert, their actions and statuses  

o Metrics collection on guest OS and enable boot diagnostics too (azure monitoring 
agent)   

 

 Logs 
o Log retention period 

o Agent management 

o Agent configuration 

o Custom logs 

o Log query alert and configuring actions  

o Workspace summary 

o Automation account 

 Alerts 
o Alerts rules 

o Criticality 

o Alert mechanism 

o Log Alerts 

o Alerts suppression 

o Alerts Actions 

o Alerts Groups 

o Signal types (service health alert, resource health alert, advisor, smart alert, 
activity log alerts, metric alerts, log search) 

o Alert on application health with availabil ity test  

 
 



 

Day - 2 

 VM Insights 
o Diagnostic settings (performance counters etc)  

o Connection monitor 

o Monitored and non-monitored machines 

o Workspace configuration 

o Workbooks  

 Application Insights 
o Health check 

o Diagnostic settings 

o App service logs 

o Process explorer 

o Live metrics 

o Availabil ity 

o API Keys 

o Usage 

o Work items  

 

 
 
 

 Service Health 
o Service issues 

o Planned maintenance 

o Health advisories 

o Security advisories 

o Health alert  

 Thresholds 
o Configured thresholds 

o Static, Dynamic  

 Visualizations 
o Workbooks, KPI Dashboards 

 
 
 
 



 

Day - 3 

Automation scripts to handle actions 
 Zabbix 

o Install  zabbix client/agent on OS 

o Zabbix trigger 

o SQL alert 

o Dashboard basic info and overview 

o Email notification  

 Others 
o In scope and out of scopet 

o Alert generating to create ticket (ticket flow) 

o Auto ticketing enable ? 

o SNOW integration 

o SOPs 

o Team for security center alerts ?  

o Team members and contacts 

 

 
 
 

 


