
                 Chef Inspec Training 
 

 

Curriculum 2 Days 

Day - 1 

 About InSpec 
o Orchestration, Configuration Management, Validation to Deployment  

o Automating Security Validation Using InSpec  

o Processing InSpec Results  

 Course Overview 
o InSpec Profile Structure  

o InSpec Controls Structure  

o InSpec Results  

o Failure 

o Pass 

o Multiple Controls  

o Tooling and Reporting 

 Course Overview 
o Download and Install VirtualBox  

o Download and Install Vagrant  

o Clone or Download-Unzip This Course Repository 

o Setup Environments  

o Run Vagrant to install  the Virtual Environment  

o Setup network in VirtualBox  

o Vagrant Credentials  

o AWS Credentials  

 Studying an InSpec profile 
o Understanding the profile structure  

o Understand a control's structure  

o Understand a describe block's structure  

o file 

o it 

o should 

o be_directory  

 Exploring the InSpec Shell 
o Enter the shell  

o Explore the file resource  

o Explore the nginx resource  

o Write the InSpec controls  

o Refactor the code to use Attributes  

o Multiple Attribute Example  

o Running baseline straight from Github/Chef Supermarket  

 Viewing and Analyzing Results 
o Syntax 

o Supported Reporters  

o Putting it  all  together  

 



 

Day - 2 

 Automation Tools 

 Additional InSpec tricks 
o rspec Explicit  Subject 

o looping file structure  

 Create basic profile 
o Download STIG Requirements Here  

o Example Control V-38437 

o Getting Started on the RHEL6 baseline  

o Completed RHEL6 Profile for Reference  

 

 Using what you've learned 

 Cleanup Environments 

 Additional Resources 
o Security Guidance 

o InSpec Documentation 

o Additional Tutorials  

o MITRE InSpec 

o rspec documentation 

o Slack 

 


