2evopSchoot Web Application Security Essential Training

== Curriculum 4 Days
Lets Learn, Share & Practice DevOps y

Day -1 Day - 2

e Owasp Top 10 2021 & Countermeasures & Frameworks e Owasp Top 10 2021 & Countermeasures & Frameworks
o A1l Broken Access Control o A7 ldentification and Authentication Failures
o A2 Cryptographic Failures o A8 Software and Data Integrity Failures
o A3 Injection o A9 Security Logging and Monitoring Failures

o A4 Insecure Design o A10 Server-Side Request Forgery

o A5 Security Misconfiguration e Beyond OWASP (CORS,CSP,CSRF)

e WebServer Security and Database

e Secure Development lifecycle

e Automated Scanner policy (PCI DSS)

o A6 Vulnerable and Outdated Components




Day - 3 Day -4

e Container security e Container security
o Security Concerns with Docker Containers o Security Concerns with Docker Containers
o Attacking Docker Containers Misconfiguration o Attacking Docker Containers Misconfiguration
o Auditing Docker Containers o Auditing Docker Containers

o Kubernetes Attacking and Defending o Kubernetes Attacking and Defending




