Deep Dive into Docker Security

Curriculum 3 Days

Day -1 Day - 2

e Why Containers Present Special Security Challenges
o Dacker Security Challenges

Protecting Your Docker Containers

CI/CD and Pre-deployment Security

Container Privileges

Static Analysis

Runtime Security

Docker Hardening Standard

Incident Response

Docker Logging
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e Docker vulnerabilities and threats to battle
o Docker host and kernel security
o Docker container breakout



S Dep|0y|ng a Secure Docker Registry ] Managing Security in a Docker Swarm Cluster
o Enabling the Use of Insecure Registries ©  Module Outline
o Securing Communication with a Self-hosted Docker Registry o Securing Communication Between Cluster Nodes
o Configuring TLS for the Docker Daemon and Registry O Using Secrets to Manage Sensitive Artifacts
o Controlling Access with Basic Authentication O Auto locking a Cluster to Protect the Encryption Key
o Controlling Access with Token-based Authentication O Managing the Availability of a Swarm Cluster
o Implementing Authentication for a Self-hosted Registry o Recovering from a Lost Quorum
o Registry Security scanning o Demo & Labs
o Docker Content Trust Signature Verification
o Demo & Labs

e Tools for Docker Security

Docker Bench for Security
Clair

Cilium

Anchore

OpenSCAP Workbench
Dagda

Notary

Grafaes

Sysdig Falco

Banyanops Collector
Dockscan

Batten

BlackDuck Docker security
Inspec
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