Implementing Security with Docker Containers

Curriculum 3 Days

Day -1 Day - 2

O O O 0O 0O O

O O O OO OO O o0 O0

e Understanding Docker Security Challenges
e Protecting Your Docker Containers
e Understanding Docker Architecture

Kernel namespaces

Control groups

Docker daemon

Linux kernel capabilities(libcap)
SELinux, AppArmor, and SecComp
Docker Registry

e Docker Security Level - Docker Host & Runtime Security

Kernel namespaces & Security Aspects
Control groups & Security Aspects

Docker daemon attack surface

Linux kernel capabilities & Security

Docker Content Trust Signature Verification
Seccomp security profiles for Docker
AppArmor security profiles for Docker
Other kernel security features

Docker Logging

Docker Monitoring

Docker Security Level - Application Runtime

Treats during Application Runtime

Tools for Docker Application Runtime
Sysdig Falco

SecComp

AppArmor / SELinux

Falco
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Docker Security Level - Application Runtime

What is Code-Level Security?

Why Code-Level Security?

Tools for Docker Code-Level Security
Fortify

SonarQube
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Understand why Docker Application Runtime important?
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e Docker Security Best Practices

Use trusted images

Use overlay networks

Limit the Resource Utilization

Running in Super-Privileged Mode

Docker Image Hardening Standard

Container Privileges

Dockerfile Security

Auditing Docker Images

Do not expose unused ports

Do not run ssh within containers

Do not share the host’s network namespace
Manage memory and CPU usage of containers
Set on-failure container restart policy

Mount container’s root filesystem as read only
Unbounded network access from containers

Top open-source tools for Docker security
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Docker Bench for Security
Clair

Cilium

Anchore

Opens CAP Workbench
Dagda

Notary

Grafaes

Sysdig Falco

Banyanops Collector
Dockscan

Batten

Black Duck Docker security
Inspec




