
   HashiCorp Vault Training 

 

 

Curriculum 2 Days 

Day - 1 

 Introduction 
o Vault Concepts and Use Cases 

o Vault Comparison 

o Installing Vault 

o Installing Vault Demo 

o Starting a Dev Server 

o Basic Secret Management 

o Managing Secrets Demo 

 Working with Secrets 
o Introduction 

o Key Value Secrets Engines 

o Key Value Secrets Lifecycle Demo 

o Scenario and General Secrets Engines  

o Working with Secrets Engines 

o Key Value Secrets Engine Demo 

o Database Secrets Engine 

o MySQL Secrets Engine Demo 

o Dynamic Secrets 

o Dynamic Secrets Demo 

 Controlling Access in Vault 
o Overview 

o Authentication Methods 

o Enabling the Userpass Method 

o Logging in with Userpass 

o Active Directory Authentication 

o Vault Policies 

o Creating Policies 

o Configuring LDAP Authentication 

o Client Tokens 

o Response Wrapping 

o Using Response Wrapping 

 
 



 

Day - 2 

 Operating Vault Server 
o Overview 

o Vault Server Architecture 

o Storage Backend Options 

o Installation Scenario 

o Setting up the Consul Server 

o Installing the Consul Agent 

o Vault Server Configuration 

o Installing Vault Server 

o Server Operations 

o Unseal and Initialize Vault Server 

o Rotating and Updating Keys 

o Managing Root Token 

 

 Auditing Actions in Vault 
o Audit Architecture and Device Types  

o Vault Audit Commands 

o Vault Audit Scenario 

o Vault Enabling Auditing 

o Vault Audit Log Review 

o Vault Reviewing Audit Logs 

 


