
   Istio Training and Certification Course 
 

 

Curriculum 2 Days 

Day - 1 

 Course Overview 

 Introducing Istio 
o What Is a Service Mesh? 

o Understanding Istio's Features 

o Demo: Install ing Istio on Kubernetes with Docker Desktop  

o Examining Istio's Architecture and Running Costs  

o Demo: Running the Book Info App with Istio 

o Using a Virtual Service to Manage Traffic 

o Demo: Adding Fault Tolerance with Istio  

o Module Summary 

 Managing Service Traffic 
o Understanding Virtual Services , Destination Rules , and Subsets 

o Demo: A Dark Launch for a New Feature  

o Using Gateways with Virtual Services  to Mange External Traffic 

o Demo: A Blue/Green Deployment 

o Configuring Canary Deployments with Traffic Weighting 

o Demo: Canary Deployments with and without Cookies  

o Managing Traffic for Application Health with a Circuit Breaker  

o Demo: Circuit Breaker with Outlier Detection 

o Module Summary 

 
 



 

Day - 2 

 Securing Communication with Mutual TLS 
o Understanding Mutual TLS and Istio Policies 

o Demo: Securing Services with Mutual TLS  

o Using AuthorizationPolicy to Secure Access to Services  

o Demo: Service Authorization with mTLS 

o Applying Policies to Secure End-user Access 

o Demo: End-user Authorization with JWT 

o Module Summary 

 Observing the Service Network 
o Understanding the Telemetry Flow through Istio  

o Demo: Visualizing the Service Mesh 

o Demo: Dashboards for Services and Istio  

o Capturing OpenTelemetry Headers for Distributed Tracing  

o Demo: Distributed Tracing 

o Integrating Istio with Your Logging Stack  

o Demo: Logging with Fluentd and Kibana 

o Module Summary 

 

 Running Istio in Production 
o Considerations for Deploying Istio in Production  

o Demo (Part 1): Configuring and Deploying Istio in Production  

o Demo (Part 2): Deploying BookInfo to Production 

o Migrating Live Applications to Istio 

o Demo: Migrating to Istio with mTLS, Authorization and Ingress  

o Understanding Potential Failure Scenarios  

o Do You Need a Service Mesh? 

 
 

 


