
 Kubernetes Security Courses 
 

 

Curriculum 3 Days 

Day - 1 Day - 2 

 Setting Up a Kubernetes Playground 
o Preparing The Playground Servers  

o Setting up the Master Node 

o Setting up the Worker Nodes 

o Validating the Cluster   

 Setting Up a Kubernetes Playground 
o Kubernetes Architecture 

o Kubernetes Attack Surface 

o The Principle of Least Privilege 

o Security Boundaries   

 Securing a Cluster  

o Using TLS (Transport Layer Security) to Secure Nodes and Processes  

o Using Firewalls and VPN (Virtual Private Networks)  

o Setup kube-bench to Harden a Cluster 

o Kubelet Security 

o Securing etcd Key Value Datastore 

o Deploying the Kubernetes Web UI (Dashboard) v2.0 Beta 

 

 Authentication, Authorization and Admission 

o The 3 A's of Kubernetes Security 

o Authentication 

o Authentication Exercise 

o Authorization and RBAC 

o Authorization Exercise 

o Admission Controllers 

 

 



 

Day - 3 

 Securing Pods 
o Security Contexts 

o Pod Security Policies 

o Establishing an Immutable Cluster Architecture  

o Kubernetes with kops for PodSecurityPolicy Lab 

 Summation 
o Conclusion and Next Steps 

 Securing Containers 
o Third-Party CI/CD Tools 

o Network Policies 

o Managing Secrets 

o Managing Secrets in Kubernetes 

 
 

 


