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Topics
Overview of Chef

Workstation Setup

Organization Setup

Test Node Setup

Writing your First Cookbook

Dissecting your first Chef Run

Introducing the Node Object

Attributes, Templates, Cookbook Dependencies
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Topics

Template Variables, Notifications, Controlling
Idempotency

Data bags, search

Roles

Environments

Using Community Cookbooks
Further Resources
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Chef is Infrastructure As Code

Programmatically provision and configure software
components

Treat like any other code base

Reconstruct business from code repository, data
backup and compute resources
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Configuration Code

Chef ensures each node complies with policy

Policy is determined by the configurations in each
Node’s run list

Reduce management complexity through abstraction

Store the configuration of your infrastructure in
version control



Overview of Chef

® Describe how Chef thinks

about Infrastructure
Automation
* Define the following:
e Node
e Resource
e Recipe
e Cookbook
e Run List
» Roles

X/
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. Management LDAP/AD

Chef Server

Actions

m

Server Core Web Interface

\ "

Chef Development Kit

Cookbooks, Roles,
Data Bags, Test Kitchen Berkshelf
Environments

Chef Client Test Driven Infrastructure
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Server Resources

Networking
Files
Directories
Symlinks
Mounts
Registry Keys
Powershell Scripts
Users
Groups
Packages
Services

File Systems
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Resources

You define the policy in your Chef configuration

Your policy states what state each resource should be
in, but not how to get there

Chef-client will pull the policy from the Chet Server
and enforce the policy on the node
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Managing Complexity

* Organizations

* Environments
* Roles

* Nodes

* Recipes

* Cookbooks

* Search
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O i t .
My Infrastructure Your Infrastructure Their Infrastructure
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Organizations

Completely independent tenants of Enterprise Chef
Share nothing with other organizations
May represent different

e Companies

e Business units

e Departments
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Environments
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Environments

Environment can represent your patterns, workflows,
and can be used to model the life-stages of your
applications

e Development
o Test

e Staging

e Production

e Etc.

Every organizations starts with a single environment
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Environments Define Policy

Environments may include data attributes necessary
for configuring your infrastructure, e.g.

e The URL of your payment gateway API
e The location of your package repository

e Th version of Chef configuration files that should be
used



Load Balancers

J

DB Cache

Database

Application Servers
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Roles represent the types of server in your
infrastructure

e Load Balancer

e Application Server
e Database Cache

e Database

e Monitoring
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Roles Define Policy

Roles may include an ordered list of Chef
configuration files that should be applied

e This list is called a Run list
e Order is always important in Run list

Roles may include data attributes necessary for
configuring your infrastructure, e.g.
e The port number that the application server listens to

e A list of application that should be deployed



i EduRamp &
= B2B Learning Specialist

The

OO0
@O

OO
OO O
OO
OO




. EduRamp #&;

Nodes

Nodes represent the servers in your infrastructure
e Could be physical servers or virtual servers

e May represent hardware that you own or compute
instances in a public or private cloud

Could also be network hardware - switches, routers
etc.
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Node

Each Node will belong to one Organization
Each Node will belong to one Environment

Each Node will have zero or more roles
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Nodes Adhere to Policy

The Chef-client applications run on each node, which
e Gathers the current system configuration of the node

e Downloads the desired system configuration policy from
the Chef server for that node

e Configures the node such that it adheres to those
policies
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Resources

A Resource represents a piece of the system and its
desired state

e A package that should be installed

A service that should be running

e A file that should be generated

e A cron job that should be configured
e A user that should be managed

e And more
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Resource in Recipes

Resource are the fundamental building blocks of Chef
configuration

Resources are gathered into Recipes
Recipes ensure the system is in the desired state
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Recipes

Configuration files that describe the resource and their
desired state
Recipes can

e Install and configure software components

e Mange files

e Deploy applications

e Execute other recipes

e And more



Example Recipe

template "/etc/apache2/apache2.conf" do

EduRamp ﬂs

rning Speci

source "apache2.conf.erb"

owner "root"
group "root"
mode "0644"

variables(:allow_override => "All")

notifies :reload,

................ “ee

"service[apache2]"

.......................

-------------------------------------------------------------

[:enable, :start)

supports :reload => true

.................................
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Recipes are stored in Cookbooks

Cookbooks contain recipes, templates, files, custom
resources, etc

Code re-use and modularity
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What policy should I follow?

Entesprise Chef

chef-client

r : E .r
)
- ﬂ. atrbm ~,-.'.'- HEH
< o cSan’
g s
\

Smmt

environs roles data bags policy

9-%)-N

recipes  attributes cookbooks

“recipe[ntp::client]"
“recipe|users)"
"role|webserver]"
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Run List Specifies Policy

The Run List is an ordered collection of policies that
the Node should follow
Chef-client obtains the Run list from Chef Server

Chef-client ensures the Node complies with the policy
in the Run List
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Search

Search for Nodes with Roles
Find Topology Data

[P Addresses

Hostnames

FQDNSs



Search for Nodes

-4 '
L]

EPDDl_members = search ("node","role:webserver")

Etemplate "/etc/haproxy/haproxy.cfg" do
source "haproxy-app lb.cfg.erb"”
owner "root"

group "root"

mode 0644
variables :pool members => pool members.unig

notifies :restart, "servicelhaproxy]"

end

EduRamp & s
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Manage Complexity

Determine the desired state of your infrastructure
Identify the Resources required to meet that state
Gather the Resources into Recipes

Compose a Run list from Recipes and Roles

Apply a Run List to each Node in your Environment

Your infrastructure adheres to the policy modelled in
Chet
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Configuration Drift

Configuration Drift happens when:

e Your infrastructure requires changes

e The configuration of a server falls out of policy
Chef makes it easy to manage

e Mode the new requirements in your Chef configuration
files

e Run the Chef-client to enforce your policies
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Workstation Setup

Login to Enterprise Chef

View your Organization in Enterprise Chef
Describe Knife, the Chef command line utility
Use Knife on your workstation
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Chef Setup

.......................... NODES
| CHEF SERVER {
5 3
| :
1] |
] |
! :
! H
E :
‘
! !
| |
H !
‘
|
L — - P |
3
| ADMINISTRATOR'S WORKSTATION §
.
L] ]
! ;
:
' Instal Chef

I e e et



Install ChefDK

e https://downloads.chef.io/chef-dk/

CHEF DOWNLOADS
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e hom s CHEF »
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Chef Development Kit 2.4.17 PREVIOUS VERSIONS [STABLE)

2417
Stable Release | Current Release 234
a3
The Chef development kit contains all the tools you need to develop and test your infrostructure. built by the awesome 31
Chet community 2213

2111

I Reod the Aslease Notes « ] > 028

026G

JuMP TO OS 1611

Debian | Rad Hat Enterprise Linux | Moo OS5 XAnacOS | SUSE Linux Entorpoise Server | Ubuntu | Windows

@© Debian
Debian 8

License Infoomation

Architecture: x86_64 _
SHA2SE! EhECTELEMUIHLC MR L BIHIN EhnEBe 450307 eBa80 ] LefcaScarSodUa )

URL: nitpn Spockoges chal ioMieshioblenhetah2 4 17 detiavBachetal 2 4 17-1_oma6s dab


https://downloads.chef.io/chef-dk/
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Installation

Chef and all its dependencies are installed via an
operating system specific package (omnibus installer)
Installation includes

e The Ruby language — used by Chef

e Knife - Command line tool for administrators

e Chef-client - Client application

e Ohai - System profiler

e ...and more
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Your Chef Server for This Class
* Hosted Enterprise Chef

EVENTS BLOG SURPORT ACCOUNT MANAGEMENT CONSOLE | C

wl *CHEF PRODUCTS SOLUTIONS PARTNERS LEARNING COMMUNITY Vol

Achieve speed, scale, and consistency by automating
your infrastructure with Chef

| LEARNCHEF 0 DOWNLOAD CHEF 0

Turn your infrastructure into code

With Chef you can manage sarver: A Or &5 000 of them by turning your Infrastructure Into code. Time-« onsuming activities like

manual pateching, configuration updates. and service installations for every server will no longer exist. And your Infrastructure becomes


http://www.chef.io/
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Create a New Account

+ Sign up for a new account

« Chef Organization

* provides multi-tenancy
* name must be globally

unique

Start your free trial of Enterprise Chef

YO0 T o ST Bty PO ROCSER 10 80 1hi Do Ao Theeabilty of Chad. hisiee e supponed by
Opacnan Gt Aoy 10 AO0ME08 youT MRS UTTUINM 1O ASONATIA YOUr TMA 10 MK, MENAGH SCAA anM
Curplenty, Wt SERGUNT yOUr Sysiems JUSt Corpiele e form 1o get started

Full Name

Company Coeana)

Crpaeizamion Iy 1 nams of poor (tatancn of Frrisgrine Onwl,

~ | agree o the Terrns of Secvice and the Mauter Licenss
and Sarvices Agrommant.



nload
Organization

- You get a .zip file from clicking
this

= Unzip the zipfile - you'll get a
"chef-repo"

* Put the "chef-repo” somewhere,
e.g.:
+ G:\Users\you\chef-repo (Win)
« /Users/you/chef-repo (Mac)

* /home/you/chef-repo (Linux)

Thank you for choosing Enterpris

Follow H-,,‘ ee steps to be on your way {c

Setupy
—T== —_—
What's next?
Chef Documantation Browse Community

Cookbooks
The bast piace 'o start leaming

aout Chef in generys Hundreds of members of the C
COmMuUNity have contribuled
COOKDOOKS yOu Can use or o
napiration from

E Mp s

The B2B Learning Specialist
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What is the Starter Kit?

The ‘Starter Kit’ is an archive file (e.g. chef-starter.zip)
that contains

e A sample Chef repository with a sample ‘starter’
cookbook

e Configuration files allowing the workstation to talk to
the Chef server using knife

e We'll look at this in detail later...



Knife is the command- IlnEf/In;f
for Chef

Knife provides an API interface between a local Chef
repository and the Chef Server and lets you manage:

e Nodes
e Cookbooks and recipes
e Roles

e Stores of JSON data (data bags), including encrypted
data

e Environments

e Cloud resources, including provisioning

e The installation of Chef on management workstations
e Searching of indexed data on the Chef Server
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A quick tour of Chef-repo

Every infrastructure managed by Chef has a Chef
Repository (chef-repo)

Type all commands in this class from the chef-repo
directory

Lets see what's in the chef-repo...
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Tour the chef-repo

[ ~ /chef- repo 15
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Tour the chef-repo

5
o
3
5
=

non on
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directory?

ORGNAME-validator.pem
USERNAME . pem
knife.rb
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directory?

* knife.rb isthe configuration file for Knife

* The other two files are certificates for authentication
with Chef Server
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knife.rb

* Default location

B et e Th

e c:\users\You\.chef\ (Windows)
» Use a project specific configuration

e .chef/knife.rb ofthe current directory
e chef-repo/.chef/knife.rb
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knife.rb

_I]GPEH IN EDITOR: chef-repo/.chef/knife.rb

Ecurrent_dlr File.dirname{ FILE } '
t log level :info E
Elag_lﬂcatiﬂn STDOUT E
i node_name "JSERNAME" g
r client kew "#{current_dir}/USERNAME . pem" E
Evalidatian_client_name "ORGNAME-validator"® E
Evalidatian_key "#{current_dir}/ORGNAME-validator.pem" E
: chef server url "https://api.opscode.com/organizations/ORGNAME™ '
Ecache_type 'BasicFile' E
Ecache_cptiﬂnsﬂ :path => "#{ENV['HCOME']}/.chef/checkzums" } E
Ecunkbﬂok_path ["#{current dir}/../cookbooks"] E
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$ knife —--version + Your version may
be different, that's

Chef: 11.8.2 ok!

S knife client list

ORGNAME-validator

srigarnt
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knife Client List —

1.Reads the chef_server_url e oces
from knife.rb 9
2.Invokes HTTP GET to -

#{chef _server_url}/clients
3.Displays the result



/
A L

- <Ij(11112 1111}) s

Exercise: Run ‘knife help list”

(i

$ knife help list
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A few knife tips

Commands are always structured as follows:
e knife
e NOUN (client)
o VERB (list)
You can get more help with
e knife NOUN help
e knife --help justshows options



~ Best Practice: L@ omp .

with project drawer

Chef is about Infrastructure as Code

People who code for a living use text editors that are
designed for the task

Vim, Emacs, Sublime Text, Notepad++
Download Sublime Text (www.sublimetest.com)
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Chef Setup |
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Nodes

..........................
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Nodes

Nodes represent the servers in your infrastructure
these may be

e Physical servers or virtual servers
e Hardware that you own
e Compute instances in a public or private cloud

Could also be network hardware - switches, routers,
etc.
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£ CHEF

We Have No Nodes Yet

= OPSCODE

Showing All Nodes

© There are no [toms 1o display
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Bring Your On Node

Use your Virtual Machine (VM) or Server

The IP Address or public hostname

An application for establishing an ssh connection
‘sudo’ or ‘root’ permissions on VM
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“Bootstrap” the Target instance ’

: / —

chef -F chef -1 "nc

f on uvolgrwls0)
vin.cld.sr kni

lient identity for nodel using the

for run list: []

5T [2014-01-28T11: 1 WAEM: has an

ld.sr Converging 0 re:
.5r Chef Client fin
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knife Bootstrap

i knife bootstrap HOSTNAME --sudo -x chef -P
i chef -N "nodel"

..............................................................................................................................................

Workstation

1

register node

save node detalls
chef_server_url

validation_client_name
validation_client_key

ﬁ

@
-
~
A
°

install chef-client Node

configure chef-client
run chef-client

HE——
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Installation

Chef and all its dependencies are installed via an
operating system specific package (omnibus installer)
Installation includes

e The Ruby language — used by Chef

e Knife - Command line tool for administrators

e Chef-client - Client application

e Ohai - System profiler

e ...and more
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Chef Setup =

—————— ——————

' CHEF SERVER ' NCOES
!

s s s s i s s e i . e

| ADMINISTRATOR'S WORXSTATION :
1
|
|

| |
1 knife 5

1 P p——




Verifying Your Target Instan rm@as.p
Chef-Client Configuration

5 ssh chef(@<EXTERNAL ADDRESS>

chefl@nodel:~$ 1=z /etc/chef

client.pem client.rb first-boot.json wvalidation.pem

chef@nodel:~$ which chef-client
/fusr/bin/chef-client
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Examine /etc/chef/client.rb

chef@nodel:~5 cat /etc/chef/client.rb

log location STDCUT

chef server url

validation client name "ORGNAME-validator"
node name "necdel"”
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“Exercise: Change the log levgk.m, «.
on your test node

cheffinodel:~5% vim /etc/chef/client.rb

ilﬁg level :info

ilﬂq_la:aticn STDCU1

| ief zerver url "https://apl.cpscode.com/organizations,/ORGNAME"
. ldation client name "ORGNAME-validator™

i node_name "nodel"

Set the default log level for chef-client to : info

More configuration options can be found on the docs site:
hitp://docs.getchef.com/config rb_client.html
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View Node on Chef Server

* Login to your Hosted Enterprise Chef

Username

ullding a continuous Sign In
tinuous Delivery and the
k
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View Node on Chef Server

» Click the 'Details' tab o e ot

Delata Nogde Name Platform FQDpN P Address
Marage Tags 0003 comos ComeSE eanmpacom 10960201
Henst Kay
Edt Run Lt
Edt Attrbutes ' -
Nodae: noded
Dutuby Alltiutes Praisaicn
et Check . 3 Misunes Ago Jprme 6 Hours
VAL A1 UT e 2394-24LC 37 DAAT JTT
Tags

O Thoe om 70 ltere 10 Stp )
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Vide Node on Chef Server

 Click the 'Attributes o - 1B

Celste Nods Numn Patioem roos 1P Addchrooen
ta b NMarage Tags noan| ot sectoel) scsnlecom.  10,160.701 8
Resat Key
Edt Run List
Ft Attributaa -
Node: nodat -
Setats | Atirituitoe | ersmscenx
Aftrb s
=
s
+ U
+ wond
AL

06 Wi 26 323658232 06 985 64
‘oirane Canless
So01ms oo enet I soae i LTt
SRITINN MY ST
* “wwork
4 curtem
pacdines: 10,962201. 87
TIZA0ANCL: 0030 G 0000 9%
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Node

The Node is registered with Chet Server
The Chef Server displays information about the Node

This information comes from Ohai
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Chef Setup |

.......................................
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Chef Resources & Recipes
Writing an Apache Cookbook

Describe in detail a Cookbook
Create a new Cookbook
Explain a Recipe

Describe how to use package, service and
cookbook file resources

Upload a Cookbook to Chef Server

Explain what a Run List is and how to set it for a Node
via knife

Explain output of a chef-client run
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What’s a Cookbook?

A Cookbook is like a “package” for Chef recipes

[t contains all the recipes, files, templates, libraries,

etc. required to configure a portion of your
infrastructure

Typically they map 1:1 to a piece of software or
functionality
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Problem Statement

We need a web server configured to server up our
home page

Success of this will be determined by seeing a home
page in a web browser
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Steps to Solution

Install Apache
Start the service
Make sure it will start will server boots up

Write home page code
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Create a New Cookbook

knife cookbook create apache

** Creating cookbook apache

** Creating README for cookbook: apache

** Creating CHANGELOG for cookbook: apache
** Creating metadata for cookbook: apache
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Explore the Cookbook

$ 1ls -la cookbooks/apache




= : EduRamp cﬂs

Edit the Default Recipe _

J\DPEH IN EDITOR: cookbooks/apache/recipes/default.rb

Ceokbook Name:: apache
Recipe:: default

Copyright 2013, YOUR COMPANY NAME

All rights reserved - Do Not Redistribute

______________________________________________________________________________________________________________________________________________
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Chef Resources

> package "haproxzy" deo
: acticn :install

Have a type
Have a nhame
Have parameters
Take action to put the—

resource into the  mode "0c. |

dESirEd State 5 notifies :restart, "service|haproxy]"

Can Send i service "haproxv" do
l'lﬂtiﬁCﬂtlDl’lS tD Dther supports :restart => true

action [:enable, :start]

resources ' end

owner "ri
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Apache to Default Recipe

Eﬂﬂmmlﬂﬂﬂﬂmr cookbooks/apache/recipes/default.rb

Epackage "httpd" do
| action :install
|end

______________________________________________________________________________________________________________________________________________
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Resource We Just Wrote

-Isapackage\,package "hitpd" do
resource 1ion :install :

- Whose name is
httpd

» With an install
action




" Notice We Did Not 53y HOWefi@u,
Install Package

Resources are declarative - that means we say what we
want to have happen, rather than how

Resources take action through Providers - providers
perform the how

Chef uses the platform the node is running to
determine the correct provider for a resource
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Package Resource

...................................................................

- package "git"
yum install git
apt-get install git

pacman sync git

. pkg_add -r git



AGCIVIODOGW.:. VU O OC T VILVUOL T OV UIL VG

sure the se FARCh) .
and enabled at boot

EEPWHIHEMﬂmr cookbooks/apache/recipes/default.rb

|service "httpd" do
: action | :enable, :start ]
lend

SAVE FILE!
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Resource We Just Wrote

Is a service resource—__ T

Whose namm renable, :start |
d
httpd ="

With two actions:
enable
start
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Order Matters

- Resources are
executed in order

i package "haproxy" do
! action :install
v and

» template "Jetoc/haproxy/haproxv.cfg" do
! source "haproxy.cfg.erb”

owner "root"

group "root"

mode "Oodi™
. notifies :restart, "servicel[haproxv]"
i end

E service "haproxy" do
supports :restart => true
action [:enable, :start]

. end

EduRamp ﬂ,

arning Speci
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copy the home page

i service "httpd" do
action :enable,
end

a o+ .._.I_._
Al L

cookbook_file "/var/www/html/index.html" do

source "index.html"
mode "Ogd4™
end
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Resource We Just Wrote

Is a cookbook file
resource \‘

Whose name is: , .
/var/iwww/html/index. ht <SSO i

With two
parameters:

source of
index.htm/

mode of “064
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| Content of Apache Recipe

# :
# Cooxbook Nam=:: apache ‘
# Recips:: defaulc :
'F 1]
# Copyright 2013, YOUR COMPANY NAME :
¥ :
# All rights reserved - Do Not Redigtribute .
¥ ;
package "hitpd" deo :

action :install :
end :
service "hitpd" de ;

action [ ;enakle, ;staril | :
end :
cookbook file “/var/www/html/index.html" do :

source "index.html" :

mods "O0e44™ :
end :
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COOkO THEeS/UE ldampﬁs
directory

¢

__jDPEH IN EDITOR: cookbuoksf;p;cheffllesfdefaaltflﬁdex html

{html>

<body>

i <hl>Hello, world!</hl>
i </body>

t </html>

______________________________________________________________________________________________________________________________________________

SAVE FILE!
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Upload the Cookbook

IYhdLunp“eu

$ knife cookbook upload apache

Uploading apache
Uploaded 1 cookbook.
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The Run List

The Run List is the ordered set of recipes and roles that
the Chef-client will execute on a node

»

 Recipes are specified by “recipe[name]

»

* Roles are specified by “role[name]



"Exercise: Add apache reCIpﬁquan
test node’s run list

$ knife node run list add nodel "recipe[apache]"

nodel :
run_list: recipe [apache]
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Exercise: Run Chef-client

chef@nodel:~$ sudo chef-client
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- Open a web browser
- Type in the the URL for your test node

8086 uvo1647273mvhljup2.y %

¢ C #H uvol64727i3mvhljup2.vm.cld.sr =

Hello, world!




>
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You have just written your first Chef cookbook



“Exercise: Reading the Output:of «.
a Chef-client Run

The run list is shown

The expanded Run List is the complete list, after
nested roles are expanded



e
“Exercise: Reading the Outpiiof 2.
a Chef-client Run

Loads the cookbooks in the order specified by the
run list

Downloads any files that are missing from the server



e
“Exercise: Reading the Outpiiof 2.
a Chef-client Run

Checks to see if the package httpd is installed



"Exercise: Reading the Outp@{;@lﬁ;@
a Chef-client Run

Checks to see if httpd is already enabled to run at boot - it is, take
no further action

Checks to see if httpd is already started - it is, take no further action



/

= EduRamp &,
ldempotence
Action on resources in Chef are designed to be
idempotent

e i.e they can be applied multiple times but the end result
is still the same - like multiplying 1 by 1

Chet is a “desired state configuration” system - if a
resource is already configured, no action is taken

This is called convergence



"Exercise: Reading the Outp@{;@lﬁ;@
a Chef-client Run

Checks for an index.html file

There is already one in place, backup the file

Set permissions on the file

A diff of the written file is shown with the modified lines called out
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“Exercise: Reading the Output:of «.
a Chef-client Run

Notice that a complete Chef-Run displays:
The time the client took to complete convergence
Status of report and exception handlers
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Exercise: Re-run Chef-client

chef@nodel:~$ sudo chef-client
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into Recipes

packags "hitpd" do
action :install
and

servica "hitpd™ do
action [ :enakble, :start
recipe|apache:default] i i
copokbook file "Sfvar/www/himl/index.html"™ deo
gource "index.html"
mode "Da44"
and




/

‘Cookbooks contain Recipes@&wiﬁ
Supporting Files
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Artifacts' on Chef Server

Enterprse Lnet

tory) S
. apache v0.1.0
: cookbooks
S
. ntp v0.2.0
cookbooks

.
. openssh v2.4.7
cookbooks



~ Nodes have run_lis
Recipes
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Ftlintir st Shot
EB1E)

cookbooks m

cookbooks

recipe[ntp::client]
recipe[openssh::server]
recipe[apache::server]
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Run

List all steps taken by Chef-client during a run
Explain the basic security model of Chef
Explain the concepts of Resource Collection



chel-client ®

EduRamp #5;

The B2B Learning Specialist

$ authenticate

Ohai node_nme
platform platform_version

— | @ — @ m

expanded run list (recipes)

node.save i

nolification

handlers

exception _
O etk “‘J
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Private Keys

Chef Server requires keys to authenticate
e client.pem - private key for API client
e validation.pem - private key for ORGNAME-validator
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© weialist

Zlchef/validation.p

-
-

~ Request API
| Client

~ clientpem



Resource Collection

duRamp #&;

e
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Compile Phase
* During compile phase, Chef

e Loads all Cookbooks from Run List
e Reads all Recipes to build resource collection



~Multiphase Execution = Execuis «.

I'he B2B Learr

During compile phase, Chef takes the resource
collection and for each resource it will
e Check if the resource is in the required state
- If ‘yes’ - do nothing
 If ‘no’ - bring resource in line with the required state

e Move on to next resource
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ource Collec
Compile Phase

EHuRam ﬂ,

earning peci

Recipe Resource Collection

: !'! resource cellection = [ :
: package "httpd" do P e eam :
!  action :install Pl packagel hthd 1 v ) : :
tand EE cookbook _file["/var/www/html  index.html"], :
: EE service ["httpd"] :
: cookbook_file "/var/www/html/index.html" do :E : i
E source “index.html" P :
! mods "0644" :
: end :
Eservice "httpd” de i :
! action [ :enable, :start ] P :
: end



//_\,,

source Collec
Execute Phase

OC FduRamp &

The B2B Learning Specialist

Recipe Execution

R e :
EF‘ar.-.kagE "hittpd” do i Do b Package Mo |Install httpd :
. N . H nething sueranktly package H
: action :install s installed? :
i end r e !
E - [ :
: i ‘e * fwae v lEal Capy H
' cookbook file "/varfwww/html/index.html"™ do : '?": * | sindex hemil' | Mo | index.html :
' _ll' L o naethlng identical to fila ints .
" L | . B ,.h 1 [ a
: saurce ) ndex . htm i con plucs :
. ‘made "odqn ' warsion? :
: end : : Does :
: o Do e | index mem1r | We | HSE :
N et " i nothing have cerrackt PaCmis ons ;
P ser ch'.,,_ httpd® do ;i permizsions? ta FEA4 :
i acticn [ i2nable, t=start | i pro :
1 @nd P = the i
NN NI N EEN IR IE NN EEREEEEEEEEEEEEEEEEEE Rl ““1“ :m ht :
Resource Cellectieon : Do "~ RS No |RnABIs hEted :
---------------------------------------------------------------------------- N Mt-h’.l'l-ﬂ M
E P anabled ts baat H
! resource collection = | e start pn bost :
i package["httpd"], ' _"";_ :
i cookbook file["/var/www/html/index.html"™], : . . o sarvice . ;
i serviece ["httpd")] s nothing ‘hetpd :
H H currently :
s HH started? !
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Recipe Order is Important

Recipes are executed in the order they appear in
the run list

These recipes are invoked in the following order

1. recipe[ntp::client]
2. recipe[openssh::server]
3. recipe[apache::server]
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ource Collec
Recipes

3. recipel[httpd: :server]

package "httpd" de
aotion :install
end

service "httpd™ do
action [ :enable, :start ]
end

cookbook file "/var/www/html/index.html" de
source "index. html"
mode "Oadd"

end

pﬂs

The B2B Learning Specialist

Resource Collection

rESDurCE_CDllECtlDD
package [ntp) »
template [ feto/ntp. conf],
service |(ntp),
package [openzssh],;
template [/etc/sshd/sshd_config],
service|openssh],
package [httpd],
service [hittpd], ;
cookbook fil el rvar/ www/html,/in: e}e:,hl,r!l]]i
1 ;
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Final Resource Collection

* So the resources are invoked in the following order
during the execute phase

package [ntpl
template[/ete/ntp.conf]
service[ntpl

package [openssh]
template[/etc/sshd/sshd_config]
service [openssh]

package [httpd]

zervice [httpd]

¥ cookbook file[/var/www/html/index.html] |
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Node Object

Explain what Node object represents in Chef
List the Nodes in an Organization

Show details about a Node

Describe what Node attributes are

Retrieve a Node attribute directly, and via search
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EduRamp ﬁu

What is the Node Object

A Node is a physical, virtual, or cloud machine that
configured to be maintained by Chef

The ‘node object’ is the representation of that physical
node within Chef (e.g. in JSON)

When you are writing Recipes, the Node object is
always available to you



EduRamg ﬁu
Node

The node is registered with Chef Server
The Chef Server displays information about the node

This information comes from Ohai
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View Node on Chef Server
L

Showng All Nodes

Delote Node Mame Mattorm FQDN IP Aodress
Marage Taga noon! ocamoe ortostd marrplacom 10100201 90
Reoset Kay
£t Run List
Ect Atributes j=———1
Node: node1
Detain ANt Pemascny
Lt Cnech v 3 Minwtes Age Jptme 8§ Mours
269108 Y1309 Smem 191427 80 02 TG UTE
o=

O Ma93% 10 METS 20 WPl
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View Node on Chef Server
- o e

£5 CHEF
> Nodes

Deleta
Marage Tags
Rasat Key
£t Run List
Eat At butes

Showng All Nodes
Node Name Patorm

Node: node1

A

+ rguaon

+ harw
o8 W
O varnoe. 2 530 38R 20 o0 A8 52
oo CereOS2)
fadt cemtosid exarpie oom
Coman SsyTirecrr

+ retwerk

+ cournes
psocees 108020 W
macsodess 00 SOSEO00S0

FQON P Aaoress

centoel) esgrgpyecom 10180201 .80
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Exercise: List Nodes

S knife node list
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Exercise: List Clients

S knife client list

ORGNAME-validator

nodel




~ Each Node Mﬁ,
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Every node must have a unique name within an
Organization

Chef defaults to the Fully Qualified Domain Name of
the server i.e. in the format

server.domain.com
We overrode it to “node1” to make typing easier
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Exercise: Show Node Details

S knife node show nodel

Node Name: nodel
Environment:

FQDN:

L Py

Run List:

Roles:

Recipes:
Platform:
Tags:
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= EduRamp &
What is the Node Object

Nodes are made up of attributes

e Many are discovered automatically (platform, IP
address, number of CPUs)

e Many other objects in Chef can also add Node attributes
(Cookbooks, Roles and Environments, Recipes,
Attributes Files)

Nodes are stored and indexed on Chef Server
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Ohai

"languages": |

"fuh?hl i

network™: |
"interfaces": |
"la"™: |
"mtu': "ledie”,
"flags": [
"LOOPRACK™, "UB","LOWEER OB™

"karnel": |
"name®: "Linux",
"release": "31.2.0-32-wirtual",
"wergion": "#1 S5MP Wed Oct 16
18:37:12 UTC 20137,
"machine": "xBc od",
"modules": {
"isofs": {
"gize": "T000e",
"refcount": "2¢

}o
"PErlhl {
"wyargign™: "5,14.2",
"archname": "z8& &4-
linux-gnu-thread-multi"™
I
"python": {
"yarsion": "Z.oc.o",
"bpuilddate": "Jul 10
2013, 22:48:45"
Fe
“P‘Il": {
"yarsion": "version",
"archname": "x8& 6d-
linux-thread-malti"™
e
"lua"™: |
"yrarsion”: "S.l.4"

ls
"encapsulation": "Loopback",
"addresses": |
"127.0.0.1": {
"Efamily": "inec"”,
"netmask™": "285.0.0.0",
"scopa': "Node®
|
Prrlfe
Tfamily": "inecen,
Ilicmll: ﬂ“mﬂ
1

ba
"des generic": {
"gize": "lool4",
"refcount”: "0°
I
I
"as"; "SONUS/Linux"
Iy
b
"athd": |
“typa": "eth”,
"number™. 0",

-
-

s": "linux",

e

"os_version®: "2.6.32-

358.23.2.elo.x80_64a",
"ohai time": 1385105&685.7735305,

R R
—_—

-

R L)
R R R IS NSRS RS

O
T )
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Exercise: Run Ohai on Node

chef@nodel:~$ ohai | less
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Exercise: Show all Node m,,Rd,m,,w
Attributes

5 knife node show ncdel -1
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Exercise: Show Raw Node L, EduRamp &
Objects

S knife node show nodel

_f_EnvianmPnT“-
"run list":
"normal":




/

Exercise: Show only FQDN kauramp .
Attributes

S knife node show nodel -a fgdn

nodel :
fgdn: centos6t3.example.com




Exercise: Use Search to Finé;lthgﬂ,@s
same Data

$ knife search node "*:*" -a fqgdn

centoso3.example.com
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Setting Node Attributes

Describe where & how to set attributes

Explain the attribute merge order and precedence
rules

Declare an attribute with a Recipe and set its value
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What are Attributes?

Attributes represent information about your node

The information can be auto-detected from the Node
(e.g. # of CPUs, amount of RAM) & populated by Ohai

You can also set attributes on your Node using
cookbook Recipes & attribute files, roles,
Environments

Attributes keep the program code separate from data

All attributes are set on the “node object” and are
indexed for search on the server
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Attributes Sources

Attributes can be set at various levels (in increasing
order of precedence)

Automatically on the Node itself (by Ohai)
In roles

In Environments
In Cookbook Recipes
In Cookbook attribute files
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Setting Attribute U0 Wk amp £
g The B2B Learning Specialist
[ ]
files

- Attributes can be set in the cookbook's attributes file
- ./cookbooks/<cookbook>/attributes/default.rb

- Format is
llrll IITIII lllrll
default ["apache"] ["dir" "/etc/apache2"

- We'll look at precedence later....
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llllllllllllllllllllllllllll

Setting Attributes in Recipes

- They can also be set directly in Recipes

- Precede attribute name with 'node.' as follows

precedence. attribute name attribute value.
node.default ["apache"] ["dir"] "/etc/apachez"

|
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Problem Statement

We have defined our “index.html” homepage in our

Recipe, but we may want to change that without
changing the Recipe

Success of this will be determined by changing the
homepage by changing an attribute value



cise: Set a
attributes file

EdURamp ﬁs
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_]DPEH IN EDITOR: cmmkb@@ksf’apacheHattrlbutesfdefault rb

default["u iuhﬁ”][ indexfile"] = "i1ndexl. 1Lnl" ;
SAVE FILE'!

- Set an attribute to a specific value in the attributes file
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1@

kbook's files/defatlt™ rauramp &.
directory

__JDPEH IN EDITOR: cgakbmoksfapacheffllesfdefailtflﬂdexl html

{html}
<body>
<hl>Hello, world!</hl>
<h2>This is indexl.html</h2>
<p>We configured this in the attributes file</p>
</body>
</html>

SAVE FILE!
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arning Speci

service "httpd" do
action [:enable, :start]
end

cookbook file "/wvar/www/html/index.html" do
source node["apache" ] ["indexfile™"]
mode "0644"

end

SAVE FILE!
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Exercise: Upload the Cookbook

$ knife cookbook upload apache

Uploading apache
Uploaded 1 cookbook.
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Exercise: Re-run Chef Client

chef@nodel:~S sudo chef-client
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~ Exercise: Verifyir
Homepage Works

» Open a web browser
* The homepage takes the attribute file value

54.242.35.165

Hello, world!

This is index1.html

We configured this in the attributes file
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arning Speci

Exercise: Set attribute in Recipe

= | OPEN IN EDITOR: cookbooks/apache/recipes/default.rb

i service "apache2" do f
: action [:enable, :start] i
t end

node .default["apache”] ["indexfile"] = "indexZ.ntml"
:EDDkbODk file ",/var/www/nOLml/index.html" do

source node["apache"] ["indexfile"]

mode "0g44"
Eend

SAVE FILE!



ACIVIVOGOWC.:. QU THIMUAGLTIVHTTT LWV

1@

kbook's files/defatlt™ rauramp &.
directory

__JDPEH IN EDITOR: cm@kbcoksf;p;cheffllesfdefaaltflﬂdexz html

{htm1>
<body>
<hl>Hello, world!</hl>
<h2>This is indexZ.html</h2>
<p>We configured this in the recipe</p>
</body>
</html>

SAVE FILE!
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Exercise: Update the Cookbook

$ knife cookbook upload apache

Uploading apache
Uploaded 1 cookbook.
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Exercise: Re-run Chef Client

chefl@nodel:~S sudo chef-client




"

~ Exercise: Veri
Works

- Open a web browser
- Recipe value has taken precedence

y N

54.242.35.165

Hello, world!

This is index2.html

We configured this in the recipe



view WebUI

2 Nodes

Dalats
Manage Tags
Reset Key
Edt Bun List
Edt Atyibutes

cise: Viewin

Showing All Nodes
Nods Name Plattarm

node conoos

Node: node2

Dotuls Antribtes

- ppache
ncalile ook il
g
+ languages
+ ko
o nuX
o vrMon; 2.6.32-358 25 2 46 266 84
hosmame ContOsE3
T Sannaafid, emmplacom

SoMOsES i oom

Formasions

QluRamp &

The B2B Learning Specialist
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Exercise: Viewing AttribUtesuramy .
using knife

S knife node show nodel -1 | more
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Default Attribute Precedence

Highest Priorty

- Please note this is a simplified diagram, and the precedences shown
can be overridden
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Cookbook Dependencies

Describe Cookbook Attribute files

Use ERB Template in Chef

Explain Attribute Precedence

Describe Cookbook Metadata

Specity Cookbook dependencies

Perform Cookbook creation, upload and test loop
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Problem Statement

We need to add a message that appears at login that
states:

e “This server is property of COMPANY”
e “This server is in-scope for PCI compliance” if the server
is, in fact, in scope

Success of this will be determined by seeing the
message when we log in to the test Node



/
“Exercise: Create a CookboOK.rum &
named ‘motd’

cookbook motd

motd

README for cookbook:

- L=

cookbook: motd

metadata for cookbook: motd

CHANGELOG for
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xercise: Create a detfault.rburam &.
attribute file

%jOPEN IN EDITOR: cookbooks/motd/attributes/default.rb

SAVE FILE!

- Creates a new Node attribute: node ["motd" ] ["company"]
- Sets the values to the string "Chef"
- Note: there is no space between 'default' and '

« The 'motd' in the attribute is just convention so you know the
cookbook the attribute was set in. This is not an enforced syntax
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TCise: Opent
Recipe in your edltor

EduRam ﬂ,

2 ear nngSp ci

_]'DPEH IN EDITOR: cookbooks/motd/recipes/default.rb

Cookbook Name:: motd
Reclipe:: default

fi

¢

ff

f Copyright 2013, YOUR COMPANY NAME

fr

# All rights reserved - Do Not Redistribute
¢



_ Exercise: A EdRm,, &,
resource for /etc/motd

» Use template resource
e The name is “/etc/motd”
* The resource has two parameters

e source is “‘motd.erb”
e mode is “0644”
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em p d h '7 | EduRamp cﬁs

arning Speci

= | oPEN IN EDITOR: cockbooks /motdf recipea/default. rh

Coockboolk Name:: motd
Fecipe:: default

Copyright 2013, YOUR COMPANY NAME

H == dE dE dE dE e

template "/etc/motd" do
spource "motd.erb"
mode "0&d44"

All rights reserved - Do Not Redistribute ;
end ;

SAVE FILE'



cise: Open
vour editor

‘duRamp & s
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EIDPEH IN EDITOR: cookbooks/motd/templates/default/motd.erb

: This server is property of <= node["motd"] ["company"]
' 1f node["pci"] ["in scope"]
This server 1s in-scope for PCI compliance

end
SAVE FILE!

- "erb" stands for "Embedded Ruby"



~ Templates are u V2knp £

All Configurations

Templates are very flexible ways to create your
configuration files

Coupled with Chet’s attribute precedence rules, you
can create very effective, data-driven Cookbooks
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“Exercise: Upload the motd cauramp 4.
Cookbook

$ knife cookbook upload motd

Uploading motd
Uploaded 1 cookbook.
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Exercise: Create a Cookbook pci

$ knife cookbook create pci

)]
(L
|_I_
—

~
T

s
Cre

cookbook pc1

README for cookbook: pc1
CHANGELOG for cookbook: pci
metadata for cookbook: pci

t
= I_I_
-

)«
'_‘!

L
T

|_I

—

WO L_I:} O _I:}

()
=
M (O (D
OO0
t
|_|
=




xercise: Create a default.afbium 4.
attribute file

_]DPEH IN EDITOR: cmokbomksfpr:lfattrlbutesfdefault rb

default["ﬂ“'"][”in scope"] = true

SAVE FILE'

- Creates a new Node attribute: node ["pci™] ["in scope"]
- Sets the value to the Ruby 't rue’ literal
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“Exercise: Upload the PCI™ rauramp .
Cookbook

$ knife cookbook upload pci

Uploading pci
Uploaded 1 cookbook.




"Exercise: Add the motd Reé‘i@@,’,,,@
to your Node’s Run List




"Exercise: Add the motd ReGlp@m,m
to your Node’s Run List

nodel
~default

Eentﬂsﬁﬂ.example.cﬁm
10.160.201.
, recipe[motd]

apache
centos 6.4
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Exercise: Re-run the Chef Client

:~5 sudo chef-client
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Cookbook

E]DPEH IN EDITOR: cookbooks/motd/metadata.rb

mEmme - - Emmame - - - e T

o)

maintainer "YOUR COMPANY HAME"
EMAIL"

license "2ll rights reserved"

o)

maintainer email "YQUR
description "Installs/Configures motd"

long descripticon I0.read(File.join{File.dirname{ FILE }, “REZDME.md*)}
version T.1.0"

"
e mmmm o

o
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~ the PCl Cookbo
Cookbook

_:_I OFEN IN EDITOR: cockbooks /motd/metadata. rh

i | depends "poi

Cookbooks that depend on other cookbooks will
cause the dependent cookbook to be downloaded
to the client, and evaluated
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arning Speci

Cookbook Metadata

- OFEN IN EDITOE: cookbooks /motd/metadata. th

T LT T LEIT T TR RIS )
E maintainer "YQOUR COMPANY HNAME" '
' maintainer email "YOUR EMAIL" E
E license "Rll rights reserved" E
E description "Installs/Configures motd" :
E long _description I0.read(File.join({File.dirname{ FILE )}, ‘README.md")) E
1| version "0.1.0" i
E depends "pci” E
K o mmimm i i R R R R R m A= E A A EAEEAEAEEAmSsEsmsssEmmsesssssssssmesssssssesmens g
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Cookbooks

* Cookbooks downloaded as dependencies will have
their attributes files evaluated

* Even if there is no Recipe from the Cookbook in the
Run List
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“Exercise: Upload the motd cauram 4.
Cookbook

T»-Tp'l O ﬂ—llﬂg motd
Uploaded 1 cookbook.
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Exercise: Re-run the Chef Client

chef@@nodel:~5 sudo chef-client




/

.
IthLunpweu

Exercise: Check your Work

chef@nodel:~$ cat /etc/motd

This server 1s property of Chef
This server 18 in-scope for PCI compliance
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~ Notifications, EduRamp £

ldempotency

Use the execute resource

Control idempotence manually with not_if and
only if

Navigate the Resource page on docs.getchef.com
Describe the Directory resource
Implement resource notifications

Explain what Template Variables are and how to use
them

Use Ruby variables loops and string expansion
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Problem Statement

We need to deploy multiple custom home pages
running on different ports

The success of this will be determined by being able to
view our custom home page
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EJ OPEN IN EDITOR: cocokbooks/apache/metadata.rb

maintainer "YOUR COMPANY HAME™
maintainer email "YOUR EMAIL"

license "211 rights reserved"
deszcription "Installs/Configures apache"

long description I0.read{File.join{File.dirname{ FILE ), ‘README.md‘})
version "o.zZ2.0"

- Major, Minor, Patch

- Semantic Versioning Policy: http://semver.orqg/
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~ Exercise: E
default.rb

£ OPEN IN EDITOR: cookbooks/apache/attributes/default.rb

default ["apache"] ["sites"] ["clowns"] = { "port" => 80 ]}
default["apache"] ["sites"] ["bears"] = { "port" => B1 }

SAVE FILE!

We add information about the sites we need to
deploy

One about Clowns, running on port 80

One about Bears, running on port 81



EduRam ﬂ,

earning peci

rcise: Open
Recipe in your editor

!] OPEN IN EDITOR: cookbooks/apache/recipes/default.rb

package "hitpd” de
action :install
end

gervice "hitpd® de
action [:enakle, =:start]
and

node.defavlt ["apache™] ["indexfile®] = "index2.html®™
cobokbook £ile "SvarSwww/html/index . html"™ do

source node [ "apache™] ["indexfile™)

mode "0o44™
and

# Tasks:-

# Disable the default wirtual host

# Iterate over the apache sites

et the document root

Add a template for Apache wirtual host configuration

hdd a directory resource to create the document root

Add a template rescurce for the wirtual heost's index.html



AGCIVIVOGW,.:, WVOGUL LITU CULALUCLVULGL

esource to disable the delaiki,y «.
Apache virtual host

=) OPEN IN EDITOR: cookbooks/apache/recipes/default.rb

execute "mv Setclhttpd/conf.dfwelceme.conf Jeto/httpds/conf . .d/vwelcome.,.conf.disakled”
cnly _if d
File.exist?{" etc/httpd/conf.d/welcome.conf™)

naotifies :restart, "service[httpd]"™

B e 2 e —
- Renames the default site config file, but only if the file exists

- |If the action succeeds, restart Apache



“Execute resources are genefally, .
not idempotent

Chef will stop your run if a resource fails

Most command line utilities are not idempotent and
can only be run once - they assume a human being is
interacting with and understands that state if the
system

e e.g. ‘mv /foo/file1 /bar’ will work the first time its run,

but will fail the second time

The result is - its up to you to make the execute
resources idenpotent



~ Enter the no
meta parameter

duRamp ﬁ,

The B2B Lc ng Spe

only if do
File.exist? ("/etc/httpd/conf.d/welcome.conf")

The only if parameter causes the resources
actions to be taken only if its argument returns true

The not if parameter is the opposite of only_if -

the actions are taken only if its argument returns
false



EduRamp cﬁ,

arning Speci

apache site

JDPEH IN EDITOR: cocokbooks/apache/recipes/default.rb

i execute "mv Setc/httpd/conf.d/welcome.conf Jetc/httpd/conf.d/welcome.conf.disabled" do

cnly if do
File.exist? (" eto/htipd/conf.d/velcome., cont™)
end
: notifies irestart, "servicelhttpdl”
i end

- Delete the cookbook_file resource
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i node ["apache"] ["sites"] .each do |site name, site datal :
: document root = "/srv/apache/#{site name}" §
*  Calling .each loops over each site
ST, apache® ®szites® “clowna® e T T
H fapacha”™ "slles” "hears® "eort™ Bl :
*  Firsl pass ®  Baecond pass

® site name = ‘clowns’ TooEebe nane = thesset

* gite data = { "port" =» 81 |}

® site data = { "port" => B0
}
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;nade["apache"]["sites"].each do |site name, site datal E
i document root = "/srv/apache/#{site name}" :

*  Creale a varighle called document root
*  #isite_name} means "insart the value of site_name herg”
*  Firsl pass
*  The valus is lhe slring */scv /apache /e lowns”
*  Second pass
*  The value is the string “/acv/agache fbeara”
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= Lk,
Template Variables

Not all data you might need in a template is necessarily
node attributes

The variables parameter lets you pass in custom data
for use in a template



o e e . T\ VEE RSO R S y
__resource to create: EduRamp &,

document root

Use a directory resource
The name is document_root
The resource has two parameters

e mode is “©9755”
e recursive i1s true

Use the Resources page in the Docs Site to read more
about what recursive does
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............................................................................................................................................ .

# Add 2 template for Apache wvirtual heost configuration :
. Lemplate "JeLe/nlLlpd/conl . a/f{s L= hagilep oonl "odo :
; source "custom.erb™ ;
§ mode "0644" §
; variables( :
:document_root => document_root
: :port => site data["port"] :
: netifies :restart, "servicel[httpd]™ :
: end :
i # Add a directory resource to rreate the document root E
: directory docume ' :

O 5"

recursive true

e




esource to supply

EduRam P

earning Specialjst

index.html for the virtual host

directory document root do
mode "0/52"
J_'ECI.JEEJ-."-.-"E Lrus

| - . ) - o ¥ g - - '] = r s Bnal-= -
¥ Add a director Y FESQUECE Lo Cregals Lhe locument

end
# Add a template rescurce for the wirtual heost's index.html
template "#idocument ~root}/index. html"™ do
source "index.html.erb"
mods "0&edd™
variables |
:site name => site name,
iport => site data["port"™]
)
end
end

Lo i 0 B e



= : Eﬂduﬂ?gzggﬁé?is
Don’t forget the last “end”

# Add a template rescurce for the wvirtual heost's index.html
template "#{document recot}/index.html"™ do
source "index.html.erb" '
mode "0644" E
variables (
:site name => site name,
:port => site data["port"]



cise: Add C

QiuRamp &
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vour templates directory

EI OPEN IN EDITOR: cookbooks/apache/templates/default/custom.erb

- Note the two template
variables are prefixed with an
@ symbol

= Qur first conditional if!
« If you are feeling hardcore, type it

+ https://qgist.github.com/8955103

SAVE

f @porc = 80
Ligten <%= Eport

v <VirtualHost *:<%= Eport S>>

Serverfdmin webmaster@localhost

DocumentRoot <%= Edocument roof
<Directory />
COptions FollowSymbDinks
Allowlwerride Hone
</Directocy>
cDiractory <%= fdocument root &3
Options Indexes FollowSymLinks MultiViews
Al lowlwearride None
Crder allow, deny
allow from all
</Directocy>

b </VirtualHost>



xercise: Add index.html.eEuida, «.
vour templates directory

%J OPEN IN EDITOR: cookbooks/apache/templates/default/index. html.erb
éﬁhtmlﬁ
. <body>
<hl>Welcome to <%= node["motd"] ["company"] %></hl>
<h2>We love <%= @site name %></h2>
<%= node["ipaddress"] %>:<%= [@port %>
. </body>
;{fhtml}

- Note the two template variables are prefixed with an @ symbol

- https://gist.github.com/8955080



EX@TCISG Upmd the ApaChv‘azRunp eu
Cookbook

$ knife cookbook upload apache

Uploading apache
Uploaded 1 cookbook.
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~ thepatte rnmf;,

the details

Recipes contain the pattern for how to so something
(“How we deploy apache virtual hosts”)

Attributes contain the details (“What virtual hosts
should we deploy?”)



~ Recipe Inclusion, S duRamp &,

Search

Explain what Data Bags are and how they are used
Describe the User and Group resources

Use the include recipe directive

Describe the role Search plays in recipes
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— .-
Problem Statement

Employees should have local user accounts created on
servers along with custom groups

The success of this will be checked by adding new
employees and groups to server dynamically



Where should we store th@yza,@@,
user data?

As we have seen, we could start by storing the
information about users as Node Attributes

This is sort of a bummer because we would be
supplicating a lot of information - every user in the
company will be stored in every Node object

Additionally, it would be very hard to integrate such a
solution with another source of truth about users
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Introducing Data Bags

A data bag is a container for items that represent
information about your infrastructure that is not tied
to a single node
Examples

e Users

e Groups

e Application Release Information



/

ol
F d URdIH p m

Make a data bags directory

$ mkdir -p data bags/users

(No output)




/

named users

$ knife data bag create users




rcise: Create ¢
the users data bag

l_JOPEH IN EDITOR: data bags/users/bobo.]json

He k];mpﬂ,

The B2B Learning Specialist

‘IIid‘II : "bDbD",

"comment": "Bobo T. Clocwn",
"auid": 2000,

"gid": 0O,

"home": "/home/bobho™,
"shell": "/bin/bash"

______________________________________________________________________________________________________________________________________________

SAVE FILE!



‘Exercise: Create the data bagmmpm
item

o

$ knife data bag from file users bobo.json

Updated data bag item[users::bobo




__Exercise: Create another usekin .
the user data bag

__JGPEH IN EDITOR: data bags/users/frank.json

"id": "frank",

"comment": "Frank Belson",
"uid": 2001,

"gid": 0O,

"home": "/home/frank",
"shell": "/bin/bash"

______________________________________________________________________________________________________________________________________________

SAVE FILE!



‘Exercise: Create the data bagmmp%m
item

=

 knife data bag from file users frank.json

Updated data bag item[users::frank]




‘Exercise: Show all the |tem§d,|§1unp
the user data bag

$ knife search user




/

‘Exercise: Find Bobo’s shell] HhRamp &,
Chef

5 knife search users "id:bobo" —-a shell

1 items found

data bag item users bobo:
shell: /bin/bash




/

Exercise: Create a data bagm,,R‘,,,,,,w
named groups

$ mkdir data bags/groups
$ knife data bag create groups

Created data bagl[groups]




~ Exercise: Create a g ORI &,
the group data bag

__)GPEH IN EDITOR: data bags/groups/clowns.json

"id": "clowns",
"gid": 3000,
"members": ["bobo", "frank"]

SAVE FILE!



Exercise: Create the data bagmmp“m
item

$ knife data bag from file groups clowns.json

Updated data bag i1tem|[groups::clowns]
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‘Exercise: Show all the gro URISRHR, £,
Chef

knife search groups LR L




‘Exercise: Create a Cookboak.ram &

knife

'
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recipe in your editor

__JGPEH IN EDITOR: cookbooks/users/recipes/default.rb

Cookbook Name:: users
Recipe:: default

Copyright 2013, YOUR COMPANY NAME

All rights reserved - Do Not Redistribute

SAVE FILE!



\
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arcise: Open't
recipe in your editor

e
]

&R Gy )
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' search ("users", "*:*").each do |user datal| |

f user user data["id"] do :

! comment user data["comment"] :

| uid user datal["uid"] |

E gid user datal["gid"] |

I - n n Ihe recips

: home user data|["home"] ; o

| — i+ *  Eachitem is bound o
: shell user data["shell"] | user data

¢ " We usa lhe same search
wa just trigd with Knifa in

end L * Use the Chaf Docs for
] ; information aboul the user
 end resaurce

. include recipe "users::groups"



recipe in your editor

TCise: Opent

EduRamp #&;
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search ("users"™, "*:*") . each do
user user data["id"] do
comment user data|["comment
uid user data["uid"]
gid user data["gid"]
home user data["home™]
shell user data["shell"]
end
end

‘user data| |

11]

include recipe "isers::groups”

include_recipe ensures anclther recipes
resolrces are complaela balore wea continue

Chef will only include each recips once




poest Practchn,

include recipe liberally

If there is a pre-requisite for your recipe that resides in
another recipe (the JVM existing for your Java
application, for example)

Always use include_recipe to include it specifically,
even if you put it in a run list



7N b OraINGS \-lrJ(:II Cl I
S::groups re
editor
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EﬂD@EH IN EDITOR: cookboocks/users/recipes/groups.rb

Esearch{”qrsuns”, "F:#") .each do ' group_ datal
: group group data|["id"| do
gid group datal['"gid"]
members group data "members"™
: end
. end

~ SAVE FILE'

- This file follows the same pattern as the default users recipe
- Use the Chef Docs for information about the group resource



/

EX@TCISG Upmd the users quRunp CoLs
Cookbook

$ knife cookbook upload users

Uploading users
Uplcaded 1 cookbook.




/

“Exercise: Add the users reCipum .
to your test node’s run list
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Exercise: Re-run the Chef Client

chef@nodels sudo chef-client




‘Exercise: Verify the users an,de,,,,,,
groups exist
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Recap

We just created a centralized user and group
repository from scratch

e That’s kind of like what LDAP and Active Directory do

Between Data Bags and Node Attribute precedence,
Chef provides a plethora of ways to inform the patterns
you use to configure your infrastructure



=== EduRamp #&;

Roles

Explain what Roles are and how they are used to
provide clarity

Discuss the Role Ruby DSL
Show a Role with knife

Explain how merge order affects the precedence
hierarchy

Describe nested Roles



EduRam;\)If%i,
What is a Role?

So far, we have been just adding recipes directly to a
single node
But that is not how your infrastructure works - this
about how you refer to servers

e “It'sa web server”

e “It's a database server”

e “It's a monitoring server”
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What is a Role?

Roles allow you to conveniently encapsulate the run
lists and attributes required for a server to “be” what
you already think it is

In practice, Roles make it easy to configure many
nodes identically without repeating yourself each
time



~ Best Practice: Roles live inﬁ,
Chef repo

Like Data Bags, you have options with how to create a
Role

The best practice is that all of your Roles live in the
roles directory of your chef-repo

They can be created via the API and knife buts it is
nice to be able to see them evolve in your source
control history



cise: Create FMRL) &,
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role

E]DPEN IN EDITOR: roles/webserver.rb

- A RDIE haS a. name "webserver"
' description "Web Server" 5
“name run_list "recipe|[apache]™
idefault_attributes{{

» description e
® run_list ! "sites" => {

"admin" => |
"port"™ => BOOO

j

)
)

SAVE FILEY ~—~



arcise: Create
role
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E]DPEH IN EDITOR: roles/webserver.rb

» You can set default
node attributes  run 1iod
Wlthln a I"DIE_ default attributes ({

"apache" => ({
r‘\!il_:’\{:‘.r _— {

"admin"™ == |

"port" => 8000

}
}

1) :
SAVE FILE! e
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Exercise: Create the Role

S knife role from file webserver.rb

Updated Role webs




Exercise: Show the Role W|fh,R‘,,,,,,
knife

S knife role show web

override attributes:

run_list: recipe[apache]
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~ Tapache] with rc

in run list

« Click the ‘Nodes’ tab then select

node ‘nodet’ R s s

+ Click ‘Edit Run List’ from left m o
navigation bar -

- Drag ‘Apache’ over from ‘Current
Run List’ to ‘Available Recipes’

- Drag ‘webserver’ over from ‘Available
Roles’ to the top of ‘Current Run List’

« Click ‘Save Run List’

& Avalablo Recipas

woc'e

Cancal
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Exercise: Re-run the Chef Client

g

chef@nodelS sudo chef-client

INFQ: *** Chef 11.85.2 *#*+%

INFO: Chef-client pid: 5634

INFO: Run List iz [role|webkzerver], recipe[motd], recipelusers]]
INFO: Run List expands to [apache, motd, users]
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Exercise: Re-run the Chef Client




Node Attributes that are hashgs .
are merged

.= The apache cookbooks attribute file contains:

s

. default["apache"] ["sites"] ["clowns"] { "port" => 80 }

] 1= P - o= 1 i | | . ] S | |
| ["bears"] { port > 8l }

o Win

» default["apache"] ["site

;defajlt_attribjtesﬁ{
: "apache" => |
"sites" => |

"admin" => {

- While our role has... )



=ALCL ViIoG . ISMIGY Ll

apache. 5|tes\tfr|bute on aH,,,Ra,,,,,wﬂ,
nodes with webserver role

S5 knife search node "role:webserver" -a apache.sites

1 items found

nodel:
apache.sites:

admin:




role

!]OPEH IN EDITOR: roles/webserver.rb

® Do not forget the comma
after the admin site

® Change the value of the
bears site to be 8081

Edefault_attributes{{
"apache" => {
"sites"™ == |
"admin" => {
"port™ => 2000
}l’

"bears" => {

"port" => BO0E1l

The’

2

L&

arning Specialjst

_____________________________________________________________________________

SAVE FILE'
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Exercise: Create the role

S knife role from file webserver.rb

Updated Role webs




/
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Exercise: Re-run the Chef Client

chefi@nodel$ sudo chef-client
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‘sites attrlbute on all nodesywﬂ,h)
the webserver role

5 knife search node

role:webserver' -a apache.sites

l items found
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Best Practice: Have “base” roles

In addition to obvious toles such as “webserver”’, it is a

common practice to group any functionality that “goes
together” in a role

The most common example here is a base role, where
you include all the recipes that should be run on every
node



EduRamp eﬁ,
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Exercise: Create the base role

_)GPEH IN EDITOR: roles/base.rb

:name "pbase"
:description "Base Server Role"
run list "recipe[motd]", "recipe[users]"

______________________________________________________________________________________________________________________________________________

SAVE FILE!
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Exercise: Create the role

$ knife role from file base.rb

Updated Role base!




xercise: Add the pase role:] 3,,,,,@

The B2B Learning Specialist

the webserver role’s run list

_]DPEH IN EDITOR: roles/webserver.rb

EFaWF 'webserver'

. description "Web Server™"

‘run list "role[base]"™, "recipe[apache]
‘default attributes ({

' "apache" => {

® Put role[base] atthe front of the run list

SAVE FILE!
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Exercise: Update the role

S knife role from file webserver.rb

Updated Role webs




/
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Exercise: Re-run the Chef Client

chefl@nodel$S sudo

INFQO: *** Chef 11.8.2

Chef-client pid: 5634

INFO: Run List 1s [role|[webserver] recipe [motd],
recipel[users] ]

TNFO: Run List expands to




~ Best Practice: ICIt 3ROk, &.

what you ned or expect

Chef will only execute a recipe the first time it will
appear in the run list

So be explicit about your needs ad expectations -
either by nesting roles or using include_recipe



- [ ]
/ cise: Set ek &,
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role [webserver]

* Remove all entries in the run list other than role
[webserver|]
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Environments

Describe what an Environment is and how it is
different from an Organization

Set Cookbook version constraints

Explain when to set attributes in an evironment



! EduRamp £

Environments




\/’

L EduRamp &
Environments

Every Organization starts with a single environment

Environments reflect your patterns and workflow
e Development

o Test

e Staging

e Production

* etc...



"Exercise: Use knife to shovw(l:laﬁ]p
available Cookbook versions

5 knife cookbook show apache

apache
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"Exercise: List current m,Ram,L
environments

S knife environment list

_default

The default environment is read-only, and sets
no policy at all



/

Make an environments EduRamp .
directory

S mkdir environments

(No output)




OMen, &,
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arcise: Create
Environment

E]DPEH IN EDITOR: environments/dev.rb

namse "dev™
description "For dewvelo
cookbook "apache", "= 0.

SAVE FILE!

® Environments have names
® Environments have a description
® Environments can have one or more cookbook constraints



EduRamp &,
Cookbook Version Constraints

* = Equal to

* There are other options but equality is the
recommended practice

¢ Learn more at


http://docs.getchef.com/chef/essentials_cookbook_versions.html

/

‘Exercise: Create the EduRamp &,
Development Environment

S knife environment from file dev.rb

Updated Environment dewv




/

Exercise: Show your EduRamp &,
Development Environment

S knife environment show dev

chef type: environment
cookbook versions:

apache: = 0.2.0
default attributes:
desc LlptlJn For developers!
json class: Chef::Environment

DverridP




cise: Chang
environment to “dev”

@dSRam p fﬁ,
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« Click the ‘Nodes’ tab then select node ‘node1’
- Select dev from the ‘Environments’ drop-down list

C|ICk Save

s

............
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Exercise: Re-run the Chef Client

chef@nodels sudo chef-client

INFO: Chef Run complete 1n 1.587776085
INFO: Running report handlers
INFO: Report handlers complete




cise: Create
environment

Qi Ramp &,
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__=__J OPEN IN EDITOR: environments,/production.rb

- Make sure the apache | name "production®

C{}Ukb{)gk iS set to . description "For Prods!"
version 0.1.0 . cookbook "apache"™, "= 0.1.0"

. override attributes({

- Set an override "1::-2'}" => { )
attribute for being in -, T T Erue i
scope - no matter what, : ;)
you are in scope

SAVE FILE!



‘Exercise: Create the produeli,l@.np
environment

 knife environment from file production.rb

Updated Environment production
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Exercise: Re-run the Chef Client

chef@nodel$ sudo chef-client
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Chef Supermarket

Find, preview and download Cookbooks from the Chef
Supermarket community site

Use knife to work with the Chef Supermarket site API

Download, extract, examine and implement
Cookbooks from the Chef Supermarket



EduRamp ﬁls
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Exercise: Log into Supermarket

S e wflg eny S sl

Search Cookbooks
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Exercise: Search for chef-client

T
0
>
3
=
m

I chef-client |
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earch Results

55 Coonbooks - Cre! Suge

> C nh s/ supermarket.getchel comi onck DOORETUTTE -~ S g ~cnel -cliat&order - &t

chef-client

§ 1 "
Jart by

chef-client o

cookbook ‘chef-client’




Viewing a Cookbook

| ® N O £ ctet coerm Coskhoak P

- >2CHn nrpe / Ssupermarket.geschef.cam/cookbooks/chef-client

RS

README

chef-client Cookbook

Thes coockbook s utad 90 configus & 2ystem o 3 Chefd Chan)

Requirements

o« Chaf 10 144
o D082

=1, ' W2 Verslons A0 w £ d;
290

Viwm Soune

TOuMT
o W 7
DOW

EduRamp &
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~ You can downlo QU Ramp £

directly from the site...

You can download Cookbooks directly from the
Supermarket site, but:

e It does not put them in your Chef Repository

e It is not fast if you know what you are looking for (click,
click...)

e It is not necessarily fast if you don’t know what you are
looking for

e You are already using knife for managing Cookbooks
and other things in your Chef Repository



~ Introducing Kni uRamp .

Site Plugin

* Knife includes a “Cookbook site” plugin with some
sub-commandes:

e search
e show
e download

e ...and more



EduRamp cﬁ,
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* Download and use ntp Cookbook
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NTP Cookbook

Network time protocol - keeps system clocks in sync
Chef Server authentication is time sensitive



/

Exercise: Download the ntRuuram .
Cookbook

$ knife cookbook site download ntp

Downloading ntp from the cookbooks
site at version 1.5.4 to
/Users/YOU/chef-repo/ntp-1.5.4.

Cookbook saved:
repo/ntp-1.5.4.tar.
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‘Exercise: Extractthe NP cauramp .
ookbook

nokbooks/
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Examining the ntp Cookbook

The Cookbook is quite flexible but for this exercise we
are just interested in the most basic use, an NTP client

e default recipe



xercise: View the ntp::detaiii., &.
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[ ]
receipe

. -+ All packages are
v template node['ntp'"]['canffile'] do : .
' source 'ntp.conf.erb’ II'IStEl”ed

oWner node [ "ntp" 'conf owner'

group node[ "'ntp"* 'conf group’ - The serVice |S

o
mode 'De44r

notifies :restart, ; £3f]E1t}|EE(j Eif]{j E;tElrtE;(j

: "service [#{node|["'ntp'] ["service"]}]"

. " The template notifies
5 node['ntp'] ["service'] dc the SE’WiCe

supports :1status > true, :restarct > true
i [:enable, :start



/

Exercise: Uploadthe ntp rauramp 4.
Cookbook

$ knife cookbook upload ntp

Uploading ntp
Uploaded 1 cookbook.
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the base role
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_]DPEH IN EDITOR: roles/base.rb

name "bases" :
description "Base Ssrver Eole"
run_listl "recipe [ntpl “,l "recipe [motd] ™, "recipeslusers]"”

______________________________________________________________________________________________________________________________________________

SAVE FILE!
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Exercise: Upload the base role

S knife role from f£il

Updated Role base!




/

.
F duRdmp s

Exercise: Re-run the Chef Client
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