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Introducing Datadog
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Common Mistakes
“My web host already offer online statistics. This is more than enough information.”
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Big mistake. Huge mistake!!!
Comparable to “well there’s usually enough money in the bank, so who needs to plan and budget?”
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Log
Log = record related to whatever activities occurring on an information system
Also: alert, "event", alarm, message, record, etc
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Log Data Sources
- IDS- Firewalls/IPS- Anti-maleware- Proxies- Network Infrastructure- Servers- Databases- Application
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Data generated by machines, computerprocessing,  applications and sensor data.
Machine Data
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Machine data is everywhere.  In fact you are generating it  right now!
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Ser ver  & Workstat io n L o g s
- Linux/Windows
- Log files
- Access
- File system
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N etworks
- Firewall
- Warnings
- Alerts
- IP addresses
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D ata b ase
- Audit logs
- Configurations
- Schemas
- Tables
- Queries
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Web
- Transactions
- Click-stream
- Location
- Browser
- Time
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D e v O p s
- Test logs
- log4j alerts
- Event logs
- Code check-in
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IOT
- GPS
- RFID
- Biometric
- Temperature
- Limitless
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Analyzing Log Data: Why It’s Important
• Production Monitoring and Debugging
• Resource Usage
• HTTP Errors
• Slow Queries
• Rogue Automated Robots
• Security
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Analyzing Log Data: Why It’s Important
• Tracking Your Site’s/Platform’s Visitors
• Situational awareness and new threat discovery
• Getting more value out of network and security infrastructures
• Extracting what is really actionable automatically
• Measuring security (metrics, trends, etc)
• Compliance an regulations
• Incident response (last, but not least)
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Best Practices For Log Analysis
Pattern detection and recognition: to filter messages based on a pattern book.Normalization: to convert different log elements such as dates to the same format.Tagging and classification: to tag log elements with keywords and categorize them into a number of classes so you can filter and adjust the way you display your data.Correlation analysis: to collate logs from different sources and systems and sort meaningful messages that pertain to a particular event. Artificial ignorance: a machine learning process to identify and “ignore” log entries that are not useful and detect anomalies. www.DevOpsSchool.com



What to look for in Logs?
Password changesUnauthorized loginsLogin failuresNew login eventsMalware detectionMalware attacks seen by IDS or other evidenceScans on your firewalls open and closed portsDenial of service attacksErrors on network devicesFile name changes

File integrity changesData exportedNew processes started or running processes stoppedShared access eventsDisconnected eventsNew service installationFile auditingNew user accountsModified registry values
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Common Fields in Log
Time
Source
Destination
Protocol
Port(s)
User name
Event/Attach type
Bytes exchanged
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- Generate- Collect - Aggregate- Normalize- Alert- Store- Summarize, Baseline- Make conclusions- Act on them

Log Analysis Process

www.DevOpsSchool.com



www.DevOpsSchool.com



www.DevOpsSchool.com



Ing e st

Analyzing Log Files

Store Visual ize
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Ing e st

Analyzing Log Files

Store Visual ize
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D e v O p s

Who Is Datadog For?

D ata Ana lyst A nyo ne
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Security is one of the  fastest growing sectors in IT
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• Computers
• Network devices
• Virtual machines
• Internet devices
• Communication

devices
• Sensors
• Databases

What Data?
• Logs
• Configurations
• Messages
• Call detail

records
• Clickstream
• Alerts
• Metrics
• Scripts
• Changes
• Tickets

Index ANY data from ANY source
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Get Started!
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Datadog Log Workflow
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After indexing your logs, explore them in the Log Explorer:
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