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Monitor Everything

Datadog gathers performance data from all your application components.
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Monitor Everything
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Monitor Everything
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Monitor Everything?
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Alerting
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Outlier and Anomaly Detection
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Outlier Detection
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Outlier Detection

$. DATADOG




Outlier Detection Algorithms

MAD

median absolute deviation

DBSCAN

density-based spatial clustering of applications with noise



Robust Outlier Detection Algorithms
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Median Absolute Deviation

MAD(D) =median( {]d.- median(D)| })
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Median Absolute Deviation

MAD(D) =median( {]d-- median(D)| })

D={1,2,3,4,5,6,100 }



Median Absolute Deviation

MAD(D) =median( {]d-- median(D)| })

D={1,23,4,5,6, 100 }
median =4



Median Absolute Deviation

MAD(D) =median( {ld.- median(D)| })
D={1,2, 3,456,100 }

median =4
deviations =4{-3,-2,-1,0, 1, 2,96 }



Median Absolute Deviation

MAD(D) =median( {]d-- median(D)| })
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median =4
deviations =4{-3,-2,-1,0, 1, 2,96 }
abs deviations ={0, 1, 1, 2, 2, 3, 96 }



Median Absolute Deviation

MAD(D) =median( {]d-- median(D)| })

D={1,2,3,4,5,6, 100 }
median =4
deviations =4{-3,-2,-1,0, 1, 2,96 }
abs deviations ={0, 1, 1, 2, 2, 3, 96 }
MAD =2



Median Absolute Deviation

MAD(D) =median( {]d-- median(D)| })

D={1,2,3,4,5,6, 100 }
median =4
deviations =4{-3,-2,-1,0, 1, 2,96 }
abs deviations ={0, 1, 1, 2, 2, 3, 96 }
MAD =2  (std dev =33.8)



Median Absolute Deviation
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DBSCAN




DBSCAN = .

Parameters:
epsilon, min_samples

Bowor



DBSCAN
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DBSCAN
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DBSCAN
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MAD or DBSCAN?
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MAD or DBSCAN?
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Some subtleties
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Some subtleties
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An Investigation
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An Investigation
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An Investigation
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An Investigation
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An Investigation

T T T T T T T T T -
22:50 18:00 21:00

pést 301minu’:ces | | | - Ipast. day
ANOMALY
Deé 13 Deé 20 DecI 27 Jan‘D3
Jan 03 Mon 04 Tue 05 Wed 06 Thy past 5 WeekS
past week



Anomalies

A time series point is an anomaly if:

e Given the past points in the series (RR®®®), the point
in question (®) is unlikely given your model of the past;



Anomalies

A time series point is an anomaly if:

e Given the past points in the series (RR®®®), the point
in question (®) is unlikely given your model of the past;

and you should alert on a set of anomalies if:

e they are a symptom of an issue you care about (1).



Our Approach

1. Extract as much signal as we can from the timeseries.
2. Use robust statistical measures when creating the model.

3. Give the user control over when they get alerted.



What’s Normal?

| I I ! [ | I
04:20 04:25 04:30 04:35 04:40 04:45



What’s Normal?
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What’s Normal?
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Past Performance...

% M

T
WWWWW

past 30 minutes past day

T T
nnnnnnnnnn

past week past 5 weeks

T
Jan 03



Past Performance...

| ' I - I ' I
18:00 Thu 14 06:00 12:00



Decomposition
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Autocorrelation
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Signal vs. Noise



Signal vs. Noise
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Signal vs. Noise vs. Signal
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Real-time Anomaly Detection
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Robust Anomaly Detection
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Robust Anomaly Detection
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Robust Anomaly Detection
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Robust Anomaly Detection
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Alerting
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Recap

Extract as much signal as you can.
Use robust statistical measures.
Alert judiciously.

Don’t over-optimize.



Anomalies or Noise?
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Thanks!

Outliers
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See It All In One Place

Your Servers, Your Clouds, Your Metrics, Your Apps, Your team. Together.

DASHBOARDS CORRELATION
Build Real-Time Interactive Dashboards Search And Correlate Metrics And Events

NewDashboard EXCETTTNN Savo Chianges |
hotfix @ show| 4h The Past 4 Hours B
= — e - = - — —
e Test P | Toptst | EventTimsine | cventsveam g Note Nencragn || Mervane rrame
ﬂ v : = y Events @  Sobotka Backlog By Queue Type
1 ) Alert: Latency is a little high 80K
—— Hotfix deployed #release
] w0 ¢ " Ad mes 60K
Rawis extracts by partition B8 o | "I" ! = 2o
800k Pl " /-)\ /\,Av § i-daf49327 ran ish_deploy_event for datadog-capfile on Y
i X / \ ¢ ; d B A
Lo m’»’% LN'W‘-(“A,“-AQ@ .-:—,’\K\A‘J\I\/ A/ M | with capistrano in 1.89 se #accountprod  #capistrano  #envprod 20¢
400¢ § § INPO [2015-05-08 18:34:35 +0000)[i-bc3e9140] Running /usz/bin/env echo Hotfix 4
- 1100 12:00 13:00 1400 3 deployed for §(pip show dogweb|egrep “Version)® | dog --config 13:00 14:00 15:00 16:00
1 Jetc/datadog/dogrc-prod event post "HOtfix deployed" --tags release on i
al be3e9140
o 1040 104 1os0 085 8 DEBUG (2015-05-08 18:34:35 +0000][i-bc3e9140] Command: echo ‘Hotfix deployed 5
for $(pip show dogweb|egrep “Version)" | dog =-config /etc/datadog/dogrc-prod
Alert: TEST MONITOR [ Alert ] Events that match **" Load 1 -5m event post "Hotfix deployed” --tags release "
Zombles s critical on i-67c47a34 DEBUG [2015-05-08 18:34:37 +0000]i-bc3e9140] Hotfix deployed () -
g0 > DEBUG [2015-05-08 18:34:37 +0000][i-bc3e9140] 2015-05-08 18:34:37 | parsonal record
v hteps://app.datadoghg.com/event/event?1d=2799231704572132541 ™
[Triggered] Datadog Agent whatever > 0 INFO (2015-05-08 18:34:37 +0000](i-bc3ed1d0] Finished in 1.886 seconds with "
850 Note text exit status 0 (successful).
0 : '
Delancie job 'crawler.azure-api' failed with an 13:00 14 15:00 16:00
‘exception
: 7 sets ag 35 [Mcnulty (prod)] deployed revision None #application:mcnulty_prod ~ #type:deployment Context query latency (95%, s} 0
system.Joad.1 - Th [rei " Hotfix deploy 2
riggered on {appnone}] Apps restarting
48758129 ] ; A Deployed by: Roy
i~547682b5 & ‘ - Ses moye
i-c3efeaze Jee more 15
';;‘;';;9 i [Triggered on {host:i-6539¢d84]] Latency is a little Changelog:
-4855b7a7 \3) high (query alert) | ¥one z
-fhsS6cld Stincsn
1-8870c8d0 s
i-0d710e5e i i
b o i [Triggered] Brokerstate restarting
0328 ibdb2775c . %

223 . 4 4 ﬂ Hotfix deployed #release s 1500 16100
; o

Average/3-Max load per CPU *O
1

A i-daf49327 ran :publish_deploy_event for datadog-capfile on




See It All In One Place

Your Servers, Your Clouds, Your Metrics, Your Apps, Your team. Together.

COLLABORATION
Share What You Saw, Write What You Did

Context query latency (95%, s)

200
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100

0:30 10:45 11‘0(7 11:15 11

E Looks like we had a bit of a latency spike? @isaac@datadoghg.com

PA™ hmm. it doesnot correspond with any releases or restarts as far as | know. but
B @anuhya@datadoghq.com been working on the query code.

'i‘ should be safe to ignore, was just caused by a test script of mine

ﬁ Cool!
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METRIC ALERTS
Get Alerted On Critical Issues

#automatic-restart:true  #host:alg-mbp13.local #host:alg-ubuntu  #monitor

a Load is high on a host is critical on 3 hosts, is ok on 4 hosts
) 24

check this out @matt.williams@datadoghg.com
4

3
] A\
- ~ A
v last.5m avg: 1.26
1 v "YW
) r ' e
35 19:40 19:45 19:50 19:

[ 1T
UTC

docker.cpu.user over *was > 1.2 on average during the last 5Sm**,
Docker alert was last triggered a moment ago.

[Monitor Status] - [Edit Monitor]

Updated 2 days ago - Created 3 days ago - Add comment - Lower

106 events

yriority | Claim Incident

DEVELOPER API
Instrument Your Apps,
Write New Integrations

worker.py

def init_worker():
options = {
‘api_key': DD_API_KEY,
‘app_key': DD_APP_KEY,

initialize(++options)

def process_job(job):

q_time = job['meta'] ['queued_time']

api.Metric.send(
'job.in_flight_time',
time.time() - q_time,
tags=job['meta'] ['tags']

s_time = time.time()

job_to_klass(job).execute()

api.Metric.send(
'job.execution_time',
time.time() - s_time,
tags=job['meta'] ['tags']




Flexible Pricing
To Match Your DynamicInfrastructure.

Free Enterprise
Up to 5 Hosts Up to 500 Hosts 500+ Hosts
$15 Per Host / Month Contact us for pricing:
+1866 3294466

sales@datadoghg.com

1 Day retention 13 Month retention Customized retention

Custom metrics and events Custom metrics and events Custom metrics and events
Metric alerts™ Metric alerts™

Discussion group supported Email supported Email and phone supported



