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Agenda — Introduction to Code Review

Benefits of Code Review
Overview of Gerrit

Refresh of advanced Git commands needed for review
— Exercise: advanced git commands

Pushing changes for review
Push validation (Jira, uploadvalidator, Jenkins)

Review using Gerrit UX
— Exercise: create a change and review workflow
— Exercise: validation with Jenkins and submit

Wrap-up: Code Review Etiquette, Q&A



Agenda — Practicing Code Review workflow

Exercise: adding a new patch-set to existing changes
Exercise: multiple patch-sets reviews
Exercise: rebase and conflicts resolution

Wrap-up, Q&A



Four Benefits of Code Review

1. Build Stability




Four Benefits of Code Review

2. Knowledge Sharing
People
SPACE
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Code first
edits TIME



Four Benefits of Code Review

3. Team Dynamics — Collective Ownership
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Developer ." Developer
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Developer Developer



Four Benefits of Code Review
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Overview of Gerrit

Introducing Gerrit Code Review

DIFFY

The Kung Fu
Review Cuckoo



Continuous Integration is GOOD

Live “weather forecast” of the project
Detect and resolve conflicts earlier
Bring TDD to life

Enforce collective code ownership

... and much more




Breaking the build id BAD |

* All devs gets tests broken 3}
* Build stops
e Test are NOT executed

... all team goes at “DEFCON1” to fix it
ASAP !




Broken build dilemma: how to avoid it
P,

1. Do not PUSH until you’re 100% sure of GREEN bar

2. Create multiple personal Cl builds and validate
builds before PUSH

3. Install a “Jenkins Build Game” plug-in and get
free beers ©

... DO ANY OF THEM REALLY WORK ?



What is Gerrit

Earlier Name - Rietveld

Web based code review tool
Repository management for Git
Workflow management
Integrated access control
Extend using server side plugins



Developement

Rietveld written in Python
Gerrit 2.x written in Java (Java EE Servlet) with
SQL

Gerrit uses Google Web Toolkit to generate
front-end JavaScript code from Java source

Gerrit 2.0-rcO on January 13 2009



More

100% pure Java SSH and HTTP Git backend
— Powered by JGit

GWT Web-view administration

— Users and Groups
— Project and branch security
— Git repository browsing

Git repository replication engine
Code collaboration and review
Code validation through Jenkins Triggers
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Gerrit

RietvIId

gerrit

Gerrit, brief history

The idea: Guido Van Rossum
— Code-review for Perforce
— Porting to SVN and OpenSourced
— Python-based
2008 - Project fork for AOSP
(Shawn Pearce / Joe Onorato) —
—  Name changed to Gerrit Rietveld ot
—  Based on Git N‘
— Set of “patches” on original Guido’s Rietveld project

2009 - Gerrit 2, the Java + GWT rewriting
(Shawn Pearce)



What is Jgit?

JGit is a lightweight, pure Java library implementation
of the Git version control system — including repository

access routines, network protocols, and core version
control algorithms.

JGit is a relatively full-featured implementation of Git
written in Java and is widely used in the Java

community. The JGit project is under the Eclipse
umbrella



Specifiations

— Apache 2.0

— 93 included dependencies (Mostly Apache2.0,
BSD, MPL1.1., EPL)

— Latest release 2.16.7
— 10 years old



z»

e Web based review

e Read code. Comment on code. Make better
code



ALY

* Fine Grained ACLs
* Repository and branch level access controls.
e SSH, HTTP




\ Workflow
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Ideal MediaWiki Workflow

1) pushes his patch mtnre Team

2) review others patches

Validates / rejects

GERRIT changes
Developer ::: Merge to WMF repository
Receives review,

validation |:>
notifications

Local Notifies Reports verification
repo Jenkins status as a comment
and +1/-1
Y

JENKINS

Cherry pick patch then:
- lint check

- attempts MW install

- run tests suites

N J
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. . . - — Read
= System Groups Examples of typical roles in a project Access Categories & ot
— rebpase
i — Aband
— Anonymaous Users — Contributor anaen — Remove Reviewer
_ — Developer - Create Reference — Review Labels
— Project Owners — Delete Reference .
— Cl system — Submit
— Change Gwner — Integrator ~ Forge Author — Submit (On Behalf Of)
; ] — Forge Committer )
— Reqgistered Users — Project owner — View Private Changes
— Forge Server &
— Administrator — Delete Own Changes
= Predefined Groups - Qwner — Edit Topic Name
~ Fush — Edit Hashtags
— Administrators _ Direct Push _ Edit Assignee

— Non-Interactive Users ~ Upload To Code Review

— Add Patch Set
= Account GfﬂUpS — Push Merge Commits

— Create Annotated Tag
= LDAP Groups — Create Signed Tag



D i

Gerrit Code Review can be extended and further
customized by installing server-side plugins.

- Other Plugins magare
Core Plugins e e .
admin-console mporter
codemirror-editor analytics Issue Tracker System Plugins
commit-message-length-validator avatars-externa javamelody
d load d avatars-gravatar abelui
i =
ownload-commands et enuextender
o DkS changemessage metrics-reporter-elasticsearch
. . -Droi metrics-reporter-graphite
replication delete-project | B B
egit metrics-reporter-jmx
reviewnotes R NIE e metrics-reporter-prometheus
singleusergroup gitblit e
github OAuth authentication provider
gitiles OWnNers

healthcheck project-download-commands

imagare quots



Gerrit = pre-commit review

Review before push to target branch

*  Pros:
— Make sure every commit is good
— Enforce company standards (e.g. Jira association)
— Keep Build and Team code stability
— Tightly integrated with Git

e Cons:
— Slows down code integration
— Needs tooling
— Git proficiency



Pre-requisite
JDK 1.8

Gerrit uses NoteDB as the storage backend

Can optionally use an external database such
as MySQL or PostgreSQL.

Gerrit is not yet compatible with Java 9 or
newer at this time.



NoteDb

NoteDb is the next generation of Gerrit storage
backend, which replaces the traditional SQL
backend for change and account metadata with
storing data in the same repository as code

changes.

NoteDb will be the only database format
supported by Gerrit 3.0.



How to Install Gerrit

 WAR file (Tomcat, Jetty etc)
e Self contained daemon (with embedded Jetty)



Download Gerrit

* Current and past binary releases of Gerrit can
be obtained from the Gerrit Releases site.

* https://gerrit-
releases.storage.googleapis.com/index.html



https://gerrit-releases.storage.googleapis.com/index.html
https://gerrit-releases.storage.googleapis.com/index.html
https://gerrit-releases.storage.googleapis.com/index.html

Database Setup

* |f you choose NoteDB, Gerrit will automatically set up the embedded NoteDB
database as backend so no set up and all configuration is necessary.

 Other Supported Database
— H2
— Apache Derby
— PostgreSQL
— MysaL
— MariaDB
— SAP MaxDB
— Oracle
— DB2
— SAP HANA



MySQL

e https://gerrit-
documentation.storage.googleapis.com/Documentation/2.16.7/install.html#create

db_mysq|



https://gerrit-documentation.storage.googleapis.com/Documentation/2.16.7/install.html
https://gerrit-documentation.storage.googleapis.com/Documentation/2.16.7/install.html
https://gerrit-documentation.storage.googleapis.com/Documentation/2.16.7/install.html
https://gerrit-documentation.storage.googleapis.com/Documentation/2.16.7/install.html

Installation support

Database Support
— For accounts, groups, metadata in database
— PostgreSQL, MySQL, or embedded H2
Directory Support
— OpenlD authentication (google, yahoo etc)
— LDAP (Users and Groups)
HTTP
— Embedded Jetty
— Deployment of WAR to Tomcat, Jetty, etc.
SSH
— Embedded pure java SSH daemon on port 29418 (configurable)



What is GitHub?

GitHub is the best place to share code with friends,
co-waorkers, classmates, and complete strangers.
Over three million people use GitHub to build
amazing things together.

What is Bitbucket?

Bitbucket gives teams one place to plan projects,
collaborate on code, test and deploy, all with free
private Git repositories. Teams choose Bitbucket

because it has a superior Jira integration, built-in

CI/CD, & is free for up to 5 users.

What is Gerrit Code Review?

Gerrit is a self-hosted pre-commit code review tool.
It serves as a Git hosting server with option to
comment incoming changes. It is highly configurable
and extensible with default guarding policies,
webhooks, project access control and more.
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Why do developers choose GitHub?

Open source friendly

Easy source control

Nice Ul

Great for team collaboration
Easy setup

Issue tracker

Remote team collaboration
Great community

Great way to share

Pull request and features
planning

Why do you like GitHub?

Why do developers choose Bitbucket? Why do developers choose Gerrit Code
Review?
é;E Free private repos ‘;," Cleaner repository story
N -~ .
394 Simple setup 7 Code review
-~ - -~
34> Nice uiand tools 7 Good workflow
- _— . N -~ . . . .
336 Unlimited private repositories g Good integration with Jenkins
- . . -~
237 Affordable git hosting ¢ Opensource
& Integrates with many apis and -~ .
121 services 4 Unlimited repo support
- . . . . .
110 Reliable uptime Why do you like Gerrit Code Review?
“ i i I'.'ﬂ'l.'I Vi A i 220 :C' '\ .EII.
g3 Nice gui hy do you like Gerrit Code Rev
* pull requests and code reviews
&1 submit
- .
57 Very customisable

Why do you like Bitbucket?




Lets get startted - Workflow

Central git repository for entire team
Code review are at commit level
5 New commits, 5 new reviews

Search the dashboards show relevant review
spanning repositories



Workflow cont..
e git clone url
e git commit —m”this is fix”

 git push origin HEAD:refs/for/master



Gerrit: high level workflow

! Cl Build: OK

AT master




Gerrit: high level workflow

! Cl Build: OK

w master

clone

‘ - local
W master




Gerrit: high level workflow

" -!i

clone

! Cl Build: OK

master

local
master




Gerrit: high level workflow

! Cl Build: OK

w master

w refs/for/master

clone push

| local
AT sy “C2™ master




Gerrit: high level workflow

! Cl Build: OK

w master

Verified: -1
(build failed)

w refs/for/master

clone push

_ local
AT sy “C2™ master




Gerrit: high level workflow

! Cl Build: OK

w master

Verified: -1
(build failed)

w w refs/for/master

clone push push

_ | |
ia!_i \ﬁ \2-) m;g?er




Gerrit: high level workflow

l!' Cl Build: OK

-
4

L C2

clone push

Verified: -1
(build failed)

 C2"

push

master

refs/for/master

local
master




Gerrit: high level workflow

! Cl Build: OK

W master

Verified: -1
(build failed)

Reviewed: +2

w w ! refs/for/master

clone push push e

: \ | |
AT e’ - e




Gerrit: high level workflow

! Cl Build: OK ! Cl Build: OK

w ¢ ) master

Verified: -1
(build failed)

Reviewed: +2

w w ! v refs/for/master

clone push push .

- ‘ ) local
‘i!_i w \vd master







Git standalone

pull/push
Working commit
Tree

Local Repo Remote Repo



Git and Gerrit

Remote Repo

jfex

i o
S

push
Local Repo or rey;

Working commit

Tree #

merge

Gerrit



Git, Gerrit and CI

Remote Repo

exc®

h\

Pus -
Local Repo OF Fay .
View

Working commit

Tree —_—

merge

}
@ —
ev ;‘.'\ vet Gerrit




Request for Review

Remote Repo

® Implementing a new feature

® Committing them to the repo Local Repo

® Uploading changes to Gerrit

Gerrit






Gerrit - Workflow
!

f Author pushes
[ change to Gerrit

Gerrit notifies
reviewers

{ ) Y

Online code quality Download, Build and -
. IP review
review Test
A 4

Author or another
developer improves Comment & Vote
the change

Author abandons the ‘change not approved change approved J, Merge change into
change N ’L Master




LAST TIME



commit and push to gerrit

continuous integration (Jenkins)

peer review

|

jenkins OK, reviewer(s) OK?

|

merge to integration branch



Gerrit High Level Review Workflow

START
O 1. Create 2.Push for Roles
Change-Id review
4. Add / notif
[ g / v J Contributor
reviewers
Reviewer
5. Code Review 1 3. Build, Test Committer
+ Score . + Score
Cl Build
g S.cor.lng 7. Change is rebased /
validation
\ / reworked / amended
rules
STOP STOP
O 8. Change ID 9. Change ID 10. Change ID O

ABANDONED SUBMITTED MERGED



Cool, isn’tit ?

Gerrit allow “automatic” topic-branches
Triggers with Jenkins branch validation

Enforce collective code-ownership

— People “interacts” with the code changes

— Discussion on style and architecture

— Democratic voting (+1 / -1)

Project history

— Reason behind changes is recorded in code-review



See Gerrit “live” in action




1 . Create a User for host the Gerrit

Service
* S sudo adduser gerrit2

* Ssudo su gerrit2



2. Set-up

e Option-A: download and install

1. Download from http://code.google.com/p/gerrit/downloads/list

2. Gerritinstall wizard:
java —-jar gerrit-2.2.2.1.war init -d ~/gerrit

3. Run Gerrit:
~/gerrit/bin/gerrit.sh start

* Option-B: Gerrit as hosted service
— Assembla.com (free for OpenSource projects)
— GitEnterprise.com (free up to 10 users)
— Gerrit Config - Ssite_path/etc/gerrit.config



http://code.google.com/p/gerrit/downloads/list
http://code.google.com/p/gerrit/downloads/list

3. Add SSH keys

* Option-A: not easy ®

* Option-B: use the provider user registration

— Assembla:
https://www.assembla.com/signup

— GitEnterprise:
https://gitent-scm.com/signup



https://www.assembla.com/signup
https://www.assembla.com/signup
https://www.assembla.com/signup
https://gitent-scm.com/signup
https://gitent-scm.com/signup
https://gitent-scm.com/signup
https://gitent-scm.com/signup
https://gitent-scm.com/signup

3. Talk to Gerrit via SSH

Gerrit SSH console
— Listen at 29418 port

%$ ssh —p 29418 lmilanesio@gitent—scm.com
Welcome to Gerrit Code Review
Hi Luca Milanesio, wyou have successfully connected owver 5S5SH.

Unfortunately, interactiwve shells are disabled.
To clone a hosted Git repository, use:

git clone ssh://lmilanesio@gitent—scm.com: 29418/REPOSITORY_NAME.git

Connection to gitent—scm.com closed.

%




4. Create a Gerrit project

Gerrit Project is:
— Git repository (use “path notation” to organise projects)
— Access permissions
— Code-review and change-sets

Option-A: use Gerrit SSH command
ssh -p 29418 1lmilanesio@localhost gerrit create-project lmit/33degree

Option-B: user the provider-specific page
— Assembla: N/A (only 1 project associated to your “space”)

— GitEnterprise:
https://gitent-scm.com/newrepo



https://gitent-scm.com/newrepo
https://gitent-scm.com/newrepo
https://gitent-scm.com/newrepo
https://gitent-scm.com/newrepo
https://gitent-scm.com/newrepo
https://gitent-scm.com/newrepo

5. Clone repo from Gerrit

*  Git SSH repository URL is:
ssh://<user>@<host>:29418/<Gerrit project>.git

% git clone ssh://lmilanesio@gitent—scm.com: 29418/ 1lmit/33degree.git
Cloning into 33degree...

remote: Counting objects: 2, done

remote: Finding sources: 188% (2/72)

remote: Total 2 (delta @), reused @ (delta @)
Receiving objects: 10e% (2s2), done.
s B

http://<Gerrit URL>/p/<Gerrit project>.git

% git clone http://review.gitent—scm.com/psLlmit,s/33degree.git
Cloning into 33degree...

remote: Counting objects: 28, done

remote: Finding sources: 1ees (28/28)

remote: Total 28 (delta @), reused 26 (delta @)
Unpacking objects: 18e% (28/28), done.
4

NQ , _— , s g

machine <hostname> login <username> password <password>




6. Gerrit Change-Id

SHA-1 GUID of a change-set under review
 MUST be last line of commit msg

| LR

Hint: install Gerrit post-commit hook for auto-generating
Change-ld after each Git commit

$ scp —p —P 29418 lmilanesio@review.gitent—scm.com: hooks/commit—msg .git/hooks/
commit—msg

s B

Now all Git commit will auto-generate a Change-Iid !



7. Submit a change for review

* Change for review committed locally
* Pushtorefs/for/<branch> for submitting local Git

% git commit —a

[master d29@8762] This is my first candidate change for review with Gerrit Code—Review
1 files changed, 1 insertions(+), @ deletions(-)

$ git log

commit d298762166045bT@T1bb5ead97c3ig%42aeT3ebdlfl

Author: Luca Milanesio =luca@gmilanesio.org>

Date: Sun Mar 18 @l1l:46:34 2012 +22ee

This is my first candidate change Tor review
with Gerrit Code—Review

Change—Id: I&2TbT37e5c@debet55e99T1lc3ITI92cTcd47o004Cco@

% git push originm HEAD: refs/for/master
Counting objects: 15, done.

Delta compression using up to 2 threads.
Compressing objects: 10e% (4s4), done.
Writing objects: 1@e% (8,s8), 702 bytes, done.
Total 8 (delta 1), reused @ (delta @)




8. Verify change against Cl

% GitEnterprise o s ssmn | oocmenaon |

mer Changes Drafts Watched Changes Starred Changes
Git it done T

Change 162fbf37e: This is my first candidate change for review with Gerrit Code-Review

Change-Id: 162b137e5c04ebe655e9911c3192c7cd47904c90 This is my first candidate change for review
with Gerrit Code-Review

Owner Luca Milanesio
N . Change-Id: 1I62fbf37e5c04ebe655e99f1c3f92c7cd47904c90
Project |mit/33degree
Branch master
Topic
Uploaded Mar 18, 2012 1:55 AM
Updated Mar 18, 2012 2:20 AM

Status Review in Progress

Permalink

Reviewer

Luca Milanesio

&% Build History (trend)

& #10 Mar 18, 2012 2:12:35 AM £ 47.1



9. Additional patch-set to Change-Id

* Fix the problem locally
* Amend the commit (same Change-Id)
* Push againto refs/for/<branch> for adding one extra

% git commit —a —amend

[master df28be2] Amended change.

1 files changed, 1 insertions(+), @ deletions(-—)
% git push origin HEAD: refs/for/master

Counting objects: 15, done.

Delta compression using up to 2 threads.
Compressing objects: 1ee% (4,s4), done.

Writing objects: 1ees (8/s8), 724 bytes, done.

Total 8 (delta 1), reused @ (delta @)

remote: Resolwving deltas: @ (8,/1)

To http://review.gitent—scm.com/p/Llmit/33degree.git

[new branch]] HEAD — refs/for/master

s B



10. Chanee-1d is validated against ClI

'*;ﬁl Build History (trend)

o #12 Mar 18, 2012 2:23:37 A

S GitEnterprise . mom sswe | oocomenser

Changes Drafts Watched Changes Starred Changes
Git it done

@ #11 Mar 18, 2012 2:23:08 A

Change 162fbf37e: Amended change.

am’m.[d- 1621b137e5c04ebeb655e9911c3192c7cd47904c90 Amended change.
Owner Luca Milanesio This is my first candidate change for review
P \miv33degree with Gerrit Code-Review.
Branch master
Topic
Uploaded Mar 18, 2012 1:55 AM
Updated Mar 18, 2012 2:31 AM

Status Review in Progress

Change-Id: I62fbf37e5c04ebe655e99f1c3f92c7cd47904c90

Permalink (&)

Reviewer Venfied ode-Review
Luca Milanesio %) v

* Request code-review




11. Review and comment changes
&% GitEnterprise s L v WIITTmm s | cocumenien |

s Side-by-Side Unified Commit Message Preferences Patch Sets Files
Git it done

Imit-33degree/src/main/java/imit/App.java

«—Commit Message TUp to change
Did Version New Version
[ Download) [ Drownload)

(... skipping 1 comman fne ...}

(]

2 ra

4, * Hello world! 4 * Hello world!

5| = R

L B| */

7 public class App 7 public class App

Bl{ B

El public static woid main( Stringl] args 2 El public static woid main( Stringl] args 2

10 10

11 system.out.println "Hello world!"™ J; 11 system.out.printlnf "Hello world!™ J;

4 12 = System.out.printlnf "This is a extra wvalid change"™ J;
[Dirafi)
I would have merged the two printin() tugetherl
-

Sawve Diiscard

1z } i3 T

13} 14}

«=Commit Message rUp to change



.12. Review merge and submit change

(*)+1 Verified

Wi * One or more reviewers

_J-1 Fails

e can “vote” for the change

\5)02 Looks good to me, approved
+1 Looks good to me, but someone else must approve
_J) O No score
-1 | would prefer that you didn't submit this

2 Do not e  Authorised users can then
-over Message: | “Submit” the change.

‘A small change would be appreciated, but it is OK for now

e Change is automatically
merged to master

atch Comments:
Imit-33degree/src/main/java/imit/App.java
Line 12:

| would have merged the two printin() together

Publish Comments Publish and Submit Cancel



13. Master build is triggered ...

siarmmoryaen OUJCCESS 11

#8 Mar 18, 2012 2:49:08 AM
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http://review.assembla.com :

GitEnterprise % GitEnterprise
http://review.gitent-scm.com Git it done

@gitenterprise

Serrit Code Review
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