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1. JIRA Administrator's Guide

1.1. JIRA Administrator's Guide

This manual contains information on administering your JIRA system:

Look and Feel

Emall

User Management

Security

Project Management

Configuring Fields and Screens
Configuring Workflow

Importing from Other Systems

Moving or Archiving Individual Projects
Integrating with a Revision Control System
Configuration Options & Settings

Server Administration

Appendix A - Extending JJRA

1.1.1. Getting started

Please see the JIRA User's Guide for an introduction to the concepts of issues and projects.

1.1.2. Getting help

« Do you have a question that's not covered in this manual? Try the Administrator's Knowledge
Base.
« Having problems or errors with JIRA? Please see debugging problems.

1.2. Getting Help
If you encounter any problems using or setting up JIRA, please let us know — we're here to help!

Y ou may want to first search the following:

« the JRA mailing list forums, where Atlassian staff and JIRA users can answer your
guestions.
» the JRA Knowledge Base.

If you need further assistance, please raise a support request (see below).

Alternatively, if you feel you have encountered abug in JRA, or wish to request afeature, please
file an issue. It is a good idea to first scan JRA's Popular Issues — this helps to prevent
duplicates.

Looking for more helpful information? You can receive news, product information and code tips via our newdletter, blogs and
forums.
Stay in touch with us here.

1.2.1. Raising a Support Request
Toraise a support request via your JIRA system (recommended, provided your SMTP emall
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is enabled),
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or thetitle of the Administration box on the dashboard:

ISSUE ﬂDf‘ﬂIHISTHATIDP

Link to Administration section

Tasks: Administration
Proje =% ar create

Mot Drrtars mr lRoamben

Link to Administration section
3. Onthe panel on the left, under the title 'System’, click the 'Support Request' link.
4. The 'Support Request' form will be displayed:

» Please provide as much information as possible, including any error messages that are
appearing on the console or vialog4.

» Please select 'Data Export' and 'Attach JIRA logs.

» If you have previously raised a support request for the problem, please type the issue key
(e.g. JSP-1234 into the 'Existing Support Request' field.
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Support Request

Flease enter the details of your support problem here. Infarmation about your systerm and JIRA configuration, as found below, will also be attached
to the email sent by this farm. This information is important to help us solve your prablem.

Note: Please be patientwhen submitting this form. It may take a few minutes depending on how long ittakes to export yvour data to a file.

" To

CC

" Subject

. L
Deacrintion:

Existing Support Reguest:

Data Export:

Attach JIRA logs:

* Contact Name:

* Contact Emall

Contact Mumber:

Environment:

jira-supporh@atiassian.corm
Enter 3 comma-separated lizt of email addresses

test@atlassian.com

Enter a comma-separated lizt of email addrezzes

Enter a one-line summary of the problem

To create a new support request, simply leave this field blank.
Or:To attach the information on this page to an existing support request, please enter the relevant issue key (eg. JEP-12340.

Atach an ¥ML export of your JIRAdata (recommended),
Ftlassian will handle wour data with strict confidence and will not disclose it to any third parties.
HNote: The ¥hL data cortained in the backup generated and attached to this email is anonymised by defaudk.

Zp and attach the log file that JIRA generates (recommendead).
Location of atlassian-jira.log: Cereiatlassiantjia_svn'atlassian-jira log

Administrator

test@atlassian.com
Enter a comma-separated lizt of email addresses

System Date Thursday, 19 Apr 2007

Create a Support Request

5. Once you have submitted your support request, you will receive email updates about its progress.
Y ou can also view the status of your support request by visiting the Atlassian Support System

OR:

Toraiseasupport request via the internet,
1. Pleasevisit the Atlassian Support System and create a support request.

2. Please provide as much information as possible, including any error messages that are appearing
on the console or vialog4j. Please also mention the operating system, database and version of

JRA you are using.

Sometimes it is necessary to adjust JRA's logging levels to get a more detailed error message or a stack trace. Please see the logging
section of the documentation for information on how to do this.
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1.3. Look and Fed

1.3.1. Configuring Look & Feel in JIRA
Y ou can easily customise JJIRA's ook and fedl to suit your needs.

To view the current look and feel configuration,
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the'Administration’ link on the top bar
or the title of the Administration box on the dashboard:

ISSUE ﬂDI"."IIHISTHATIEJP

Link to Administration section

Projects Viewiadt or create

na'l_'a . _Dﬁr\-'l'_.-\.rﬁ ~r !ﬁﬁr\-lﬂl
Link to Administration section

3. Onthe panel on the left, under the title 'Global Settings, click 'Look and Fesl.'
4. The'Look and Feel Configuration' page will be displayed. See screenshot below.

Logo
URL =default=
Preview MIA=
Logo Width =fefault=
Logo Height =default=
Colours
Top Bar Colour =fefault=
Top Text Colour =fefault=
Menu Bar Colour =default=
Menu Bar Text Colour =default=
Menu Bar Highlight Colour =fefault=
Menu Bar Text Highlight Colour =fefault=

Screen shot of JIRA look and feel settings

Clicking Edit Configuration will alow you to edit the current configuration. To reset to the
default look and feel of JIRA, simply click on the 'Reset Default' button.
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Hereisalist of the different configuration options available, and what they do.

1.3.1.1. Logo
Option
URL

Preview

Logo Width

Logo Height

1.3.1.2. Colours

The colours you choose for each of the sections can be anything that is valid for both afont tag, and

astylesheet's 'color:" attribute.

When choosing a colour - you can use the pop-up colour chooser, or specify your own. eg.

‘HFFFFFF, 'red.

Explanation

This URL points to the absolute or relative path of
the image that you wish to display at the top of the
page. If the URL begins with 'http://' or 'https.//'
then the URL is treated as an absolute URL.
Otherwise it will be treated as a relative URL, and
will have to be packaged in the war file when you
build JIRA.

When an image is selected, a preview will be
shown here.

The width of the image, usually in pixels. You
can use any width that is valid in an image tag.
eg. '100px’, '80%'

The height of the image, usually in pixels. You
can use any height that is valid in an image tag.
eg. '25px’, '30%'

To return to the original colour scheme, just clear any values that you have set.

Option
Top Bar Colour

Top Text Colour

Menu Bar Colour

Menu Bar Text Colour

Menu Bar Higlight Colour

Menu Bar Text Highlight Colour

Link Colour
Link Active Colour

Heading Colour

Explanation

The background colour of the top bar (the one
that includes the image).

The colour of the text that sits inside the top bar
(such as your user name when you are logged
in).

The background colour of the bar that contains
the links to 'HOME' and 'BROWSE PROJECT".

The text color of the links in the menu bar (such
as 'HOME)).

The colour of the menu bar when it is selected
or when the mouse hovers over it.

The colour of the menu bar text when it is
highlighted or when the mouse hovers over it.

The colour of the text links.
The colour of the text links when it is selected.

The colour of the text headings (such as 'Logo’).
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1.3.1.3. Time Formats

All time formats in JIRA are configurable. On the first look and feel page, you can preview how
the current date and time are being formatted using the default formats.

Date/Time Formats Format Example

Time Format hh:mm a 10:34 AM

Day Format EEEE hh:mm a Thursday 10:34 AM
Complete Date/Time Format EEE MMiyy Thu 0703
Day/Month/Year Format dd/MMMyy 030 Julinz

View Time Formats
Y ou can edit these defaults by clicking on the "Edit Configuration” link down at the bottom. For
example, you may wish to change the day/month/year format to show the month first. Simply
enter MM/dd/yy beside the day/month/year format field, and preview by clicking the "update’
button.
Time Format:

E.g. hh:mm a {11:55 AM)

Day Format:
E.g. EEEE hh:mm a {Wednesday 11:55 AM)

Complete Date
Time Format. g dammmyy hhomm 2 (01/Jul/02 11:58 AM)

DayMonth/Year \MM/dd/yy
Format g dd/mmmiyy (01/Jul/03)

Edit Time Format
The preview page should show the current time in the new format.

Date/Time Formats Format Example
Time Format hh:mm a 1211 FM
Day Format EEEE hh:mm a Thursday 12:11 PM
Complete Date/Time Format dd/MMMAy hh:mm a 03Julio3 12:11 PM
Day/Month/Year Format MrIddiyy 07103103

Updated date format showing month first

1.3.2. Choosing a default language

1.3.2.1. Overview

Most user-visible pages in JRA are now internationalised. Chinese, Czech, Danish, English,
French, German, Italian, Norweigian, Polish, Portuguese (Brazilian), Russian, Slovak and
Spanish tranglations are available (at time of writing), with more in development.

When JIRA isfirst installed, the default language may be chosen by clicking on aflag:
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Choose Language
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Choose Language

1.3.2.2. Changing the default language
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

LR ADMINISTRATI ON

Link to Administration section
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inistration

or create

Mot Drrtars mr lRoamben

Link to Administration section
3. Click "General Configuration" (under the "Global Settings' subheading on the left).

4. Click "Edit Configuration"”, then select the appropriate language in the drop-down box next to
"Default language”.

Default language: | English (United States) [Default] +

Determines the language which JIRA is displayed in. Only installed languages are shown in
this list.

Editing default language
Any additional languages you have installed will appear in the list.

1.3.2.3. Per-user language selection

Individual users can choose their own language, which will override the default language (see
above).

1.3.2.4. Overriding the default trandations of Issue Types, Resolutions, Statuses and
Priorities

Should you wish, you can easily specify your own trandations for the values of the following
JRA issuefields:

Issue Type

Priority

Status

Resolution

Y our specified translations will override the values specified in the JIRA trandlation.

1.3.3. Configuring the I ssue Navigator

The Issue Navigator is used within JRA to find and filter issues, and to display the search results
in various formats (‘views). It is possible to select which issue fields will be displayed as
columnsin the issue navigator.

JRA administrators can configure which columns appear in the issue navigator by default, for
all users that do not have their persona navigator columns configured. Each authenticated JIRA
user can override these defaults by configuring their own navigator columns to fit their needs.
Note that only users who can see at least one issue in the JIRA installation are able to configure
issue navigator columns.

JRA administrators can also select which views are available in the JIRA system, as views are configurable via plugins.

1.3.3.1. Configuring the default 1ssue Navigator Columns

JRA administrators can configure the default navigator columns by navigating to the
"Administration section" and then choosing "Navigator Columns' from the "Issue Fields' menu
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on the left.

Issue Navigator Columns

The table below shows issue fields in order of appearance in your |ssue Mavigator,
Mote: Mot all the fields below are shown in Issue Mavigator for each issue (eqg custom fields which are only per-project).

O Add New Column: Eiendor Delivery Date »|  Add |

Re-order Columns

The table below contains sample data to show you an example of what your Issue NMavigator will look like using the selected
columns.

se <::' and ﬁ> to rearrange the column order, and [ to remove a column from your list

T

Key Summary Assignee  Reporter Pr Status  Res Created Updated Due

Ty Qo Q0P O QT (DD D QUD D9 D0 @O

(&)

&) &) [e)

GL3A0 fails due

TET-824 to unknown Unassigned | Ken Sylvestre ir :P Open UMRESOLWED | 05/Mowi03 | OSiMow 03
transaction
This is a test )
TaT-828 Bug Unassigned | James Patterson ir i Open UMNRESOLVED | 05/Mowi03 | 0SiMowi03
T5T-827 TEST Unassigned | Cuncan Krehs it :p Open UMRESOLWED | 0S/Mowi03  0S/Mowi03
TST-526 Product Failure | Unassigned | Brant Burkey - E‘ Open UMRESOLWVED | O4/MNowi3 | 04Mowi03

Configure Navigator Columns
To move a column left or right, click on the left-arrow or right-arrow icon that appears under the
column'’s heading.
To remove the column from the lit, click the bin icon which appears under the column's
heading.
To add a column to the list, select the issue field name from the drop-down box titled "Add New
Column" and click the"Add" button. The column will appear as the right-most column in the
list. It isthen possible to position the column where desired using the arrow icons.

If the column order has been modified from the defaults, users can restore the global defaults by
selecting the "Restore Defaults" link (which will appear only if they have modified their issue
navigator from the global defaults). When configuring the global defaults (only availableto
administrators), the link is called "Restore System Defaults', and when clicked restores the
configuration that JIRA ships with by default.

Note:

When configuring navigator columns, a user can only see columns for issue fields that have not
been hidden.

It is possible to add any of the existing custom fields to the navigator column list. When
configuring the navigator columns a user can choose any custom field that they have permissions
to see. That is, any custom field except those that are project-specific and apply only to a project
that the user does not have permissions to browse. Some custom fields, even if selected to be part
of the navigator columns, will not appear in the issue navigator for all issues. For example,
project-specific custom fields will be shown only if the filter has been restricted to that project
only. Issue type custom fields will only appear if the filter has been restricted to that issue type.

When administrators are configuring default navigator columns, their permissions are ignored, so
that they can add a project-specific custom field from a project that they do not have permissions
to browse. The field would never be actually shown to users that do not have permissions to see
it.
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1.3.4. Configuring the Default Dashboar d

The default dashboard is the screen that all JJRA users see the first time they login. Any users
who have not added any dashboard pages as favourites also see the default dashboard.

JRA adlows Administrators to configure the default dashboard. The portlets on the default
dashboard can be re-ordered, switched between the left and right columns, additional portlets can
be added, and some portlets can be configured.

All changes made to the default dashboard will also change the dashboards of all users currently
using the default. However, portlets that users do not have permissions to see will not be
displayed to them. For example, the 'Administration’ portlet, although it may exist in the default
dashboard configuration, will not be visible to non-admin users.

Portlets are the information boxes on the Dashboard. JIRA comes pre-configured with a set of standard dashboard portlets. It is also
possible to develop custom portlets and plug them into JIRA using its flexible plugin system.

1.3.4.1. Adding and Configuring Portlets
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the'Administration' link on the top bar
or the title of the Administration box on the dashboard:

ISSUE QDMINISTHATIDP

Link to Administration section

inistration

ar create

Mata Drrtara mr Foaeben

Link to Administration section

3. Click the 'Default Dashboard' link under 'Global Settings' on the left pane.

4. Thiswill display the ‘Configure Default Dashboard' screen, which consists of two selectable
areas listing the current portlets.

5. If you wish to move and/or configure the existing portlets on the default dashboard, please
see the instructions on using the configuration interface of a dashboard.

6. If youwishto add portlets to the default dashboard, please see the instructions on adding a
portlet to a dashboard.

JRA's default dashboard is limited to only one dashboard page. However, users can add multiple pages to their own dashboards if
they wish.

1.3.5. JIRA Portlets

JRA provides the ability to display summary information on project/issue data through the use
of portlets. Each portlet can be configured to display project and issue details relevant to
particular users. Portlets can be added to the dashboard - providing a central location for quick
access to this information.
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1.3.5.1. Preinstalled portlets

JRA provides a set of standard portlets out-of-the-box:

Portlet

Administration Portlet

Assigned To Me Portlet

Bugzilla ID Search Portlet

Favourite Filters Portlet

Filter Statistics Portlet

2D Filter Statistics Portlet

In Progress Portlet

Introduction Portlet

Project Portlet

Projects Portlet

Project Statistics Portlet

Project Table Portlet

Quick Links Portlet

Road Map Portlet

Saved Filter Portlet

Description

The Administration portlet displays quick links to
administrative functions conveniently on the
dashboard.

The Assigned To Me portlet displays all open
issues in all projects assigned to the current
user viewing the dashboard.

The Bugzilla ID Search portlet allows the user to
search all JIRA issues for references to Bugzilla
IDs.

The Favourite Filters portlet displays a list of all
the issue filters that have currently been added
by you as a favourite filter.

The Filter Statistics portlet displays the collection
of issues returned from a specified filter broken
down by a specified field.

The Two Dimensional Filter Statistics portlet
displays statistical data based on a specified
filter in a configurable table format.

The In Progress portlet displays all issues that
are currently in progress and assigned to the
current user viewing the dashboard.

The Introduction portlet displays a configurable
introduction message on the dashboard.

The Project portlet provides information and
various filters related to a specified project on
the dashboard.

The Projects portlet provides information and
various filters related to all projects within JIRA.

The Project Statistics portlet allows various
per-project statistical data to be displayed on the
dashboard.

The Project Table portlet displays all the project
names in a table in the dashboard.

The Quick Links portlet displays a number of
useful links to issues associated with the current
user. Each link directs the user to the Issue
Navigator, displaying the relevant issues such
as Reported Issues, Voted Issues and Watched
Issues.

The Road Map portlet shows versions which are
due for release within a specified period of time,
and a summary of progress made towards
completing the issues in those versions.

The Saved Filter portlet displays the results of a
specified issue filter on the dashboard.
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Text Portlet The Text portlet displays a configurable HTML
text on the dashboard.

Voted Portlet The Voted Issues portlet shows issues for which
you have voted.

Watched Portlet The Watched Issues portlet shows issues which
you are watching.

1.3.5.2. Extension portlets

Other portlets are available as plugins on the JIRA Extensions site. These plugins include:

Bamboo plugin
Charting plugin
Cdendar plugin
Timesheet plugin

Should you wish to you use these plugins, you need to first install them (using the instructions
provided with each plugin) then enable them.

1.3.5.3. Creating New Portlets

New portlets can be created by writing a Java class, a template and an XML descriptor file,
packaged as a JIRA plugin. See How To Create a JIRA Portlet for more information. Many
sample portlets, including source, are available in the JJRA Extensions space.

1.3.6. Managing JIRA's Plugins

Plugins alow you to customise and extend the functionality of JRA in a variety of ways,
including:

modifying the availability of 'issue operations' links ('Create Issue, etc)

creating new dashboard portlets

creating new reports

creating new types of custom fields

configuring renderers for rich-text fields

customising workflow

JRA ships with a number of preinstalled plugins, and many more are available for download
from the JRA Extensions site. You can aso create your own plugins (please visit the JIRA
Development Hub for details).

Installed JIRA plugins can be enabled or disabled as follows:

1.3.6.1. Enabling a JIRA Plugin
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or thetitle of the Administration box on the dashboard:

ISSUE QDMINISTHATIDF

Link to Administration section
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3. Onthe panel on the left, under the title " System”, click on the link labelled "Plugins’.

inistration

or create

Mata Drrtars s loamben

Link to Administration section

4. Thiswill bring up the Current Plugins page. The page lists all the installed plugins

Current Plugins

Flugins are used to extend the functionality of JIRA in different ways. The JIRA Extension space is a great place to download
extra pluging contributed by the JIRA community.

Installed Plugins

Webwork Plugin

Webwork Plugin

1 rodules.

Description: JIRA's systerm webwork plugin.
Vendor: Atlassian Software Systems Pty Lid

Workflow Plugin

18 modules.

Plugin Version: 1.0
JiraVersion: 3.1

Wiiki Renderar Macros Plugin 0 Digable plugin

2 modules.

lssue Operations Plugin
1 modules.

Custom Field Tyvpes &

Searchers
3 modules.

Fenderer Plugin

4 modules.

FProject Panels Plugin
4 miodules.

Fortlets Plugin

17 modules.

Feports Pludin

4 miodules.

Test webwork Plugin (we biwnrk—te sf)

‘Current Plugins Page

Disahle
module

S. Select the Pl ugin that contains the module you want to enable. (Eg. to enable the Text Portlet,

select 'Portlets Plugin’)
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Installed Plugins Portlets Plugin
Webwrk Plugin Description: JIRA's builtin porlets.
Vendor: Atlassian Software Systems Phy Lid
Warkflow Plugin Plugin Version: 1.0
18 modules. Jira Version: 3.0
Wiki Renderer Macras Plugin | 0 Bisable plugin
2 modules .
Bugzilla (hugzilla) Disahle
Issue Operations Flugin Search by Bugzilla D module
1 modules.
: Show Saved Filter (searchrequest) Disahle
Custom Field Types & Shows the issuesiresults for a saved filter, module
Searchers
33 medules. Projects (projects) Disahle
Fenderer Pludin Displays multiple projects. module
4 modules. Project Table {projecttable) Disable
Project Panels Plugin Shows all project names in a table. miodule
# modules. Voted issues (rrwotes) Disable
Portlets Plugin Shows the issues voted by the current user. module
17 rmodules.
_ Text (text) Enable
Feports Plugin Display any text, formatted as HTML. module
4 modules .
Project Statistics (projectstats) Dizahle
Displays statistics for a project module

Text Portlet Module Disabled

6. Click on'Enable Module next to the Text' portlet. The text portlet should now be enabled as
shown:

Installed Plugins Portlets Plugin
Webuinrk Plugin Description: JIRA's builtin portists.
Vendor: Atlassian Software Svstems Phy Lid
Workflow Flugin Plugin Version: 1.0
18 medules. Jira Version: 3.0
Wiki Renderer Macros Plugin 0 Risahle plugin
8 modules.
Bugzilla (hugzilla) Disahble
lszue Operations Plugin Search by Bugzilla ID module
1 modules.
- Show Saved Filter (zearchreguesh Dizahle
Custam Field Types & Shows the issuesiresults for a saved filter, module
Searchers
33 modules. Projects (projects) Dizable
Renderer Pludin Displays multiple projects. module
& modules. Project Table {projecttable) Disahle
Project Panels Plugin Shows all project names in a table. module
# modules. Voted issues (rryvotes) Disable
Portlets Plugin Shows the issues voted by the current user. module
17 modules. Text (text) Disable
Repaorts Plugin Dizplay any text, formatted as HTML. maodule
4 modules.
Project Statistics (projectstats) Dizahle
Displays statistics for a project module
Text Portlet Module Enabled

1.3.6.2. Disabling a JIRA Plugin
1. Follow the above steps for enabling a plugin, but click 'Disable Modul€' instead.

1.3.7. Dynamic Announcement Banner

Administrators can configure an announcement banner to display pertinent information on all
JRA pages. The banner can be used to relate important information (e.g. scheduled server
maintenance, approaching project deadlines, etc.) to all users. Further, the banner visibility level
can be configured to display to al users or just logged-in users.
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The banner can be configured to contain HTML text.

1.3.7.1. Configure Announcement Banner

Navigate to the JIRA Administration section.

Select the Announcement Banner under the Options & Settings sub-menu.
Enter the required text in the Announcement field.

Select the required visibility level for the banner.

. Click Set Banner.

Depending on the visibilty level selected, the banner will become visible throughout JIRA.

AW R

Edit Announcement Banner

) Here you can set HTML text which will display as a banner in all JIRA pages. The banner will be visible to all JIRA users. This is useful for alerting users of
upcoming system-wide changes.

Announcement. [This is my announcement banner ...

This field accepts htmil, be sure to close all tags.

Wisibility Level: ¢ pyplic - Show to anyone
' Private - Show to logged in users only

Set Banner | Preview Banner |

Configure Announcement Banner

1.3.7.2. Banner Visibility Mode

The announcement banner visibility level can be configured to specify to whom the banner will be
displayed. There are two modes:

« Public - the banner isvisible to everyone
« Private - the banner isvisible to logged-in users only

1.3.8. Logout Confirmation

Administrators can now configure JIRA to prompt users with a confirmation before logging them
out. You can adjust this setting by going to the Administration page and then clicking "General
Configuration” link found under "Options and Settings' on the left pane.

Options
Allow users to vote on issues  ON
Allow users to watch issues  ON
Allow unassigned issues OFF
Cache issues ON
External user management OFF
Logout Confirmation Never

Logout Confirmation Setting is switched off by default
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As shown above, JIRA will never prompt users for logout confirmation by default. To change
this, click on "Edit Configuration".

Logout & mMever O Cookie O Always

Confirmation whether to obtain userfs confirmation when logging out. 'cookie' means prampt for
confirmation if the userwas automatically lagged in (via a cookie)l. Default is'never.

| LIpdate || Cancel |

Logout Confirmation Setting

The "Never" and "Always' settings are self-explanatory. When set to "Cookie", users will only
be prompted if they have logged in using a cookie (ie. checked the box reading "Remember my
login on this computer” before they logged on).

1.4. Email

1.4.1. Email Overview

JRA can send email notifications to users when significant events occur.

1.4.1.1. Enabling Email Notifications

To enable email notificationsin JRA,

1. Configure an SMTP Mail Server.
2. Configure a notification scheme and associate it with the appropriate projects.

It is possible to customise your email content. The email address from which notifications are
sent can also be configured for each project.

1.4.1.2. Disabling Email Notifications

To disable email notifications for a project, you can remove the notification scheme from the
project by editing the project and selecting 'None' as the project's notification scheme.

Alternatively, you can edit the notification scheme so that no emails are sent.

1.4.1.3. Configuring a Project's Email Address
It is possible to configure the project email address that notifications are sent from.

By setting the 'Sender' email address for a project, all notifications will be sent from this address.
This setting is specific to the project selected and will not affect the configuration of the other
projects. The default address specified in the SMTP Mail Server configuration is used as the
default "sender” address for all projects.

The "sender" email address can be configured as follows:

1. From the Administration view, select "Projects” to view all projects. Select the project to be
configured.

2. Select "Edit Configuration” from the "Mail Configuration™ entry in the project detail list.

3. Enter avalid email addressin the "sender" field and click "Confirm" to complete the process.
This email address will now be used as the "sender”" address in al notifications for this
project.
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4. Thedefault email address as specified in the SMTP Mail Server can be reinstated by clicking the
"Reset" button.

This option is not accessible unlessa SMTP Mail Server has been previously configured.

1.4.1.4. Email Recipients

For each event notification, JJRA will only send the first encountered email intended for a recipient.
Hence, in the case where a user is included in two or more recipient lists (e.g. Project Lead and
Current Reporter) for one event notification, the user will only recieve the first encountered email
notification. JIRA will log the fact that this user was on multiple recipient lists.

1.4.1.5. Email HTML Formatting

Each JIRA user can specify in their Profile Preferences whether to send outgoing emails in text or
HTML format; JRA administrators can specify a defaut email format under 'User Defaults in the
Administration menu.

Since Jira3.6.1, the HTML email format was improved to accomodate internationalised words in the
'Issue Details section. However, due to Internet Security Settings, which prevent automatic
download of images, the HTML e-mail may not be correctly formatted. For example, the summary
column on the left may appear too wide. It is possible to correct the formatting by accepting to
download these images. On some e-mail clientsit is possible to do thisin two different ways:

1. per each email
* Mozilla Thunderbird - by clicking on the " Show Images' button above the e-mail
* Microsoft Outlook 2003 - by clicking on the "Click here to download pictures. To help
protect your privacy, Outlook prevented automatic download of some picturesin this
message.” message above the e-mail
* Microsoft Outlook 2000 - does not have this option, it aways downloads images
* Microsoft Outlook Express 6 - by clicking on the " Some pictures have been blocked to help
prevent the sender fromidentifying your computer. Click here to download pictures.”
message above the e-mail
2. configuring the e-mail client
* Mozilla Thunderbird 1.5 - Navigate to Tools -> Options-> Privacy -> General tab and
ensure that " Allow remote images if the sender isin my:" option is checked and note which
address book is selected. Then return to the e-mail sent from JIRA, right-click on the sender's
e-mail address and choose "Add to address book..." option, adding this contact to the same
address book as was selected in the Privacy options
* Microsoft Outlook 2003 and Outlook Express 6 - Navigate to Control Panel -> I nter net
Options. On the Security tab, add JJRA's base URL to the trusted sites

1.4.2. Notification Schemes

JRA can generate email notifications for various events that happen during the issue lifecycle.
Notifications are defined within a notification scheme (see below), which associates particular events
with particular email recipients. The notification scheme is then assigned to a particular project; note
that you can use the same notification scheme for more than one project.

The events which can generate email notifications are:

Issue Created: An issue has been entered into the system.
Issue Updated: An issue has had its details changed.
Issue Assigned: An issue has been assigned to a new user.
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Issue Resolved: An issue has been resolved (usually after being
worked on and fixed).

Issue Closed: An issue has been closed. (Note that an issue
may be closed without being resolved; see
Statuses).

Issue Commented: An issue has had a comment added to it.

Issue Comment Edited: An issue's comment has been modified.

Issue Reopened: An issue has been re-opened.

Issue Deleted: An issue has been deleted.

Issue Moved: An issue has been moved into this project.

Work Logged On Issue: An issue has had hours logged against it (i.e. a
worklog has been added).

Work Started On Issue: The Assignee has started working on an issue.

Work Stopped On Issue: The Assignee has stopped working on an issue.

Issue Worklog Updated: An entry in an issue's worklog has been
modified.

Issue Worklog Deleted: An entry in an issue's worklog has been deleted.

Generic Event: The exact nature of this event depends on the
workflow transition(s) from it was fired.

Custom Event(s): The exact nature of these events depends on
the workflow transition(s) from which they were
fired.

Note that email notifications will only be sent to people who have permission to view the
relevant issue — that is, people who:

» havethe 'Browse Project' permission for the project to which the issue belongs; and
« aremembers of any Issue security levels that have been applied to the issue.

Also note that JRA can only send email notifications if SMTP email has been enabled (see
Email Overview).

1.4.2.1. Creating a Notification Scheme
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or thetitle of the Administration box on the dashboard:

ISSUE QDMINISTHATIDF

Link to Administration section

Proje Viewat or create

Mot Drrtars o loamben

Link to Administration section
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3. Onthe panel on the left, under thetitle " Schemes®, click on the link labelled "Notification
Schemes".

¥ Schemes

O lssue Security Schemes
O motification Schemes

O Permission Schemes
O Workflow Schemes

O Scheme Tools

View Notification Schemes

4. Thiswill display the "Notification Schemes' page. This page lists all of the notification schemes
that JIRA currently has. Click on the "Add Notification Scheme" link.

5. Inthe"Add Notification Scheme" form, enter a name for the notification scheme, and a short
description of the scheme. Click on the "Add" button.

6. You arethen shown the "Edit Notifications' page. This page lists al of the above mentioned
issue life cycle events, along with whom should be notified. It is currently empty.

7. Click on the"Add" link in the appropriate life cycle event row.

Edit Motifications — Custom Notification Scheme

ion this page yvou can edit the notifications for the "Costom Motification Scheme" notification
scheme.

0O Add notification
0O Wiew all notification schemes

Bwent Motifications Operations
Issue Created (5yztem) O Add
Issue Updated isystem) 0O Add
Issue Assigned (System) 0O Add
Issue Resolved 5y ztem) 0O Add
Issue Closed (5ystem) 0O Add
Issue Commented (5ystem) 0O Add
Issue Reopened (5ystem) 0O Add
Issue Deleted (5ystem) O Add
Issue Moved (5ystem) 0O Add
Work Logged On Issue (Syvstem) 0O Add
Work Started On Issue (5ystem) 0O Add
Work Stopped On Issue (System) 0O Add
Generic Bvent 15y =stem) 0O Add
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Editing a new notification scheme
8. Thiswill display the "Add New Notification" page. Here you can choose who to notify, from

the list of alternatives.

Add Notification

Motification Scheme: Default Motification Scheme

Please select the type of Motification vou wish to add to scheme:

Choose a group A

Choose a projectrole
Motifications will be sent only for public issues.
Fubliz issues are issueswhich have a Permission

scheme that gives the "Brovse Projects
permizzion to "Anyvone'lany non-logged-in users).

Choose a custom field

Group Custom | choose a custom field s

Events: | |ssue Created ~ O Gurrent
Issue Commented Assignes
Issue Moved 3 Reporter
lssue Reopened g
Wiork Started On Issue () Current User
Wiinrk Stopped On lssue )

Issue Deleted ~ O ProjectLead
(Select the notifications that vou want to aszign) ("". Component
"~ Lead
() Single User
) Group
® FProjectRole
(7 Single Ermnail
Address
O All'Wwatchers
(O UserCustom
Field Walue
(‘_‘;.
Field Walue

Adding a notification to a scheme

Where:

» Current Assigneeisthe user assigned to the issue.
» Current Reporter isthe user who originally created the issue

» Current User isthe user who performed the action triggering the event in question.
* Single Email Addressisany email address that you wish to aert.

A Single Email Address notification will only be sent if the issue is publically viewable (as the email address of a non-JIRA user
could be specified, in which case a security check is not possible). Publically viewable issues are issues which have a Permission
scheme that gives the '‘Browse Projects permission to 'Anyone’ (any non-logged-in users).

* User Custom Field Value is any custom field value of type User Picker or Multi User
Picker that may have been associated with issues. An example of where this can be
useful, you have a custom User field called Tester, you have the tester notified when an

issueis resolved.

* (therest are hopefully self-evident)

Note that project roles are useful for defining specific team members for each project.
Referencing project roles (rather than groups) in your notifications can help you minimise the

number of notification schemesin your system.

After selecting the appropriate option, and filling in any required information for that option,

click the"Add" button.

10.You will be taken back to the "Edit Notifications' page, with the notification you just
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specified now listed against the appropriate issue life cycle event.
11. Repeat steps 7 through 11 until you have specified all the notifications you want to happen.
12.If you make a mistake, or you would like to remove who is being notified, smply do so by
clicking on the "delete" link beside the person/group/role.

1.4.2.2. Assigning a Notification Scheme to a Project
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration' link on the top bar or
the title of the Administration box on the dashboard:

ISSUE ﬂDI‘.ﬂIHISTHATIDP

Link to Administration section

Proje Vieweat or create

Mot Drmtmrs mr bFosemben

Link to Administration section

3. A list of projectsis displayed

Administration

Below is the list of all projects for this installation of JIRA. 1 projects are available.

O Add Project
Name Key URL Project Lead Default Assignee Operations
Test Project TET Mo LIRL Administrator Project Lead Yiew | Edit| Delete

List of Projects
4. Select the project you want by clicking on the project name. Thiswill display the project details
5. Click on the "select scheme” link beside the Notification Scheme caption.

Project: JIRA

Key: JRA
URL: hitp:ttwanniy. atlassian.comisoftwareljira
Lead: Mike Cannon-Brookes
Motificati :
ermission Scheme: Default Permission Scheme ( select schemepedit permissiong )
Issue :
Project Categony: Mone ( select project categor )

Edit Project | Delete Project
Project Details

6. Thiswill bri ng up alist of notification schemes. Select the notification scheme that you want to
associate with this project.

7. Click the"Associate”" button to associate the project with the notification scheme.
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See also Minimising the number of Permission Schemes and Notification Schemes.

1.4.3. Customising email content

JRA generates emails in reaction to events using a templating engine. The templating engine is
Apache Jakarta's Velocity. Thisis arelatively easy to use templating language that can pull apart
java objects in useful ways. The mails are generated inside JIRA by invoking Velocity with a set
of objects of relevance to the event.

To customise email content, please follow this procedure.

1. Open up your JRA distribution, and navigate to the following paths:

* Standalone: atlassian-jira-2.0\atlassian-jira WEB-INF\classes\templ ates\email\
» Source: jirasrc\etc\javaltemplates\email\
*  WAR: webapp\WEB-INF\classes\templ ates\email\

2. Under thisdirectory there are two directories, html and text. The html subdirectory contains
the templates used to create emailsin html, while the text directory the plain text mail outs.
The templates are named after the event that will trigger the email.

3. Bring the template up in your favourite text editor. Referring to the JIRA template
documentation and Velocity Users Guide, make the customisations you want.

4. Restart JRA.

See also Adding Custom Fields to Email.

1.4.4. Creating Issues and Comments from Email

JRA can be configured to automatically create issues or comments based on incoming emails.
This is especially useful in a helpdesk or support scenario, where users send support queries via
email, which you wish to track with JRA. Subsequent emails about the issue, for example
responses to Email Notifications, can be automatically recorded as comments. Additionally, any
attachments in the emails can be automatically attached to the issue (with appropriate

configuration).

To set up issue and comment creation via email, you will need to create a mail account on your
server (usually one mail account for each project). For example, for the 'ABC' project, you might
establish an account abc-i ssues@our conpany. com This mail box should be accessible
via POP, IMAP, or on the local filesystem. JRA will periodically scan this mail box, and
appropriately create issues or comments for any emails it finds, and — optionally — create new
user accounts for senders not previously seen (note that this is not possible if you are using
External User Management).

Once you have established a mail account, here is how to configure JIRA to periodically scan it
(POP access assumed):

1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or the title of the Administration box on the dashboard:

ISSUE ﬂDI"."IIHISTH.ATIUP

Link to Administration section
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Link to Administration section

On the panel on the left, under thetitle "Global Settings®, click on the link labelled "Mail
Servers'.
Click on the "Configure new POP mail server” link.

Thiswill bring up the "Add POP Mail Server" page.

Add POP Mail Server

lIse this page to add a new POP sener for JIRA to retrieve mail fram.

Mame: [issuesi@example.com

The name of thizs senverwithin JIRA.

Description: |Ermail Issue creation

HastMame: |majl example.com

The host name of ywour POF senver.

Username: |izsues

The username used to authenticate your POP account.

Fasswoard: |

The pasamard far wour POP account.

Add Cancel
Add pop server

Fill in asfollows:

* Name: put a short descriptive name, possibly just the email address that will be collected by
this service

» Description: put ashort phrase that describes this service, probably 'Email I1ssue
Creation/Comments for <Project>".

* Hostname: put the name of your POP server

* Username and Passwor d use the email account details as created in step 1.

Note that the use of SSL is specified later in the service, not herein the Mail Server.

If you need to set a non-standard port, thiswill need to be done by setting a

- Dmai | . pop3. port =<port > property (instead of pop3 you can specify pop3s, i map or
i maps). See JRA-11037 for more on this.

This should bring you back to the Email Servers page, where you should see a new POP server
listed. You can edit and delete this server here.

On the panel on the left, under thetitle " System”, click on the link labelled " Services'.

Thiswill bring up the "Services' page. It lists the current services running on this system. On a
vanilla system there should be one service running - Mail Queue Service. Y ou cannot delete the
Mail Queue Service. Additionally, if you have enabled the option to automatically backup
JRA's data, you will also see the Backup Service listed here too.

Fill inthe"Add Service" form asfollows:
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Services
Delay
Name / Class Properties (mins)
Mail Queue Service 1 Edit

com.atlassian jira.service. services.mail MailQueua Service

Add Service

Add a new service by entering a name and class below. You can then edit it o set properties.

Name: |Create/Commen} Service - ABC

Class: |oom.atlassian.jira.aewiﬁe.servi{:es.pop.F'opSewic:e
* Built-in Semvices

Backup service

Create issues from POP

Create issues from IMAP

Create issues issues from local files
Debugging service

Delay: |1
Dwalay between running tima, in minutes.
Add Service |
Add service

For Name enter a descriptive name, eg "Create |ssue/Comment Service for <Project>". For
Class, select the appropriate option presented in the drop down list, or enter
com.atlassian.jira.service.services.pop.PopService, and the Delay is best |eft as 1 minute.
Click Add Service.

10. Thiswill bri ng up the "Edit Service" screen to configure the service.

Edit Service : Create/Comment Service - ABC

Instructions:
Enter text values for service properties below. Any empty fields will be setto NULL in the Service's initialisation.

Handler: |Create Or Comment Handler  »|

Handler parameters: |project=JRAl issuetype=1, catchemail=foo@e

Forward Email: Pdmin@emmple-mm

Uses S5L: | jo SSL ;I

Server; Iissues@exﬂmple.mm |

You can also adjust the delay period of this service. Mote that if you adjust this delay, the service will be restarted.

Delay: |1
Delay - in minutes

Update | Cancel |

Editing a service
For Handler, select "Create Or Comment Handler" from the drop down box. Set Handler
parameters to something like:
proj ect =JRA, issuetype=1, createusers=true, bul k=forward
Further details on the handler parameter s are available below.
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If you choose to connect over SSL, you will need to import and verify the server's SSL key
before JRA will be able to connect. See Connecting to SSL_Services for more information.

The Forward Email parameter specifies an email address to which error notifications and
(optionally) unhandled emails can be forwarded (see "bulk" parameter below). Any unhandled
mails or failures encountered in this process are logged and forwarded in an email to this
address.

Click the "update" button and the service will be in effect.

1.4.4.1. | ssue/Comment Creation

JRA examines the email subject and the in-reply-to message for an existing issue reference to
determine whether a new issue or comment should be created. A new issue is created if an existing
issue reference is not found - otherwise, acomment is added to the issue referenced in the email. The
email to foo@atlassian.com will be processed as follows:

+ Issue Creation:

* The subject of the email will become the issue summary.

* Thebody of the email will be the issue description.

* A bug (since issue type has been set to 1 in this example) will now be created for project
"JRA" with the above information.

* Any attachments to the email will become attachments to the issue (assuming attachments
have been enabled in JIRA). Note that, to ensure compatibility with various operating
systems, any of the following charactersin the filename will be replaced with an underscore
character:\,/,", %, :,$, 2, *, <, |, >.

e Comment Creation:

* Thebody of the email will become a comment on the issue

* Any attachments to the email will become attachments to the issue (assuming attachments
have been enabled in JIRA)

The Subject of the email becomes the issue summary. As al issues require a summary, each email intended for issue creation should
include a Subj ect.

1.4.4.2. Handler Parameters
project parameter isthe project key.

The project parameter is only relevant for issue creation, not for issue commenting. If an email contains an issue key in the email subject,
and that issue existsin the JIRA instance, the handler will add the email as acomment on the issue, regardless of which project theissueis
in.

These are the numbers associated with the default issue types:

Bug: i ssuet ype=1

New Feature: i ssuet ype=2
Task: i ssuet ype=3
Improvement: i ssuet ype=4
Sub-task: i ssuet ype=5

Y ou can use the method described here to determine what numbers are mapped to your issue types.

Besides project and issuetype, the following parameters are allowed:
createusers
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If createusers is set to true, people who don't currently have an account in JIRA will
have it created for them. In JIRA Enterprise, this allows the creator to be notified of
subsequent updates to the issue, by configuring the notification scheme to notify the
'Reporter’ of updates.

reporterusername

This sets which user will be the "reporter” of created issues, for emails whose sender
does not match that of an existing user. Normally JIRA will ignore emails from
addresses not matching an existing user. For instance, to allow anonymous users to
create issues via email, you can create an anonymous user or dummy account on
JIRA and set the reporterusername to point to this account. When the
"reporterusername” parameter is specified, the "from" address of the email is added
at the end of the comment of the issue, so you can identify the sender.

notifyusers

This parameter is only used if createusers is set to true. If notifyusers is set to false
they will not receive a notification that their account has been created via email. The
default value is true to preserve the behaviour before this parameter was added.
ccassignee

If the To, Cc, or Bcc field of an email contains the address of a user already present
in JIRA, then by default JIRA will assign the issue created from the email to that
user. JIRA will attempt to assign the issue to a user from the To field first, then the
Cc field and finally the Bcc field, if it cannot find a match in the To or Cc fields. If you
do not wish JIRA to automatically assign issues in this way, then set ccassignee to
false.

bulk

This parameter determines how to handle "bulk” emails (those sent by an automated
service, notably JIRA itself), indicated by a "Predecence: bulk" header or an
"Auto-Submitted" header that is not set to "no". Possible values are:

1. ignore - Ignore the email and do nothing

2. forward - Forward the email to the address set in the "Forward Email” text field

3. delete - Delete the email permanently

It is generally a good idea to set bulk=forward and set a Forward Email address, to
prevent mail loops between JIRA and another automated service (eg. another JIRA
installation).

catchemail

This causes JIRA to only process emails sent to the specified email address. All
other emails are ignored. This is useful if you have multiple aliases for the same
email Inbox, eg. f 0o- support @xanpl e. comand bar - support @xanpl e. com
aliases for support @xanpl e. com and you want one email service each, eg. to
create issues in FOO and BAR projects respectively. Please note that this
parameter is rarely useful, and should not be confused with the more common
reporterusername.

Y ou can only specify one catch email address and one issue type per listener.

1.4.4.3. Other Handlers

For more information on other handlers that are shipped with JIRA please refer to this document.

1.4.4.4. Email preprocessing

For production use, we recommend that you set up the following email preprocessing:

Ensure mail is sent to a backup folder, so thereis arecord of what JIRA processed.
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If the POP box contains email repliesto JRA notifications, set up rulesfiltering out email
auto-replies and bounces.

If you do not do this, there is a strong possibility of mail loops between JIRA and autoresponders
like vacation scripts. JIRA sets a'Precedence:bulk’ header (unless you've disabled this) and an
'Auto-Submitted' header on outgoing email, but some autoresponders ignore it.

Thereis no bulletproof way of detecting whether an email is a bounce or autoreply. The
following rules (in procmail format) will detect most autoreplies:

AFrom . *mai |l er - daenon@

NAut o- Submi tt ed: . aut o-

AContent - Type:\ nmultipart/report;\ report-type=delivery-status

ASubject:\ Delivery\ Status\ Notification

ASubj ect:\ Undeliverabl e

ASubj ect: Returned Mail:

AFrom\ System Admi nistrator

“Precedence:\ auto_reply

ASubj ect: . *autoreply

ASubj ect:.*Account\ signup

Even with these rules, you may encounter autoreplies with nothing in the headers to distinguish it
from aregular mail, In these cases you will just need to manually update the filters to exclude

that sender.

Set up afilter to catch email with huge attachments. JIRA uses the standard JavaMail library to
parse email, and it quickly runs out of memory on large attachments (eg. > 50Mb given 512Mb
heap). Asthe unhandled mail isn't deleted, it will be reprocessed (causing another
OutOfMemoryError) each time the mail service runs.

In practice this problem is rarely seen, because most mail servers are configured to not accept
email with huge attachments. Unless you're sure yours won't pass a huge attachment on to JIRA,
it is best to configure afilter to prevent JIRA encountering any huge attachments.

» Set up spam filtering rules, so JRA is not having to process (and possibly create issues from)
spam.

1.4.4.5. Troubleshooting

A useful tip for debugging mail-related problems in JRA is to set the - Dnai | . debug=t r ue
property on startup. This will cause protocol-level details of JRA's email interactions to be logged.
Additionally, turning up JRA's log level will show when the service is running and how mails are
processed.

If you find some incoming emails simply disappear, check that you haven't accidentally started a
second copy of JRA (eg. in a staging environment) which is downloading and deleting mails. See
the Restoring Data page for flags you should set to prevent mail being processed.

If you receive email with non-ASCII attachment names, particularly from Thunderbird users, you
will need to configure JavaMail to support RFC 2231-encoded attachments. See JRA-12525 for
details.

1.4.4.6. Additional Resour ces

e Creating comments and issues via email tutorial video — Watch this short tutoria video to see
how to create a comments and issues in JIRA viaemail. Please note the JIRA version and JIRA
edition of the tutorial video before watching.

1.4.5. Configuring JIRA to send SMTP mail

To enable JRA to send notifications about various events, you need to first configure JIRA to send
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SMTP email.

1.45.1. 1. Definethe SMTP Mail Server
1. Loginasauser withthe'JIRA System Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration' link on the top bar
or the title of the Administration box on the dashboard:

ISSUE QDMINISTHATIDP

Link to Administration section

Proje iewiad or create

Mata Drrtara mr Foaeben

Link to Administration section

3. Click "Mail Servers' in the left-hand column (under "Global Settings").
4. Click "Configure new SMTP mail server".
5. Thiswill display the"Add SMTP Mail Server" screen. Complete the top section as follows:

Name An arbitrary name to associate with this email
server configuration

Description (Optional) Email server description

From address The email address that outgoing mails will
appear to have come from (unless overridden
per project in JIRA Enterprise).

Note that this is just the address part
("ra@company.com”). JIRA will use it in
constructing the full From header based on the
current user ("Joe Bloggs (JIRA)
<jira@company.com>").

To change the From header, go to the
"Administration”  menu, select "General
Configuration" (under "Global Settings") and edit
the Email From Header field.

Email prefix The subject of emails sent from this server will
use this string as a prefix. This is useful for your
users so that they can filter their email.
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Add SMTP Mail Server

Use this page to add a new SMTP mail server. This server will be used to send all outgoing mail
from JIRA.

* Name: |

The narme of this server within JIRA.

Description: I

* From address:

The default address this server will use to send ermails from.

* Email prefix:
This prefix will be prepended to all outgoing email subjects.

Server Details
Enter either the host name of your SMTP server or the JNDI location of a javax.mail Session
object to use.

SMTP Host
Host Mame:
The SMTP host narme of your mail server.
SMTP Port: I
Optional - SMTP port nurmiber to use. Leave blank for default (default: 25).
Username: I
Optional - if you use authenticated SMTP to send email, enter your username.
Password: I
Optional - as above, enter your password if vou use authenticated SMTP.
OR

JNDI Location
JMDI Location:

The JMDI location of a javax.mail. Session object, setup by your application server.

Add | Cancel |

Adding an SMTP mail server in JIRA

1.4.5.2. 2. Specify the Host Name or JNDI L ocation

The second part of the screen specifies the Server Details of the SMTP server to which JRA will
send mail. There are two ways you can do this. Either:

» specify the Host Name of your mail server;
or:
o specify the INDI Location — that is, use INDI to look up amail server that you have
preconfigured in your application server. This has the following advantages:
» Better security: the mail details are not available to JJIRA administrators through the JJRA
administration interface, and are not stored in JIRA backup files.
* More SMTP options: if you want to use SMTP over SSL (see below), you will need to use
JNDI.
» Centralised management: mail details are configured in the same place as database details,
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and may be configured through your application server administration tools.

To specify the Host Name,
Most people configure SMTP details directly in JIRA. The form fields are as follows:

Host Name Hostname or IP address of your SMTP server.
Eg. mai | . your conpany. com

SMTP Port The SMTP port, usually 25

Username Username to connect as, if your SMTP host

requires authentication. (Most company servers
require authentication to relay mail to non-local
users.)

Password Password for username (if required by your
SMTP host).

If your server's startup script uses the "-Dmail" system properties (e.g. "mail.smtp.host" or "mail.smtp.port"), they will override
the settings that you specify in the above form. Additionally, if necessary you can manually specify the host name that JIRA reports
itself asto the SMTP server by setting -Dmail.smtp.localhost

Once done, click 'Update’ and then "Send a Test Email" to test the connection details.

To specify and configurea JNDI L ocation,

As an aternative to specifying mail details directly in JRA, you can configure them in your
application server, and then look up a preconfigured mail session via JNDI.

Complete the following form field

JNDI Location The JNDI location of a javax.mail.MailSession
object to use when sending email.

The JNDI Location will depend on your application server and configuration. For example, in
Tomcat 5.5 (the default application server that is bundled with JRA Standalone), your JNDI
Location would be java:comp/env/mail/JiraMailServer, and you would add the following
sectioninconf/ server . xm , inside the <Context> node:

<Cont ext path="" docBase="${catal i na. hone}/atl assi an-jira" rel oadabl e="fal se">

<Resource nane="rmail/JiraMail Server"
aut h="Cont ai ner"
type="j avax. mai | . Sessi on"
mai | . st p. host ="nmai | . your conpany. cont
mai | . st p. port ="25"
mai | . transport. protocol ="snt p"
mai | . snt p. aut h="true"
mai | . snt p. user="jirauser"
passwor d="mypasswor d"
/>

</ Cont ext >

Or if you don't require authentication (e.g. if you are sending via localhost, or only internally
within the company):

<Cont ext pat h="" docBase="${catalina. hone}/atlassian-jira" rel oadabl e="fal se">
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<Resource nane="nmail/JiraMil Server"
aut h="Cont ai ner"
type="j avax. mai | . Sessi on"
mai | . st p. host ="1 ocal host"
mai | . snt p. port="25"
?ail.transport.protocol:"sntp"

>

</ Cont ext >

The format for other application servers will be similar. For details please see the Transaction
Factory documentation.

If you have problems connecting, add a mail.debug="true" parameter, which will let you see
SMTP-level details when testing the connection.

You will also need to ensure that the JavaMail classes are present in your application server's
classpath, and do not conflict with JIRA's copy. Most J2EE application servers (eg. JBoss, Orion,
Weblogic, Websphere) come with JavaMail, and this may conflict with JIRA's copy, resulting in
errors like:

j ava. | ang. NoC assDef FoundError: javax/ mail/Authenti cator

or:

java.lang. |11 egal Argunent Exception: Mil server at l|location [java:conp/env/mil/JiraMil Se

of required type javax.mail.Session

To fix this, remove VEB- I NF/ | i b/javamail-1.3.2.jar and
VEEB- | NF/ |'i b/ activation-1.0. 2.jar fromthe JRA webapp.

Lighter app servers (Tomcat, Resin, Jetty (but not JettyPlus)) do not come with JavaMail. For
these, you should move VEB- I NF/lib/javamail-1.3.2.jar and
VEB- | NF/ I'i b/activation-1.0.2.jar into the application server's lib/ directory, eg.
comon/ | i b/ for Tomcat. This is necessary because the application server is establishing the
SMTP connection, not JIRA, and the application server won't see the jarsin JIRA's classloader.

SMTP over SSL

Y ou can encrypt email communications between JRA and your mail server via SSL, provided your
mail server supports SSL.

To do this, edit your mail server connection properties and specify starttls and
SSLSocket Fact ory, eg.:

<Resource name="mail/ Gmi | Snt pServer"
aut h="Cont ai ner"
type="j avax. mai | . Sessi on"
mal | . snt p. host ="smnt p. gnai | . cont
mai | . snt p. port ="465"
mai | . snt p. aut h="true"
mai | . snt p. user =" myuser name@nmai | . cont’
passwor d=" nypasswor d"
mai | . sntp.starttls. enabl e="true"
, mai | . snt p. socket Factory. cl ass="j avax. net . ssl . SSLSocket Fact or y"
>

Please note that there is a known bug in some versions of Tomcat 5.5.x (please see JRA-12180).

Additionally, as you are connecting to an SSL service, you will need to import the SMTP server
certificate into a Java keystore. The process is described on the Connecting to SSL_Services page.

For example, on Linux, you could import a certificate as follows:

$JAVA HOVE/ jrel/ bin/ keytool -inport -alias jiramailserver -keystore ~/.keystore -file /etc
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Enter keystore password: changeit
Owner: O=At| assi an, L=Sydney, ST=NSW C=AU
| ssuer: O=Atl assian, L=Sydney, ST=NSW C=AU
Serial nunber: O
Valid from Wd Dec 29 13:02:52 EST 2004 until: Sat May 15 12:02:52 EST 2032
Certificate fingerprints:
MD5:  91: EC: 6E: EA: 73: 7A: 7C: 4F: 88: 92: A2: AO0: 2B: F7: BC. CC
SHA1: D8: 7C:. 09: 8A: 8D: D8: 7D: 59: C2: 28: 2A: 09: 85: 90: 82: 46: 78: 06: 38: D5
Trust this certificate? [no]: vyes
Certificate was added to keystore
Y ou would also need to tell Tomcat where the keystore file is located by adding the following to

bi n/ set env. sh:
export JAVA OPTS="-D avax. net.ssl.trust St ore=$HOVE/ . keyst or e"

1.5. User Management
1.5.1. Managing Users

1.5.1.1. Viewing Users

Toview alist of JRA users:
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or the title of the Administration box on the dashboard:

ISSUE ﬂDMIHISTHATIDP

Link to Administration section

inistration

or create

Mt Drmtmrs mr bFosemlen

Link to Administration section

3. Select User Browser from the Users, Groups & Roles section of the administration menu.
Thiswill display the User Browser screen:
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User Browser

The User Browser allows you to browse all the users in the system. Filters allow you to limit the users thatvou see.

OAdd User
Displaying users 1103 of 3. (Rezet Fitter)

Users Per Page: | 20 |+ Email Contains:

In Group:

Username  Email Full Name Groups
admin admin@mycampany com Adrministratar jira-administratars
jira-developers

jira-users
marym AN Emy Company. com Mary Manager ¥E Developers

jira-users

sallyy Sallyu@mycompany.com Sally Liser jira-users
HE Developers

User Browser

Operations

Groups | Project Roles | Edit| Delete

Groups | Project Roles | Edit| Delete

Groups | Project Roles | Edit | Delete

4. Torestrict thelist of users shown in the User Browser, use the Filter form at the top of the User
Browser. Specifying (part of) the user's email and/or group, then clicking the Filter button, will
reduce the list to only those users who match those criteria.

1.5.1.2. Adding a User

1. Openthe User Browser (see'Viewing Users above) and click the Add User link.
2. Thiswill display the Create New User form. Enter the User name (note that a user's User name
cannot be changed once the user is created), Password, Full Name and Email Address; and
(optionally) tick the box to send the user an email containing their account details. Then click the

Create button.

Users can also be created via:
- Signup — see "Enabling Public Signup"

- Email — e.g. you can use the Createl ssueHandler (see " Services") to have JRA create a user based on the sender's email address.

If you have a user limited license (e.g. personal license) and have reached your user limit, any further users added will not have

permission to log into JIRA.

1.5.1.3. Assigning a User to a Group

When a user is created, they will be added to any groups that are set up to have new users

automatically added to them.

To change a user's group membership:

1. Locatethe user in the User Browser (see 'Viewing Users above) and click the Groupslink in

the Oper ations column.

2. Thiswill display two lists; the one on the |eft shows all available groups, and the one on the right
shows all groups to which the user currently belongs. Use the Join and L eave buttons to add the

user to or remove them from your selected group.

If you have a user limited license (e.g. personal license) and have reached your user limit, you will not be able to assign any further users
to groups with login permissions (i.e. jira-users permission) without first reducing the number of users with login permissions.
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1.5.1.4. Assigning a User to a Project Role

Assigning a user to a project role enables them to fulfil a particular function in a particular
project.

To view a user's project role membership, locate the user in the User Browser (see 'Viewing
Users above) and click the Project Roles link in the Operations column. This will display a
table showing all the projects and project roles that exist in JIRA, and the user's current project
role membership for each project:

View Project Roles for User: Mary Smith

This screen shows the project rale membership far user Mary Smith. To addiremaove the user fram a project rale
click the Edit Project Raoles link.

f_'\. - Useris a direct member of the project role.
L'.'l - Useris not a member ofthe project rale.

%- A group name (shown in brackets) indicates that the group is a member ofthe project role, and the useris a
mermber of the group; so the user is an indirect member ofthe project role.

ﬂm. % Llzer iz a direct and indirect member of the project role.

(01 Edit Project Roles

== Return to viewing user 'Mary Smith'

Project Administrators Developers Users

Uncategorised

Projects
ABC f_"n. L.'l %{iira-uaera}
DEF i.'} i.'} f_'\-.% (jira-users)

User's Project Role Membership
E.g. this screenshot shows that, for the ABC project:

 Mary isamember of the 'Administrators project role.

* Mary isnot amember of the 'Developers project role.

e Mary isindirectly amember of the 'Users project role, through being a member of the
'Jiracusers group.

(Also note that, for the DEF project, May is both a direct and an indirect member of the 'Users

project role.)

Click the Edit Project Roles button. The check-boxes will then be available for you to tick (to
add the user to a project role) or un-tick (to remove the user from a project role).

1.5.1.5. Changing a User's Name or Email Address

1. Locatethe user inthe User Browser (see'Viewing Users above) and click their Edit link in
the Oper ations column.

2. Thisdisplays aform where you can change the user's Full Name or Email Address. Click
Update to confirm the change.

1.5.1.6. Changing a User's Password

Page 34


http://www.atlassian.com/software/jira/docs/latest/project_role_management.html

JIRA Administrator's Guide

1. Locatethe user in the User Browser (see 'Viewing Users above) and click their Username.

2. Thisdisplaysthe user's details, below which are several links. Click the Set Password link.

3. Thisdisplaysthe Set Passwor dscreen. Enter and confirm the new password; then click the
Update button.

1.5.1.7. Adding a Property to a User

A 'Property’ is an extra piece of information that you can store regarding a user. A Property consists
of a Key of your choice (eg. 'Phone number’, 'Location’) plus a corresponding Value (eg. '987 654
3210, 'Level Three).

To create anew Property for a user:

1. Locatetheuser inthe User Browser (see'Viewing Users above) and click their Username.

2. This displays the user's details, below which are several links. Click the Edit Propertieslink.

User: Mary Manager
Username: marym

Full Name: Mary Manager
Email: manym@mycompany. com

Groups:
O #vZ Developers
Ojira-users

Properties:
O FPhone number =987 654 3210

View Public Profiled Edit Properties)| Edit Groups | View Project Roles | Edit Details | Set Password | Delete User

User Properties
3. This displaysthe Edit User Properties screen, showing any previously-created properties:

Edit User Properties: Mary Manager

The helow farm will allow yau to edit specific properies for Mary Manager.
The tahle below shows the existing properies ofthe user.

O View Usel

Hey Value Operations
Fhone number 057 654 310 Edit| Delete

Add User Property

(Example: Key = favourite colour, Walue = blug)

key. |Location

value: |Level Three

Add

User Properties
4. Enter the new Key and its Value, then click the Add button.
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1.5.1.8. Deleting a User

Rather than deleting a user, it is recommended to disable their account by removing them from all groups (see 'Assigning a User to a
Group', above). This prevents the user's account from being used. It is still important to reassign any issues assigned to that user, but
there is no need to modify the 'Reporter' as described below.

To delete a user,

1. Locatethe user inthe User Browser (see'Viewing Users above) and click the Deletelink in
the Oper ations column.

2. The confirmation screen that follows will summarise any involvement of that user in the
system by showing current issues assigned to and reported by that user, etc. These
connections between the user and other parts of the system may prevent the deletion of that
user. For example, attempting to delete a user called bob results in the following screen,
which prevents deletion due to the presence of 10 assigned issues:

Delete User: user10-dev

This user cannot be deleted at this time because there are issues assigned to them, they have reported issues, or they are currently the

lead of a project.

Please note that any components with this user set as the lead will have the component lead set to empty when the user is deleted.
Shared Filters: 2

Others' Favourite Filters: 1
{Mumber of this user's filters that other users have nominated ss favourites)

Shared Dashboards: 1

Others’ Favourite Dashboards: 1
{Mumber of this user's deshbosrds that other users have nominsted ss favourites)

Assigned Issues:

|[FE ]

Reported Issues:

Deletion Prevented

Aswell asreassigning any issues, you may need to bulk-edit the issues created by the user
and change the 'Reporter' to someone else. You'll need the 'Modify Reporter' permission to do
this.

3. If there are no issues assigned to, or reported by the user, the confirmation screen will display
a Delete button; click this to proceed with the deletion.

Please note that the filters and dashboards of a user will be deleted when the user is deleted, regardless of whether the filters or
dashboards are shared with other users.

If you are using External User Management, you will not be able to create, edit or delete users from within JIRA; but you can still
assign users to project roles, and create/edit/del ete user properties.

1.5.2. Managing groups

A JIRA group is a convenient way to manage a collection of users. Users can belong to many
groups. Groups are used throughout JIRA; for example, they can:

» begranted globa permissions.

e beused in project permission schemes.
e beused in email notification schemes.
e beused inissue security levels.
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be given access to issuefilters (in JIRA Professional and Enterprise editions).
be given access to dashboards (in JIRA Professional and Enterprise editions).
be used in workflow conditions (in JIRA Professional and Enterprise editions).

belong to project roles*.

*Project roles are somewhat similar to groups, the main difference being that group membership is
global whereas project role membership is project-specific.

1.5.2.1. JIRA's default groups
When you install JIRA, three groups are automatically created:

jira-administrators— typically contains people who are JIRA system administrators. By

default, this group:

* isamember of the'Administrators project role.

* hasthe'JIRA Administrators and the 'JIRA System Administrators global permissions.
(Note: if you need to give these permissions to separate people, you will need to create an
additional group and grant the permissions separately, as described in 'About 'JIRA System
Administrators’ and 'JIRA Administrators”.)

jira-developers— typically contains people who perform work on issues. By default, this

group:

* isamember of the 'Developers project role.

* hasthe'Browse Users, 'Create Shared Filter' and ‘M anage Group Filter Subscriptions
global permissions.

jira-users— typically contains every JIRA user in your system. By default, this group:

* isamember of the 'Users project role.

* hasthe'JIRA Users and '‘Bulk Change' global permissions.

Y ou can create and del ete groups according to your organisation's requirements.

If you are using External User Management, you will not be able to create, delete or edit groups or group membership from within JIRA;
and 'Automatic Group Membership' (see below) will not apply. However, you can still assign groups to project roles.

1.5.2.2. Viewing groups

To see what groups exist, and where they are used:
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE ﬂDI‘.ﬂIHISTHATIDP

Link to Administration section

inistration

or create

Mot Drmtmrs mr bFosemben

Link to Administration section

Page 37


http://www.atlassian.com/software/jira/docs/latest/issue_filters.html
http://www.atlassian.com/software/jira/docs/latest/dashboard_pages.html
http://www.atlassian.com/software/jira/docs/latest/workflow.html#conditions
http://www.atlassian.com/software/jira/docs/latest/project_role_management.html
http://www.atlassian.com/software/jira/docs/latest/project_role_management.html
http://www.atlassian.com/software/jira/docs/latest/global_permissions.html
http://www.atlassian.com/software/jira/docs/latest/global_permissions.html#sysadmin
http://www.atlassian.com/software/jira/docs/latest/global_permissions.html#sysadmin
http://www.atlassian.com/software/jira/docs/latest/project_role_management.html
http://www.atlassian.com/software/jira/docs/latest/global_permissions.html
http://www.atlassian.com/software/jira/docs/latest/project_role_management.html
http://www.atlassian.com/software/jira/docs/latest/global_permissions.html
http://www.atlassian.com/software/jira/docs/latest/configure.html#options
http://www.atlassian.com/software/jira/docs/latest/project_roles.html
http://www.atlassian.com/software/jira/docs/latest/global_permissions.html

JIRA Administrator's Guide

3. Select '‘Group Browser' from the 'Users, Groups & Roles section of the'Administration'
menul.

4. You will then see a page containing the 'Group Browser' as shown below.
Group Browser

The Group Browser allows you to browese all the groups inthe system. You can also add and remove groups fram here.

01 Bulk Edit Group Members

Displaying groups 1103 of 3.

Add Group

Group Name Users Permission Operations Marme:

Schemes
lira-administrators 1 tulewy o Alphabet Delete | Edit Mermbers

Erojects Add Group

Permission

Scherme

o Default .

Permission Filter Group

Scheme (Clear Filter)
lira-developers 1 tudewy Delete | Edit Mermbers Groups Per Page:
lira-users 3 (dewy Delete | Edit Members N

Mame Contains:

Group Browser

The 'Filter Group' form restricts the list of groups shown to those that match the 'Name Contains, with a specified maximum per
page. Click the 'Filter" button to refresh the list with the restricting filter.

5. To see which permission schemes, email notification schemes, issue security levels and saved
filters are using this group, click the group name.

1.5.2.3. Adding a group

To create a group, enter the new group 'Name' in the 'Add Group' form in the '‘Group Browser'
(see'Viewing groups above) and click the'Add Group' button.

1.5.2.4. Deleting a group

To delete a group, click the 'Delete’ link for that group in the '‘Group Browser' (see 'Viewing
groups above). The confirmation screen that follows explains that users will be removed from
the group through its deletion. Be aware of the impact this may have on users in that group. For
example, if that group membership was the sole conveyor of a permission for a user, then the
user will no longer have that permission.

Before deleting a group it is recommended that you check whether the groups is being used by any permission schemes, email
notification schemes, issue security levels or saved filters. See 'Viewing groups (above).

1.5.2.5. Editing group member ship
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To edit a group's membership, click the 'Edit Members link in the row for that group in the ‘Group
Browser' (see 'Viewing groups above). This takes you to a form allowing you to add users to or
remove them from the group.

If the group hasthe 'JIRA System Administrators global permission, you cannot edit its membership unless you have the 'JIRA System
Administrators' globa permission.

If you have a user limited license (e.g. personal license) and have reached your user limit, you will not be able to assign any further users
to groups with login permissions (i.e. jira-users permission) without first reducing the number of users with login permissions.

1.5.2.6. Automatic group member ship

To automatically add newly-created users to a particular group, grant the group the 'JIRA Users
global permission.

To do this, navigate to the 'Administration’ section and select 'Global Permissions from the
'Global Settings menu. Add the 'JIRA Users permission to the relevant group, as described in
'Granting global permissions'.

JIRA Permissions

JIRA System Administrators jira-administrators (view Users | Delete)
Ability to perform all administraticn functicns. There must be at least one group with this permission.
Maote: People with this permission can always log in to JIRA,

JIRA Administrators jira-administrators (view Users | Delete)
Akility to perform most administraticn functions (excduding Impeort & Export, SMTP Cenfiguration,

ete.).

MNote: People with this permission can always log in to JIRA.

JIRA Users jira-users (Wiew Users | Delete)
Ability to login to JIRA. They are 8 ‘user’. Any new users orested will automatically join these groups.
Maote: All users need this permissicn to legin to JIRA, even if they hawve other permissicns.

Browse Users jira-developers (View Users | Delets)
Akility to select & user or group from a popup window. Users with this permission will be able to see
names of all users and groups in the system.

Create Shared Filter jira-developers View Users | Delsts)
Ability to share a filter globally or with group of users.

Manage Group Filter Subscriptions jira-developers (View Users | Delete)
Ability to manage {xeate and delete) group filter subsaoriptions.

Bulk Change jira-users (Wiew Users | Delets)
Ability to modify a collection of issuss at ocnoe. For example, resclve multiple issuss in one step.

Global permissions screen

1.5.3. Managing project roles

Project roles are a flexible way to associate users and/or groups with particular projects. In JRA
Enterprise, project roles also alow for delegated administration:

» Globa administrators define JIRA's project roles - that is, all projects have the same project roles
available to them.
» Project administrators* assign members to project roles specifically for their project(s).

Project roles can be used in:

e permission schemes.
e email notification schemes.
e issue security levels.
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e comment visibility.
o workflow conditions.

Project roles can also be given access to:

» issuefilters (in JIRA Professional and Enterprise editions).
» dashboards (in JIRA Professional and Enterprise editions).

Project roles are somewhat similar to groups, the main difference being that group membership is
global whereas project role membership is project-specific. Additionally, group membership can
only be atered by JRA administrators, whereas project role membership can be altered by
project administrators*.

*A project administrator is someone who has the project-specific ‘Administer Project' permission, but not necessarily the global
‘JIRA Administrator' permission. In JRA Enterprise, a project administrator can manage project role membership. In JRA
Professional and Standard editions, only global administrators can manage project role membership.

1.5.3.1. Using project roles

Project roles enable you to associate users with particular functions. For example, if your
organisation requires all software development issues to be tested by a Quality Assurance person
before being closed, you could do the following:

1. Create aproject role called Quality Assurance

2. Create a permission scheme called Softwar e Development, in which you assign the 'Close
Issue' permission to the Quality Assurance project role.

3. Associate the Softwar e Development permission scheme with all software devel opment
projects.

4. For each software development project, add the appropriate Quality Assurance people to the
Quality Assurance project role.

JIRA versions prior to 3.7 did not have project roles. If you previously used JIRA 3.6.x (or earlier), please see Using 'Scheme Tools
to migrate to Project Roles.

1.5.3.2. JIRA's default project roles
When you install JIRA, three project roles are automatically created:

Administrators - typically contains people who administer a given project.

Developers - typically contains people who work on issuesin a given project.

Users - typically contains people who log issues in agiven project.

Y ou can create, edit and delete project roles according to your organisation's requirements.

1.5.3.3. Viewing project roles

To see what project roles exist, and where they are used:
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or the title of the Administration box on the dashboard:
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3. Sdect Project Role Browser from the Users Groups & Roles section of the Administration
menu. Y ou will then see the Project Role Browser, which contains alist of al the project rolesin
your JIRA system. To see where a project roleis used, click the View Usage link:

Project Role Browser

You can use project roles to associate users andior groups with specific projects.

The table helow shows all the project roles that are availahle in JIRA. Use this screen to add, edit and delete
project roles. You can also click Yiew Usage'to see which projects, permission schemes and notification
schemes are using project roles.

Project Role Name  Description Operations

Administrators Aproject role that represents m Manage Default Mernbers | Edit | Delete
administrators in a project —

Developers Aproject role that represents Wiew Usage | Manade Default Mermbers | Edit | Delefe

developers in a project

Users A project role that represents Yiew Usage | Manage Default Members | Edit| Delete
usersin a project

Add Project Role

Mlarme:

Description:

| Add Project Role |

Project Role Browser

4. Thiswill display alist of the project role's associated permission schemes, email notification
schemes, issue security levels and workflow conditions. To see which users/groups are
associated with a project role for a particular project, click the View link:
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View Usage for Project Role: Developers

This page shows which notification schemes, permission schemes, issue security schemes and warkflows are
currently using the Developers project role. This page also shows which projects are using each scheme.

<< Return te Project Role Browser

Project role Developers is used by 2 permission schemes:

Permission Scheme Associated Projects Project Role Members Per Project
Default Permission Scheme Test Project 1
Alphahet Projects Permission Scheme ABC 1 (e

XVZ 3 (view)

Project rale Developers is used by 1 issue security schemes:

Issue Security Scheme Associated Projects Project Role Members Per Project
Mew |ssue Security Scheme HWiZ 3 (e

Project role Developers is used by 1 workflows

Workflow Workflow Action
Testworkflow Transition
Project Role Usage

1.5.3.4. Adding aproject role

To define a new project role, enter its Name and a Description in the Add Project Role form in
the Project Role Browser (see 'Viewing Project Roles above), and click the Add Project Role
button. Note that project role names must be unique.

Once a new project role is created, it is available to all projects. Project administrators can then
assign membersto the project role for their project (see Managing project role membership).

1.5.3.5. Deleting a project role

To delete a project role, locate the project role in the Project Role Browser (see 'Viewing Project
Roles above), and click the Delete link. The confirmation screen that follows lists any
permission schemes, email notification schemes, issue security levels and workflow conditions
that use the project role.

Note that deleting a project role will remove any assigned users and groups from that project
role, for al projects. Be aware of the impact this may have; for example, if the project role
membership was the sole conveyor of a permission for a user, then the user will no longer have
that permisison.

If a project role has been used to specify who can view a comment, deleting the project role will mean that noone can see that
comment any more.

1.5.3.6. Editingaproject role

To edit the Name and Description of a project role, locate the project role in the Project Role
Browser (see 'Viewing Project Roles above), and click the Edit link. This takes you to a form
where you can modify the project role's Name and Description.
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1.5.3.7. Assigning membersto a project role

A project role's members are assigned on a project-specific basis. To assign users/groups to a project
role for a particular project, please see Managing project role membership.

To see/edit all the project roles to which a particular user belongs, for al projects, click the Project
Roleslink in the User Browser.

1.5.3.8. Specifying 'default members' for a project role

The default members for a project role are users and groups that are initially assigned to the project
role for all newly created projects. The actual membership for any particular project can then be
modified by the project administrator.

The default members consist of the Default Users plus the Default Groups shown in the Project
Role Browser (see 'Viewing Project Roles above).

To add to the Default Users or the Default Groups for a project role, click the corresponding Edit
link.

For example, if a user called Susie needs to have administration permissions for all newly created
projects, you could add her to the Default User s for the 'Administrator’ project role as follows:

Open the Project Role Browser.

Click the Edit link in the Administrator s column (next to 'None selected').

In the 'Assign Default Users to Project Role' screen, click the 'User Picker' icon.
Locate Susiein the 'User Picker' popup window, then click the Select button.

In the 'Assign Default Users to Project Role' screen, click the Add button.

abwbhE

Changing a project rol€e's default members does not affect the actual project role members for projects aready created.

1.5.4. Using 'Scheme Tools to migrate to Project Roles

Project roles are aflexible way of associating particular users and groups with a particular project.

1.5.4.1. Why migrateto Project Roles?

Ease of management

JRA versions prior to 3.7 did not have project roles. If you previously used JRA 3.6.x (or
earlier), your system may contain multiple, project-specific groups, permission schemes and
notification schemes. By implementing project roles, you may be able to reduce the number of
groups, permission schemes and notification schemes in your JIRA system. This can make your
system easier to manage.

Delegated administration

In JRA Enterprise, a project administrator (that is, someone who has the 'Administer Project’
permission, but not neceessarily the global 'JIRA Administrator' permission) can assign users and
groups to project roles for their project. If their project's permission scheme and notification
scheme are using project roles, the project administrator can control who may access their
project and who receives email notifications.

The instructions on this page will help you use Scheme Tools to:
» update your permission schemes and notification schemes so that they use project roles instead
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of groups; then
minimise the number of permission schemes and notification schemesin your JIRA system.

1.5.4.2. Updating Permission Schemes and Notification Schemes to use Project Roles
instead of Groups

Before you begin, please perform afull backup.

1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the'Administration’ link on the top bar
or the title of the Administration box on the dashboard:

ISSUE QDF."IIHISTHATIEJP

Link to Administration section

Projects ' ar create
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Link to Administration section

3. Onthe panel on the left, under thetitle " Schemes®, click the link labelled " Scheme Tools".

¥ Schemes

O lssue Security Schemes
O Motification Schemes

O Permissgion Schemes
O Waorkflowe Schemes

O scheme Tools

Scheme Tools

4. Thiswill display the "Scheme Tools" page. Click the" Group to Project Role Mapping
Tool" link.
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Scheme Tools

The tools helow may he used to efficiently manage existing permission schemes and natification schemes. These tools also
provide the ability to update schemes to use project roles instead of groups, as project roles can be easierto manage than
multiple, project-specific groups.

Lzing the tools below you can easily modify a large number of schemes, project associations and project role memberships in
yvaur JIRA instance.

Mote: Please perform a full backup hefore running any of these tools.

Scheme Comparisaon Toaol This toal identifies the differences hetween several selected schemes.

This is useful far identifying similar schemes, which can then be edited to make them
identical. Identical schemes can then be merged using the Scheme Merge Tool
described below.

Eroup to Project Role Mapping Tool 3This toal helps you to migrate from aroup-based schemes to rale-hased schemes. It
_--"-—____—____—-'-".._

provides a guick way to bulk edit schemes such that group-based recipients (for
notification schemes) and group-hased permissions (for permission schemes) are
replaced by project roles. Your existing schemes will be backed up.

Sebmornm bdmerm Tamd Thirm taml somalosme Al svicdivos coebmeam e e iddmoetifo s domlicste mebomenmem wobkick cmnlad

Scheme Tools
S. Thiswill display the "Map Groups to Project Roles: Select Schemes” page:

Map Groups to Project Roles: Select Schemes

Select the schemes forwhich you wauld like to replace graups with project rales. By default, only schemes with a project
association are shown. To view all schemes, click the Al tab.

Mote: When this toal maps groups to project roles itwill also unpack users into the mapped project role. This is done to
presemve the memhbership ofthe resulting scheme.

All
Step 1: Select a scheme type
permission schemes »
Step 2: Select the schemes to work with

Default Permission Scheme

roject Permission Scheme

[ Map Groups to Roles ]

Select schemes to update
* Note that schemes that are not associated with any projects need not usually beincluded in
this process; but if you wish to select from all schemesin your system (including unused
schemes), click "All'.
* Under Step 1. Select a scheme type, select whether you want to update permission schemes
or notification schemes. (Y ou can only do one type of scheme at atime, but you can easily
come back and do the other type later.)
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* Under Step 2: Select the schemesto work with, select the schemes you want to update
to use project rolesinstead of groups. Y ou can use the Ctrl key to select multiple

schemes.
* Then click the "Map Groupsto Roles" button.

6. Thiswill display the "Map Groups to Project Roles: Select Mappings' page:

Map Groups to Project Roles: Select Mappings

Selectthe mapping for each group to a project role. The users ofthe mapped group will hecome members of the selected
project role.

You can choose the 'Do not map group’ option ifyou would like the group to be left untouched. You may create new project
rales using the Project Role Browser.

Groups Project Roles

#YZ Developers [ Di

[ Preview Mappings ][ Cancel ]

Select groups to update

For each group, select the project role that will replace it; or, for any groups that you do not

want to migrate, choose the "Do not map group” option. Then click the "Preview Mappings'

button.

» For ease of maintenance, it is recommended that you do not migrate any groups to which
JRA users are automatically added (that is, groups which have the 'JIRA Users global
permission). If you migrate these groups to project roles, and you still want all new users
to have access to particular projects, you will need to manually add new users to the
relevant project role for each project.

7. You will now see the "Map Groups to Project Roles: Preview Transformation for Schemes"
page:

Map Groups to Project Roles: Preview Transformation for Schemes

Forthe 1 scheme(s) chosen, you are switching the following aroups for project roles:

WZ Developers = Developers
This will result in the following 1 project{s) heing altered. Their project roles will be populated with users as follows:

Project XYZ (scheme: ¥YZ Project Permission Scheme)

Role Users Being Added

Developers Wary Manager, Sally User

[ Save ][ Cancel ]

Preview rolesto update

If you are satisfied that the information shown on this page is correct, click the "Save" button

to:

» create a backup of the scheme(s) that you selected in step 5 (you can later delete this
backup scheme by using the "Bulk Delete Schemes Tool", available from the " Scheme
Tools" page shown in step 4). This backup scheme will not be associated with any
projects.

» update the scheme(s) that you selected in step 5 to use the role (left of the blue arrow)

instead of the group (right of the blue arrow)
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» add the users (in the right column of the table) to the project role (in the left column of the
table) for each project that uses the scheme. This ensuresthat all users will continue to have
the same permissions and notifications.

8. Y ou will now see confirmation of the above changes on the "Map Groups to Project Roles:
Results of Transformation for Schemes' page:

Map Groups to Project Roles: Results of Transformation for Schemes

The following 1 scheme{s) were updated:
O ¥YZ Project Permission Scheme

The follovwing backup schemes were created:
O Backup of ¥¥Z Project Permission Scheme

You may want to run the Scheme Merge Taool to slim down same of your new schemes. You may also run the Bulk Delete
Schemes Toal to clean up your backup schemes once you are satisfied that the new schemes are working carrectly.

Results of groups-to-roles update

After updating your permission schemes and notification schemes to use project roles instead of
groups, you may find that many of your schemes are now very similar. To identify such schemes,
merge them, and delete any redundant ones, please see Minimising the number of Permission
Schemes and Notification Schemes (below).

You may aso find that some groups are no longer required. You can use the Group Browser to
identify and delete groups that are not used by any permission schemes or notification schemes.

1.5.4.3. Minimising the number of Permission Schemes and Notification Schemes

Minimising the number of permissions schemes and notification schemes can make your JIRA
system easier to manage. To identify and remove unnecessary schemes, follow the steps below:

Before you begin, please perform afull backup.

1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
the title of the Administration box on the dashboard:

ISSUE EDI‘.WIHISTHATIDP

Link to Administration section

Proje Viewat or create

Mata Drrtars mr lRoamben

Link to Administration section
3. Onthe panel on the left, under the title " Schemes', click the link labelled " Scheme Tools".
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¥ Schemes

O lssue Security Schemes
O motification Schemes

O Permission Schemes
O Waorlkflow Schemes

O Scheme Tools

Scheme Tools
4. Thiswill display the "Scheme Tools" page. Click the "Scheme Comparison Tool" link.

Scheme Tools

The tools below may he used to efficiently manage existing permission schemes and notification schemes. These tools also
provide the ability to update schemes to use project roles instead of groups, as project roles can he easierto manage than
multiple, project-specific groups.

Jsing the tools below you can easily modify a large number of schemes, project associations and project role memberships in
yaur JIRA instance.

Mote: Please perform a full backup before running any ofthese tools.

Scheme Comparison Tool This tonl identifies the differences hetween several selected schemes.

This is useful far identifying similar schemes, which can then be edited to make them
identical. Identical schemes can then be merged using the Scheme Merge Tool
described below.

Group to Project Role Mapping Tool  This tool helps you to migrate from group-based schemes to role-based schemes. It
provides a gquick way to bulk edit schemes such that group-based recipients (for
naotification schemes) and group-hased permissions {for permission schemes) are
replaced by project rales. Your existing schemes will he backed up.

Scheme Merge Tool This toaol analyses all existing schemes to identify any duplicate schemes which could
he reduced to a single scheme. The toal allows you to then create a new scheme which
will he associated with all projects that the original schemes were associated with.

This tool can he used to minimise the number of schemes in use within your JIRA
instance. Once the Group to Project Role Mapping Toaol has successfully heen run, and
the Scheme Comparison Tool reports that a set of schemes are identical, the Scheme
Merge Tool can bhe used to merge that set of schemes.

Bulk Delete Schemes Tool This tonl identifies any unused notification and permission schemes, and allows you o
select and delete them.

This tool can be used to clean up after successully running the Scheme Merge Toal.
The Bulk Delete Schemes Taool can also be used to clean up any backup schemes that
were generated as a result of running the Group to Project Role Mapping Tool. Please
nate that this tool will completely delete the selected schemes. You must he satisfied
thatthe othertools have left yvour system in the carrect state hefore using the Bulk Delete
Schemes Toaol.

Scheme Tools
* The Scheme Comparison Tool assists you in identifying similar schemes, and if
appropriate, making them identical.
* ldentical schemes can later be merged using the Merge Duplicate Schemes Tool (see step
9 below).

S. Thiswill display the " Scheme Comparison: Select Schemes' page:
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Scheme Comparison: Select Schemes

This toal will compare schemes and highlight the diferences hetween the notification events for notification schemes) ar
permissions (for permission schemes) in each scheme. By defadlt, only schemes with a project association are shown, To wiew
all schemes, click the “All'tab.

Select hetween 2 and 5 schemes for comparison.
All
Step 1: Select a scheme type

permission schemes

Step 2: Select the schemes to work with

ABC Project Permission Scheme
Default Permission Scheme

¥ Z Project Permission Scherme

| compare Schemes |

Selecting schemes to compare

* Note that schemes which are not associated with any projects need not usually be included in
this process; but if you wish to select from all schemesin your system (including unused
schemes), click "All'.

» Under Step 1. Select a scheme type, select whether you want to compare permission
schemes or notification schemes. (Y ou can only do one type of scheme at atime, but you can
easily come back and do the other type later.)

* Under Step 2: Select the schemesto work with, select the schemes you want to compare.
Select at least 2 (and no more than 5) schemes, using the Ctrl key to select multiple schemes.

* Then click the "Compare Schemes" button.

6. Thiswill display the " Scheme Comparison: View Scheme Differences’ page:

Scheme Comparison: View Scheme Differences

The table helow lists the results ofthe scheme caomparison. fany entries for a permission do not match, the row will be displayed

in red and bold.
Ifall permissions for several schemes contain exactly the same entries, they will be combined into a 'Matching Schemes' calumn.

You can re-run your caomparisan at any time.

Scheme Difference: 5%
(The =cheme differsnce is @ measure of how closely the selected schemes resemble each ather)

== Return to Scheme Selection

Permissions ABC Project Permission Scheme X¥Z Project Permission Scheme
Administer Projects Group (jira-administrators) Group (ira-administrators)
Project Role (Administratars) Froject Role (Administrators)

Single User (maryim)

Comparing schemes
* Only the differ ences between the selected schemes are displayed. For example, in the
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screenshot above, only the "Administer Projects’ permission is displayed; this means that
all the other permissions in these two permission schemes ("ABC Project Permission
Scheme" and "XY Z Project Permission Scheme") are identical.

If you decide it is appropriate to edit a scheme to make it the same as another one, you can
edit the scheme by clicking the scheme name. For example, it may be appropriate to delete
Single User (marym) from the " XY Z Project Permission Scheme" if sheis amember of the
"Administrators' project role for the XY Z project.

Then repeat the steps above, and verify that you have achieved a batch of 2 or more identical
permission schemes, eg:

Scheme Comparison: View Scheme Differences

The table below lists the results ofthe scheme comparisan. If any entries for a permission do not match, the row will be displayed

in red and bold.
If all permissions far several schemes contain exactly the same entries, they will be combined into a 'Matching Schemes' column.

YOU Can re-run youdr comparison at any time.
Scheme Difference:; 0% (identical)

(The scheme difference is @ measure of how closely the selected schemes resemble each other.)

The schemes ABC Project Permigsion Scheme , ¥YZ Project Permission Scheme have no differences. You may now want to run
the merge duplicate schemes tool .

== Return to Scheme Selection

Identical schemes

9. Click the"Merge Duplicate Schemes Tool" link. (Note: thislink is aso available from the

"Scheme Tools" page shown in step 4.)

10. v ou will now see the "M erge Schemes: Choose Schemesto Merge" page:

Merge Schemes: Choose Schemes to Merge

There are 2 schemeds) which can be merged ta form 1 new schemeis). Tick the checkhaox in the takle below far the
schemeds) yau wauld like to merge. Specify a name for each new scheme.

[] Merged Schemes New Scheme Name

AHC Project Permission Scheme , ¥YE Project Permission Scheme slphabet Projects Permission SEhEI"ﬂEl

| Preview Changes | [ Cancel |
Choose schemes to merge
If you decide it is appropriate to merge the displayed schemes:

» Check the box next to the scheme names
* Typeanamefor the new scheme in the "New Scheme Name" box
» Click the "Preview Changes" button.

11.v ou will now seethe "Merge Schemes: Preview Results' page:
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Merge Schemes: Preview Results

Y¥ou have selected to persistall merged schemeis). All projects associated to the ariginal scheme(s) will be migrated
to the merged scheme.

Adding scheme: Alphabet Projects Permission Scheme

Merged from Schemes Project Associations to be Migrated

ABC Project Permission Scheme | ¥YE Project WL, ABC
Fermission Scheme

| submitChanges | [ Cancel |

Preview scheme merge

If you are satisfied that the information shown on this pageis correct, click the " Submit

Changes' button to:

» create the new scheme whose nameis shown in bold

» associate the projects (in the right column of the table) with the new scheme

» unassociate the existing schemes (in the left column of the table) from the projects. These
schemes can then be deleted using the "Bulk Delete Schemes Tool (see step 15).

12. v ou will now see confirmation of the above changes on the "Merge Schemes. Results' page:

Merge Schemes: Results

The schemes shown below have been saved successfully. You may want to run the bulk delete schemes tool to
rermove any un-used schemes.

You have successfully saved the fallowing merged schemel(s):
O Alphabet Projects Permission Scheme has been assaciated with projectis); X¥Z , ABC

Results of merging schemes

13.Click the "Bulk Delete Schemes Tool" link. (Note: thislink is also available from the "Scheme
Tools" page shown in step 4.)

14. v ou will now see the "Bulk Delete Schemes: Select Schemes” page:

Bulk Delete Schemes: Select Schemes

This tool will allow you to bulk delete unassociated schemes by scheme type. ¥Wou can choose to delete either
Maotification or Permission schemes.,

The tahle helow shows all the unassociated schemes for a type. Use the checkboxes to indicate which schemes to

delete.
* Select a scheme hype | permission schemes  w
[] Scheme Name Description
ABC Project Permission Scheme Thiz permission scheme is forthe ABC Project

Backup of Y7 Project Permission Scheme This Permission Scheme is for the ¥YZ Project.

¥vZ Project Permission Scheme This Permission Scheme is farthe ¥YZ Project.

P revi g

Choosing schemes to delete
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If you decideit is appropriate to delete the displayed schemes:

»  Check the box next to the scheme names
* Type aname for the new scheme in the "New Scheme Name" box
* Click the "Preview" button.

Note that deleting these schemes will not affect any projects, as this page only displays
schemes that are not associated with projects.

15. vy ou will now see the "Bulk Delete Schemes; Confirm Schemes to Delete” page:

Bulk Delete Schemes: Confirm Schemes to Delete

The list below displays all schemes about to be deleted. Confirming your chandes will permanently delete these
schemes.

Mote: We suggest that you backup vour data before proceeding with this operation.

You have chosen to delete the following schemeis):
o ABC Project Permission Scheme
O Backup of ¥¥Z Project Permission Scheme
O ¥¥Z Project Permission Scheme

| Delete Schermes | | cancel |
Confirming bulk delete
If you are satisfied that the information shown on this page is correct, click the "Delete
Schemes" button.

16.y ou will now see the "Bulk Delete Schemes: Results' page, confirming that the unused
schemes have been deleted:

Bulk Delete Schemes: Results

The list below displays all schemes that have been deleted. You may want to bulk delete moare schemes aryou can
return back to the scheme toals page.

The fallowing schemel(s) were successfully deleted:
O ABC Project Permission Scheme
O Backup of ¥¥Z Project Permission Scheme
O XYZ Project Permission Scheme

Schemes del eted

1.5.5. Enabling Public Signup and CAPTCHA

For some organisations it is appropriate to enable signup, which allows visitors to immediately
create their own JIRA user accounts. If signup is not enabled, then only a JIRA administrator can

create new user accounts.

For example, enabling signup can be useful if you are using JIRA as a support system and have a
very large number of potential users, of which only some will need to log support tickets.

For security reasons, even if you enable signup, it is still necessary for users to have the appropriate project permissions before they
can see or create issues. Note that you can use automatic group membership to add all new users to appropriate groups.

If your JIRA server is accessible from outside your organisation's firewall, and you have enabled
signup, then you may want to also enable CAPTCHA. CAPTCHA helps ensure that only real
humans (and not automated spam systems) can sign themselves up to JIRA. When CAPTCHA is
enabled, visitors will need to recognise a distorted picture of a word (see example below), and
must type the word into a text field. This is easy for humans to do, but very difficult for
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computers.

1.5.5.1. Enabling Public Signup
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

LR ADMINISTRATI ON

Link to Administration section

Tasks: Administration
Proje ' ar create

Mata Drrtars o Foaeben

Link to Administration section

3. Intheleft navigation column, click "General Configuration”.

4. Thiswill display the "General Configuration” screen. Click the "Edit Configuration” link at the
bottom of the screen.

5. Inthe" Mode" drop-down, select " Public" .
6. Click the" Update" button at the bottom of the screen.

7. Log out of JRA, then click the"Log In" link at the top right of the screen and verify that the
" Signup” link is displayed at the bottom of the login screen:

Username |

Password

] Eemember my login on this computer

Forgot Password

CED:’[ a member? Signup for an accnunD

Login Screen (with Signup enabled)

1.5.5.2. Enabling CAPTCHA
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:
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ISSUE QDF.WIHISTHATIDP

Link to Administration section

Tasks: Administration
Proje | ar create

Mot Drrtars mr lRoamben

Link to Administration section

3. Intheleft navigation column, click "General Configuration”.

- Thiswill display the "General Configuration" screen. Click the "Edit Configuration” link at
the bottom of the screen.

- Locate" CAPTCHA on signup” and select " On" .
- Click the" Update" button at the bottom of the screen.

7. Log out of JRA, click the"Log In" link at the top right of the screen, then click the

" Signup" link and verify that a random sequence of lettersis displayed at the bottom of the
" Signup" screen — e.g. "pctding” in the following screenshot:
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JIRA o

Sign up
To sign up for JIRA simply enter your details below.

Lisername: |
Fassword:
Confirm Password:
Full Marme:
Ernail:

Flease enter the word as
show beloww:

pcrding

[ sigh up ][ Cancel ]

Signup Screen (with CAPTCHA enabled)

1.5.6. LDAP Integration

Many organisations have an LDAP directory acting as a centralised database of system users. JRA
is able to authenticate users against their LDAP password.

1.5.6.1. About JIRA'sL DAP Integration

In JRA, user management is handled by OSUser, a pluggable user management framework. OSUser
is configured through the WEB-I NF/classes/osuser .xml file.

Only passwor d-checking for LDAP usersisdonein JIRA

The main point to realise is that user profiles are still managed in JIRA (the OFBizProfileProvider in
osuser.xml). Only the password lookup is done against LDAP, and only if the JIRA username
coincides with a LDAP username.

Technically, this behaviour is due to Credentials (password) checking being a separate operation to
user-profile lookups. The profile can be loaded from the JIRA database, but the password looked up
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from LDAP. Furthermore, multiple credentials providers can be specified (here, LDAP and
OSUser), and if one fails, the other will be used. This allows non-LDAP usersto log in with their
JRA password.

Not all LDAP users have JIRA access

Another effect of this implementation is that LDAP users do not automatically have access to
JIRA. A JIRA account must be created for each user wishing to use JRA. You can bulk-create
users from LDAP with this LDAP user importer.

This is because each JRA user has a set of groups (for example, 'jira-users) stored in their
profile. Without an associated group, that user can do nothing; not even browse JIRA (they lack
the 'use' permission).

Thus, for an LDAP user to be able to use JIRA, a JIRA administrator must create an account for
them, and assign them to a group (typically ‘jira-user’). The password in this JIRA account will
be ignored, asthe LDAP password will override it.

Planned | mprovements

In future, we plan to more tightly integrate LDAP into JIRA, so that LDAP groups can be
mapped to JJRA groups, and user management can be fully externalised (see Plans for JRA's
LDAP integration). We'd like feedback as we go further with this; please see this issue report for
current status, and add your use-case as a comment. Thanks!

Atlassian Crowd

Atlassian Crowd is Atlassian's single sign-on product. Crowd provides an interface for managing
users and groups, and provides an OSUser implementation that allows JRA to fully delegate
users and groups to Crowd, and hence LDAP. Thus while we till plan to develop tighter
JRA-LDAP integration, purchasers of Crowd can achieve this right now by using Crowd as an
intermediary. See Crowd's JIRA integration documentation for details.

1.5.6.2. Step 1. Configuring LDAP Integration

JIRA Enterprise Edition

JIRA Enterprise contains a configuration utility which lets you auto-generate a valid
osuser .xml file. This can be accessed from Admin -> System -> L DAP:
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JIRA LDAP Configurer

Configure LDAP authentication

This page helps you configure |IPA to authenticate users against an LDAP directory.

Enter your LDAP server details here, and we'll generate you an osuser.xml file that should work with your LDAP server.

" LDAP Host: |ldap:/flocalhost: 389
URL of the server running LDAP, eg. ldap:iilocalhost

* BaseDN!: |ou=UserS. dc=example,dc=com
Marne of the root node in LDAP from which to search for users, 2g. cn=users,de=example,de=com

Bind DN: I

If we need to authenticate ta search for users, log in as this user {leave blank for anonymous search). Eg.
cn=jira,cn=users,dc=example,dc=com

Bind Password:

If we nead to authenticate to search for users, use this password (leave blank for anonymous search).

* Search Attribute: I"‘”d
The attribute in LDAP helding the user's login name. Eqg. 'uid' or 'sAMAccountMame' (for ActiveDirectory)

Sample userto |iofft &
authenticate: A sample user to atternpt to authenticate against LDAP.

Sample user's password:

The sample user's LDAP password.

Submit | Cancel |

LDAP Configurer in JIRA Enterprise

JIRA Professional & Standard Editions

In JIRA Professional and JIRA Standard, LDAP integration is configured by manually editing the
WEB-INF/classes/osuser .xml file.

In the JRA Standalone distribution, this file can be edited directly in
atlassian-jira/WEB-I NF/classes/osuser .xml. In the WAR/webapp distribution, it should be copied
from webapp/WEB-INF/classes/osuser .xml to edit-webapp/WEB-INF/classes/, edited there, and
then rebuilt into an updated .war file with the'ant war ' command.

The default osuser.xml contains:

<opensynphony- user >
<aut hent i cat or
cl ass="com opensynphony. user. aut henti cat or. Smart Aut henti cator" />

<provi der
cl ass="com at | assi an. core. of bi z. osuser. Cor eOFBi zCr edent i al sProvi der ">
<property nane="excl usi ve-access">true</ property>

</ provi der >

<provi der
cl ass="com opensynphony. user . provi der. of bi z. OFBi zProf i | eProvi der" >
<property name="excl usi ve-access" >true</ property>
</ provi der >

<provi der
cl ass="com opensynphony. user. provi der. of bi z. OFBi zAccessProvi der" >
<property nane="excl usi ve-access">true</ property>
</ provi der >

</ opensynphony- user >
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CredentialsProviders are responsible for checking usernames and passwords, which is what we
are interested in here. The default CoreOFBizCredentialsProvider looks in the JIRA database.
We are going to add a LDAPCredentialsProvider, so that LDAP users can aso be

authenticated:

<opensynphony- user >

<aut henti cat or cl ass="com opensynphony. user. aut henti cat or. Smart Aut henti cator" />

<provi der

cl ass="com opensynphony. user. provi der. | dap. LDAPCr edent i al sProvi der" >
<property nane="java.nam ng.factory.initial">comsun.jndi.|dap.LdapCtxFactory</propert:
<property nane="java. nam ng. provider.url ">l dap://| ocal host: 389</ pr operty>
<property nane="searchBase">dc=at | assi an, dc=conx/ property>
<property name="ui dSear chNane" >ui d</ pr operty>

<I--

<property nane="java.nam ng.security.princi pal">cn=Manager, dc=at| assi an, dc=conx/ pr oper:
<property nane="java.nani ng.security.credential s">secret</property>
<property name="excl usi ve-access" >true</ property>

S
</ provi der >

<provi der class="com atl| assi an. core. of bi z. osuser. Cor eOFBi zCredent i al sProvi der">
<property nane="excl usi ve-access">true</ property>

</ provi der >

<provi der cl ass="com opensynphony. user. provi der. of bi z. OFBi zPr of i | eProvi der">
<property name="excl usi ve-access" >true</ property>

</ provi der >

<provi der cl ass="com opensynphony. user. provi der. of bi z. OFBi zAccessPr ovi der" >
<property name="excl usi ve-access" >true</ property>

</ provi der >

</ opensynphony- user >

It is necessary to use both the LDAP and OFBiz providers, and the order must be as shown

(LDAPfirst).

Some LDAP properties that are commonly set here are:

Property

java.naming.factory.initialYes

java.naming.provider.url Yes

searchBase Yes

uidSearchName Yes

java.naming.security.prindijzal

Required

Description

Specifies that JNDI
(the directory API)
should use the LDAP
implementation

LDAP URL of your
server

The node in the LDAP
tree to search below
for usernames.

Attribute expected to
contain username

Username to initially
log in to LDAP as. Not
required if anonymous
user lookups are
allowed.

Example

Should always be
com.sun.jndi.ldap.LdapCtxFactory

Idap://localhost:389

The root LDAP node is

typically called
‘dc=companyname,dc=com’,
and user account
nodes are usually

stored in a subtree, like
‘cn=Users,dc=companyname,dc=com’.

Typically uid, or
sAMAccountName for
MS ActiveDirectory.

Eg.
‘cn=Administrator,cn=Users,dc=company
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java.naming.security.credditials Password for initial
login. Not required if
anonymous  lookups
are allowed.

providerName No uniqgue name for this
LDAP provider. Useful
when you  specify
multiple LDAP
providers (allowing
fallback), and need to
distinguish them in the
debug logs.

cacheTimeout No The value in | O (to disable caching)

milliseconds for
duration of password
caching. Password
caching reduces the
load JIRA will put on
the LDAP server. Only
successful
authentication attempts
are cached. The
default value is 30
minutes (2,800,000
ms).

The full list of propertiesis specified in the INDI documentation.

Once you have made this modification and restarted JIRA, JIRA users whose user name also exists
in LDAP will be authenticated against their LDAP password.

1.5.6.3. Step 2. Disabling JIRA's Password M anagement

Once you have LDAP-based password checking working, you should go to Admin -> General
Configuration, and turn on External password management (see Configuring JIRA
documentation). This will disable the "change my password” links in the JRA interface, ensuring
that passwords are now only managed viaLDAP.

1.5.6.4. Configuration Notes

LDAP over SSL

With plain LDAP, passwords may be passing over the network unencrypted, which (depending on
your network security) may be a security problem. If you wish to connect to LDAP over SSL, see
the Connecting to SSL_services guide for details on how to import the SSL server's public key. In
osuser.xml, you would need to use Idaps:// in the URL if you have port 636 dedicated to LDAP
over SSL.

Multiple LDAP trees (eg. ActiveDirectory domains)

If you wish to authenticate users from multiple LDAP directories or different trees in the same
directory, smply edit the OSUser file and add a LDAPCredentialsProvider section for each (see
'‘Configuring LDAP Integration' above). JRA will query them in order, and the first one containing
the requested user will be used for password checking. As soon as a user is found, the password is
checked and no further processing is done (ie. only one password will work).
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If you have more than one L DAPCredentialsProvider it is a good idea to give each a unique
provider Name attribute for debugging purposes.

ActiveDirectory users note: a better approach to searching multiple trees is to set up an Active
Directory Global Catalog. This is an AD instance which mirrors records in other instances.
Searching the Global Catalog is thus equivalent to searching all mirrored LDAP directories. This
isfaster and more reliable than JIRA's LDAP fallback.

If you have a Global Catalog set up, it can be searched via LDAP on port 3268 (eg.
Idap://adserver:3268) or 3269 for SSL (eg. ldaps.//adserver:3269). See this guide for more
information.

LDAP on Linux

See these notes on how to set up a LDAP directory on aLinux server for use with JIRA.
1.5.6.5. Debugging

Cannot create osuser.xml filevia JIRA LDAP Configurer

To see exactly why the JIRA LDAP Configurer isfailing, follow these steps:
1. Loginasauser with the'JIRA System Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or the title of the Administration box on the dashboard:

ISSUE ﬂDMIHISTHATIDP

Link to Administration section

inistration

or create

Mizta Draetmrs Ar baslan
Link to Administration section

. Under the 'System' sub-menu in the left-hand navigation column, click the 'L ogging &
Profiling' link.
The'Logging & Profiling' page will display. Click the 'Edit" link next to
‘com.atlassian.jira.web.action.util.L DAPConfigurer’
Change the logging level to 'DEBUG', then click 'Updat€'. This temporarily turns up logging
for the IRA LDAP Configurer.
6. When you next try to submit your LDAP server details viathe JIRA LDAP Configurer, you

should see extralogs on stdout.

w

B

o

Cannot authenticate against L DAP passwor d

If JIRA does not authenticate against the LDAP password, then something is probably wrong
with your setup. First, ensure that the user you are trying to connect as has a JJRA account (see
above). Make sure you have the LDAP connection details correct (basename, uid,
username/password). These details are best discovered with the help of an LDAP browser such
as Apache Directory Studio or JXplorer.

To see exactly why LDAP authentication isfailing, follow these steps:
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1. Editl og4j . properti es (instructions), locate the lines:

| og4j . cat egory. com opensynphony = WARN, consol e
| og4j .additivity.com opensynphony = fal se

Duplicate these, and change the first copy to:

| og4j . cat egory. com opensynphony. user. provi der. | dap = DEBUG, consol e
| 0og4) . additivity.com opensynphony. user. provider.|ldap = fal se

Restart JIRA to apply your change. This change will turn up logging for the LDAP
authentication module.

2. \When next trying to log in, you should see extralogs on stdout. A successful authentication
looks like this:

DEBUG [user. provi der. | dap. LDAPCr edent i al sProvi der] LDAPCredenti al sProvi der $Revision: 1
DEBUG [user. provi der. | dap. LDAPCr edenti al sProvider] 'jturner' wll be handl ed by LDAP
DEBUG [user. provi der. | dap. LDAPCr edenti al sProvider] 'jturner' wll be handl ed by LDAP
DEBUG [user. provi der. | dap. LDAPCr edenti al sProvider] 'jturner' wll be handled by LDAP
DEBUG [user. provi der. | dap. LDAPCr edenti al sProvi der] Doing initial search

user name=' cn=adm n, dc=at | assi an, dc=com , password='secret', base='ou=Peopl e, dc=atl ass
DEBUG [user. provi der. | dap. LDAPCr edenti al sProvi der] Found users

DEBUG [user. provi der. | dap. LDAPCr edent i al sProvi der] Searchi ng bel ow ' ui d=jturner, ou=Peop
DEBUG [ user. provi der. | dap. LDAPCredenti al sProvi der] User 'jturner' successfully authent

Thislog was generated with the following to osuser.xml:

<provi der cl ass="com opensynphony. user. provi der.| dap. LDAPCredenti al sProvi der" >
<property nane="java.nam ng.factory.initial">comsun.jndi.|dap.LdapC xFact ory</property
<property nane="java. nam ng. provider.url ">l dap://I| ocal host: 389</ pr operty>

<property nane="searchBase" >ou=Peopl e, dc=at | assi an, dc=conx/ pr operty>

<property name="ui dSear chNane" >ui d</ pr operty>

<property nane="java.nam ng.security.principal">cn=adm n, dc=at | assi an, dc=conx/ property>
<property nane="java. nani ng.security.credential s">secret</property>

<property name="excl usi ve-access" >true</ property>

</ provi der >

3. |f you have problems, try emulating the operations performed by the LDAP authentication
provider. The LDAP authentication provider works by first doing an search for the specified
username, searching from base sear chBase, using query uidSear chName=username,
authenticating using the principa and credentials properties if present, or doing an anonymous
search otherwise. If an entry isfound, it then triesto log in to LDAP using the specified
matching username and specified password.

If you get an error message javax.naming.PartialResultException: Unprocessed Continuation Reference(s), try adding <pr operty
nane="j ava. nam ng.referral ">f ol | ow</ propert y> to the LDAPCredentia sProvider section.

1.5.7. Integrating with Crowd

Atlassian's Crowd identity management system can be integrated with JIRA. For more information
please see the chapter titled 'Integrating JRA with Crowd', in the Crowd documentation.

1.5.8. Trusted Applications

A 'trusted application' is an application that JRA will allow to access specified functions on behalf
of any user — without the user logging in to JIRA.

For example, when Confluence is configured as a trusted application, every Confluence user will see
exactly the same list of issues when they view the Confluence 'JIRA Issues macro as they see when
they use the JIRA Issue Navigator as alogged-in JRA user. Likewise, the Confluence 'JIRA Portlet'
macro will appear exactly the same asit does on the user's JRA Dashboard.
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At this time, Confluence (version 2.7 or later) is the only application that can be configured as a
trusted application.

Trusted applications are a potential security risk. When you configure a trusted application,
you are allowing the application to access JRA as any user. By doing this, you are bypassing all
the built-in JJRA security measures. Do not configure a trusted application unless you trust all
code in this application to behave itself at all times, and are sure that the application will
maintain the security of its private key.

All of your trusted application's users must also be JIRA users, and the usernames in both systems must be identical.

1.5.8.1. Adding a trusted application

Before you begin: Note that configuring a trusted application requires the transmission of
sensitive data. To prevent ‘'man-in-the-middle' attacks, it is recommended that you use SSL while
configuring a trusted application.

To add atrusted application,
1. Loginasauser with the'JIRA System Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration' link on the top bar
or the title of the Administration box on the dashboard:

ISSUE QDMINISTHATIDP
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inistration

ar create
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Link to Administration section

3. Intheleft-hand panel, under the title 'System’, click the 'Trusted Applications' link. The
‘Trusted Applications page will be displayed, showing alist of configured trusted
applications (if any). The 'Request New Trusted Application Details box is shown below
thelist.
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View Trusted Applications

JIRA allows Trusted Applications to access specified JIRA URLs on behalf of the Trusted Application’s users (without the
userlogging in to JIRA). Mote that the Trusted Application’s user datahase must be the same as JIRAs (i.e. every username
must be the same in bhoth places).

Hame Operations

Confluence Edit | Delete

Request New Trusted Application Details

Taorequest a new Trusted Application please specify the Base URL of the application to retrieve identification details from and
press Send Request.

*Base URL:

[ send Request ]

Trusted Applications
4. Inthe'Base URL' field, type the URL that you use to access the application you wish to add
(e.g. 'http://confluence.mycompany.com:8080" or 'http://www.mycompany.com/confluence).

S. Click the'Send Request’ button to retrieve the application's ID and public key. The 'Add New
Trusted Application' screen will be displayed:

Add New Trusted Application

Confirm the details of this Trusted Application.

WARMNING: if you proceed, you are allowing this application to access the URLs listed below as any user. By doing this, you
are hypassing all the built-in JIRA security measures. Do not proceed unless you trust all code in this application to behave
itself at all times, and are sure that the application will maintain the security of its private key.

Application | ytp yiconfluence:8090/
Mame:

Applicatil%n confluence: 5403509

Timeout: |4go00

IP Address | 992 111.0.111
Matches:

Incoming reguests will only be permitted from hosts whose |P Address is listed (one per ling). Use an asterisk {*) for wildcard
matching.

URLPaths |jsrjiraissueviews searchrequest
to Allow:

List of URL paths {one per ling) that the Trusted Application is authorised to acoess. Must be fully qualified from the Context

Path {ie. do not include the base URL).
Cancel

Edit a Trusted Application
6. Inthe'Application Name' field, the URL which you typed on the previous page will be
displayed. Y ou can optionally change thisif you wish (e.g. if you typed
'http://confluence.mycompany.com:8090' on the previous page, you might want to changeit to
just 'Confluence).
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* Note: the'Application ID' is generated automatically by JJRA and cannnot be edited.

7. Inthe Timeout' field, type the number of milliseconds that JJRA will wait for aresponse
when communicating with the trusted application.

8. Inthe'lP Address Matches field, type the | P address (or multiple addresses, one per line)
from which JIRA will accept requests on behalf of the trusted application. Y ou can specify
wildcard matches by using an asterisk (*), e.g. '192. 111. *. *".

» |If you areusing aproxy server that makes an HTTP request on the client's behalf (e.g.
Squid, mod_proxy), you need to add the proxy server's IP addressto thisfield as well as
all the clients IP addresses.

» If you are using aproxy server that passes the client's IP address directly viaan
application server's API (e.g. AJP for Tomcat, such asmod_jk or I1S's Tomcat Connector,
or mod_caucho for Resin) — or if you are not using a proxy server — then you only need
to enter the clients' |P addresses.

If you are configuring a clustered instance of Confluence as a trusted application, you need to

set up JIRA to receive requests from each Confluence node. If you do not set up each node

appropriately, users may not be able to view any JIRA information in Confluence (e.g. a

jiraissue macro request). Y ou can set this up by either:

» gpecifying each individual P address for each node of the cluster separated by commas,
eg.172.16.0.10, 172.16.0.11, 172.16.0.12,0r

» gpecifying the IP address for your clustered Confluence instance using wildcards e.g.
172.16.0.*

9. Inthe'URL Pathsto Allow’ field, type the JRA URLS that the application will be allowed
to access. Each URL corresponds to a particular JIRA function.

By default, the following will be included:

» 'Isr/jira.issuevi ews: sear chrequest'— Thisallowsthe application to
search for JRA issues.
* '/ secure/RunPort| et'— Thisallows the application to access JRA dashboard
portlets.
10. Click the'Add' button.
11.The 'Trusted Applications page will be displayed, with your new trusted application now
showninthelist.

1.6. Security

1.6.1. Security overview

When configuring security for your JRA instance, there are two areas to address:

o security within JIRA itself
e security in the external environment

1.6.1.1. Configuring security within JIRA

JRA has a flexible security system which allows you to configure who can access JRA, and
what they can do/see within JIRA.

There are five types of security within JIRA:

1. Global permissions— these apply to JIRA asawhole (eg. who can log in).

2. Project permissions — organised into permission schemes, these apply to projects as awhole.
(Eg. who can see the project's issues (‘Browse' permission), create, edit and assign them.)

3. Issue security levels (Enterprise Edition only) — organised into security schemes, these
allow the visibility of individual issues to be adjusted, within the bounds of the project's
permissions.
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4. Comment visibility — allows the visibility of individual comments (within an issue) to be
restricted.

5. Work-log visibility — allows the visibility of individual work-log entries (within an issue) to be
restricted.

1.6.1.2. Configuring security in the external environment

If your JRA instance contains sensitive information, you may want to configure security in the
environment in which your JIRA instance is running. Some of the main areas to consider are:

« Database:

» If you are using an external database as recommended for production systems (i.e. you are
not using the HSQL database that is bundled with JIRA Standalone), you should restrict
access to the database that your JIRA instance uses.

» If you are using the embedded HSQL database that is bundled with JJIRA Standalone, you
should restrict access to the directory in which you installed JIRA. (Note that the user which
your JIRA instance is running as will require full accessto this directory.)

« File system — you should restrict access to the following directories (but note that the user
which your JIRA instance is running as will require full access to these directories):

* Index directory

» Attachments directory

o SSL —if you are running your JIRA instance over the Internet, you may want to consider using
SSL.

1.6.2. Global Permissions

Global permissions are system wide.

See also project permissions, which apply to individual projects.

Global permissions are granted to groups of users.

Thistable lists the different global permissions and the functions they secure:

Global Permission Explanation
JIRA System Administrators Permission to perform all JIRA administration
functions.
JIRA Administrators Permission to perform most JIRA administration

functions (see list of exclusions below).

JIRA Users Permission to login to JIRA. (Note: Granting the
JIRA Users permission to a group also means
that all newly created users will be automatically
added to that group.)

Browse Users Permission to view a list of all JIRA user names
and group names. Used for selecting
users/groups in popup screens (such as the
'User Picker").

Create Shared Object Permission to share a filter or dashboard
globally or with groups of users. (This applies
only to JIRA Professional and Enterprise

editions.)

Manage Group Filter Subscriptions Permission to manage (create and delete) group
filter subscriptions. (This applies only to JIRA
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Professional and Enterprise editions.)

Bulk Change Permission to execute the bulk operations within

JIRA: Bulk Edit*, Bulk Move*, Bulk Workflow
Transition, Bulk  Delete*  (*subject to
project-specific permissions.)
Note: The decision to grant the Bulk Change
permission should be considered carefully. This
permission grants users the ability to modify a
collection of issues at once. For example, in
JIRA installations configured to run in Public
mode (ie. anybody can sign up and create
issues), a user with the Bulk Change global
permission and the Add Comments project
permission could comment on all accessible
issues. Undoing such modifications may not be
possible through the JIRA application interface
and may require changes made directly against
the database (which is not recommended).

1.6.2.1. About 'JIRA System Administrators and 'JIRA Administrators

People who have the 'JIRA System Administrators permission can perform all of the
administration functions in JRA, while people who have only the 'JIRA Administrators
permission cannot perform functions which could affect the application environment or network.
This is useful for organisations which need to delegate some administrative privileges (e.g.
creating users, creating projects) to particular people, without granting them complete rights to
administer the JIRA system.

By default, the jira-adm nistrators group has both the 'JIRA Administrators
permission and the 'JIRA System Administrators permission. If you need some people to have
only the 'JIRA Administrators permission (and not the 'JIRA System Administrators
permission), you will need to use two separate groups, e.g.:

1. Createanew group (e.g.caledjira-system adm ni strators).
2. Addtothejira-system adm ni strators group everyone who needs to have the
'‘JIRA System Administrators permission.
3. Grant the'JIRA System Administrators permission to the
jira-system adm ni strators group.
4. Removethe'JIRA System Administrators permission from the
jira-adm ni strators group.
5. (Optional, but recommended for ease of maintenance) Remove from the
jira-adm ni strat ors group everyone who is a member of the
jira-system adm ni strators group.

People who have the 'JIRA Administrators permission (and not the 'JIRA System
Administrators permission) cannot do the following:

» Configure SMTP email (but note that they can fully administer email notification schemes).
» Configure a CV S source code repository (but note that they can associate a project with a
configured repository).

Configure listeners.

Configure services.

Change the index path (but note that they can reindex and optimise the index).

Run the integrity checker.

Access |ogging and profiling information.

Access the scheduler.

Export/backup JIRA datato XML.
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Import/restore JIRA datafrom XML.

Import data from external systems (Bugzilla, Mantis, FogBugz, Excel/CSV).

Import XML workflows into JIRA.

Enable attachments, set the attachment path or size limit (but note that they can enable
thumbnails).

Enable trackbacks.

Run Jelly scripts.

Configure LDAP integration.

Configure trusted applications.

Access license details.

Grant/revoke the 'JIRA System Administrators global permission.

Edit (or Bulk Edit) groups that have the 'JIRA System Administrators global permission.
Edit, change the password of or delete a user who hasthe 'JIRA System Administrators global
permission.

It is recommended that people who have the 'JIRA Administrators permission (and not the 'JIRA
System Administrators permission) are not given direct access to the JIRA filesystem or database.

1.6.2.2. Granting global permissions
1. Loginasauser with the'JIRA Administrators global permission (or the'JIRA System

Administrators global permission, if you need to grant the 'JIRA System Administrators
global permission).

Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard.

In the panel on the left, under the title 'Global Settings, click the link labelled 'Global
Permissions. The 'Global Permissions page will be displayed, showing alist of the global
permissions and which groups currently have them:
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Global Permissions

These permissions apply to all projects. They are independent of project specific permissions.

If you wish to set permissions on a project-by-project basis you can set them up in the Permission Schemes.

JIRA Permissions @

JIRA System Administrators jira-administrators (View Users | Delete)
Ability to perform all administration functions. There must be at least one group with this permission.
Mote: People with this permission can always log in to JIRA.

JIRA Administrators jira-administrators (View Users | Delsts)
Ability to perform mest administration functions {(excluding Import & Export, SMTP Configuration, etc.).

Mote: People with this permission can always log in to JIRA.

JIRA Users jira-users (View Users | Delete)

Ability to login to JIRA. They are 8 "user’. Any new users oreated will automatically join these groups.

Mote: All users need this permission to login to JIRA, sven if they have other permissions.

Browse Users jira-developers [View Users | Delete)
Ability to select a user or group from a popup window. Users with this permission will be able to see

names of all users and groups in the system.

Create Shared Objects jira-developers (View Users | Delete)
Ability to share chjects with other users, groups and roles.

Manage Group Filter Subscriptions jira-developers (View Users | Delete)
Ability to manage {oeste and delete) group filter subsoriptions.

Bulk Change jira-users (View Users | Delete)
Ability to modify a collection of issues at cnoe. For example, resclve multiple issues in one step.
Add Permission
Add a new permission below.
Fermission: | please select a permission v

Group: An\fone v

Global Permissions
The'Add Permission' box is shown below thelist.

4. Inthe'Permission’ drop-down list, select the global permission you wish to grant.
5. Inthe'Group' drop-down list, either:
» select the group to which you wish to grant the permission; or
» if you wish to grant the permission to non logged-in users, select 'Anyone' (not
recommended for production systems). Note that the 'JIRA Users permission (i.e.
permission to log in) cannot be granted to 'Anyone' (i.e. to non logged-in users) since this
would be contradictory.

If you have a user limited license (e.g. personal license) and have reached your user limit, you will not be able to grant login
permissions (i.e. jira-users permission) to any further groups without first reducing the number of users with login permissions.

1.6.3. Project permissions

Project permissions are created within Permission Schemes, which are then assigned to specific
projects.

Project permissions can be granted to:

e |Individua users

e Groups
e Project roles
» Issueroles such as'Reporter’, 'Project Lead' and 'Current Assignee’ (JIRA Enterprise Edition

only)
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« 'Anyone (eg. to allow anonymous access)

e A (multi-)user picker custom field.

e A (multi-)group picker custom field. This can either be an actual group picker custom field, or a
(multi-)select-list whose values are group names.

The following table lists the different types of project permissions and the functions they secure.
Note that, in JRA Professional and Enterprise editions, project permissions can also be used in
workflow conditions.

Project Permission Explanation

Administer Projects Permission to administer a project in JIRA. This
includes the ability to edit project role
membership (Enterprise Edition only), project
components, project versions, and some project
details (‘'Project Name', 'URL', 'Project Lead',
'Project Description’).

Browse Projects Permission to browse projects, use the Issue
Navigator and view individual issues (except
issues that have been restricted via Issue
Security). Users without this permission will not
know that the project exists.

View Version Control Permission to view the version control
information (CVS, Subversion, etc) for issues.
Note that for CVS, to view the Version Control
information the project needs to be associated
with at least one Repository.

Create Issues Permission to create issues in the project. (Note
that the Create Attachments permission is
required in order to create attachments.)
Includes the ability to create sub-tasks (if
sub-tasks are enabled).

Edit Issues Permission to edit issues (excluding the 'Due Date'
field — see the Schedule Issues permission). Includes
the ability to convert issues to sub-tasks and vice
versa (if sub-tasks are enabled). Note that the Delete
Issue permission is required in order to delete issues.

The Edit Issue permission is usualy given to any
groups or project roles who have the Create Issue
permission (perhaps the only exception to this is if
you give everyone the ability to create issues — it
may not be appropriate to give everyone the ability to
edit too). Note that all edits are recorded in the Issue
Change History for audit purposes.

Schedule Issues Permission to set and edit the 'Due Date' of
issues.
Move Issues Permission to move issues from one project to

another, or (in Enterprise Edition only) from one
workflow to another workflow within the same
project. Note that a user can only move issues
to a project for which they have Create Issue
permission.

Assign Issues Permission to assign issues to users. (See also
Assignable User permission below)

Assignable User Permission to be assigned issues. (Note that this does
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not include the ability to assign issues; see Assign
I ssue permission above.)

Resolve Issues Permission to resolve and reopen issues. This
also includes the ability to set the 'Fix For
version' field for issues.

Close Issues Permission to close issues. (This permission is
useful where, for example, developers resolve
issues and testers close them.)

Modify Reporter Permission to modify the 'Reporter' of an issue.
This allows a user to create issues 'on behalf of'
someone else.

Delete Issues Permission to delete issues. Think carefully about

which groups or project roles you assign this
permission to; usually it will only be given to
administrators.

Note that deleting an issue will delete all of its
comments and attachments, even if the user does not
have the Delete Comments or Delete Attachments
permissions. However, the Delete Issues permission
does not include the ability to delete individual
comments or attachments.

Link Issues Permission to link issues together. (Only
relevant if Issue Linking is enabled.)

Set Issue Security Permission to set the security level on an issue
to control who can access the issue (Enterprise
Edition only). Only relevant if issue security has
been enabled.

View Voters and Watchers Permission to view the voter list and watcher list
of an issue.
Manage Watcher List Permission to manage (i.e. view/add/remove

users to/from) the watcher list of an issue.

Add Comments Permission to add comments to issues. Note
that this does not include the ability to edit or
delete comments.

Edit All Comments Permission to edit any comments, regardless of
who added them.

Edit Own Comments Permission to edit comments that were added
by the user.

Delete All Comments Permission to delete any comments, regardless
of who added them.

Delete Own Comments Permission to delete comments that were added
by the user.

Create Attachments Permission to attach files to an issue. (Only

relevant if Attachments are enabled.) Note that
this does not include the ability to delete
attachments.

Delete All Attachments Permission to delete any attachments,
regardless of who added them.
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Delete Own Attachments Permission to delete attachments that were
added by the user.

Work On Issues Permission to log work done against an issue,
i.e. create a worklog entry. (Only relevant if Time
Tracking is enabled.)

Edit Own Worklogs Permission to edit worklog entries that were
added by the user. (Only relevant if Time
Tracking is enabled.)

Edit All Worklogs Permission to edit any worklog entries,
regardless of who added them. (Only relevant if

Time Tracking is enabled.)

Delete Own Worklogs Permission to delete worklog entries that were
added by the user. (Only relevant if Time
Tracking is enabled.)

Delete All Worklogs Permission to delete any worklog entries,
regardless of who added them. (Only relevant if

Time Tracking is enabled.)

1.6.3.1. Permission Schemes

What isa Permission Scheme?

A permission scheme is a set of user/group/role assignments for the project permissions listed above.
Every project has a permission scheme. One permission scheme can be associated with multiple
projects.

Why Permission Schemes?

In many organisations, multiple projects have the same needs regarding access rights. (For example,
only the specified project team may be authorised to assign and work on issues.)

Permission schemes prevent having to set up permissions individually for every project. Once a
permission scheme is set up it can be applied to all projects that have the same type of access
requirements.

1.6.3.2. Creating a Permission Scheme
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
the title of the Administration box on the dashboard:

ISSUE ﬂDI‘.ﬂIHISTHATIDP

Link to Administration section

Proje Vieweat or create

Mot Drmtmrs mr bFosemben

Link to Administration section
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3. Onthe panel on the left, under the title " Schemes', click on the link labelled "Permission
Schemes".

¥ Schemes

O lssue Security Schemes
O motification Schemes

O Permission Schemes
O Workflow Schemes

O Scheme Tools

View Permission Schemes

4. Thiswill display the "Permission Schemes" page. This pagelistsall of the Permission
Schemes that JIRA currently has. Click on the "Add Permission Scheme" link.

Permission Schemes
Permission Schemes allow you to create a set of permissions and apply this set of permissions to any project.
All permissions within a scheme will apply to all projects that are associated with that scheme.

The table helow shows the permission schemes currently configured far this server. Far permissions that apply to
all projects see Global Permissions

Hame [% Projects

Default Permission Scheme OJIRA Fermissions | Copy | Edit
This is the default Fermission Scheme. Any new projects that O Test Project
are created will he assigned this scheme

Add Permission Scheme

View Permission Schemes

S. Inthe"Add Permission Scheme" form, enter a name for the scheme, and a short descri ption
of the scheme. Click on the"Add" button.

Add Permission Scheme
Mame: |Mew Permission Scheme

Description: |This is a test Perwmission Scheme

| Add || Cancal |

Add a Permission Scheme
6. Y ou will return to the "Permission Schemes” page which now contains the newly added
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scheme.

Permission Schemes

FPermi
All per

Theta
sea 3

ssion Schemes allow you to create a set of permissions and apply this set of permissions to any project.
missions within a scheme will apply to all projects that are assaociated with that scheme.

hle helow shows the permission schemes currently configured for this server. Far permissions that apply to all projects

lobal Permissions

Hame Projects

Default Permission Scheme OJIRA Ferrmissions | Copy | Edit
This is the default Fermission Scheme. Any new projects that are O Test Project
created will he assigned this scheme

New Permission Scheme Fermissions | Copy | Edit| Del
This is a test Permission Scheme

Add Permission Scheme

View Permission Schemes

1.6.3.3. Adding Users, Groups or Rolesto a Permission Scheme

1. Onthe panel on the left, under thetitle "Features®, click on the link |abelled "Permission
Schemes'.

2. Click
permi

¥ Schemes

O lssue Security Schemes
O Motification Schemes

O Permissgion Schemes
O Waorkflowe Schemes

O scheme Tools

View Permission Schemes

on the "Permissions’ link or on the name of the Permission Scheme to show alist of
ssions

Permission Schemes

Fermi

sgion Schemes allow you to create a set of permissions and apply this set of permissions to any project.

All permissions within a scheme will apply to all projects that are associated with that scheme.

The tahle below shows the permission schemes currently configured for this server, For permissions that apply to all projects see

Gloha

| Permissions
Hame Projects
@aun Permission Schinz:) mJIRA | Edit
This IsThe defadi Permission Scheme. Any new projects that are OTest Project
created will be assigned this scheme %
New Permission Scheme Permizsions | Copy | Edit | Del

Thiz is a test Permisszion Scheme

Add Permission Scheame
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edit Permissions
3. Click the"Add" link in the "Operations” column.

Edit Permissions — Default Permission Scheme
Cn this page you can editthe permissions for the "Default Permission Scheme” permission scheme.

0O Grant permission
O Wiew all permission schemes

Users / Groups / Project
Roles

Administer Projects o Project Role 0o Add
Ability to administer 3 project in JIRA

(Administrators) (Delete)

Permission Cperations

Browse Projects O Project Role (Users) (Deletey |0 ADd
Ability to browse projects and the issues within them.

Create Issues O Project Role (Users) (Deletey |0 ADD
Ability to create izsues.

Edit Issues o Project Role (Developers) 0O Add
Ability to edit issues. (Delete)

Add Users to Permissions

4. Thiswill display the"Add Permission" page. After selecting one or more permissions to add
and who to add the selected permissions to, click the "Add" button. The users/groups/roles
will now be added to the selected permissions

Note that project roles are useful for defining specific team members for each project.
Referencing project roles (rather than users or groups) in your permissions can help you
minimise the number of permission schemesin your system.

Add New Permission

Fermizsion Scheme: Default Permission Scheme

Pleasze selectthe type of permission you wish to add ta this Permission Scheme

ST 2 o rriinister Projects {71 Reporter
Browse Projects
Create |ssues O | Group Anyone ¥
Editlssues )
Schedule lssues i |singleltiser &
Move |s5ues .
Assign lssues bt O | FrojectLead
(%elect the permiszions that wou want te assign). .r:;. Current
Assighee
(O User Choose a custom fleld | »
Custom
Field
Froject Role | choose a projectrole [+
) Group Choose a custom field  »
Selector
Add Usersto Permission

(Note: this screenshot is from JIRA Enterprise; in JIRA Professional/Standard only 'Group'
and 'Project Role' are available)
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S. Repeat the last 2 steps until all required users/groups/roles have been added to the permissions
6. Todeete auser/group/role from a permission click on the "Delete” link in the "Users/ Groups/
Roles' column
Edit Permissions — Default Permission Scheme
2 this page wou can editthe permissions for the "Default Fermission Scheme" permission scheme.

O Grant permission
O Yiew all permission schemes

Users / Groups / Project

Permission Operations
Roles

Administer Projects O Project Role 0 Add

Ability to administer a project in JIRA adrministrators) (Delete)

Browse Projects @ Project Role {Use Thelete) 1 Add

Fhility to browse projects and the issues within them.

Create Issues o Project Role {Users) (Deletey |0 Add

Fhility to create izsues.

Edit Issues o Project Role (Developers) |0 Add

Fhility to edit issues. [Delete’

Add Users from Permission

1.6.3.4. Associating a Permission Scheme with a Project
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE ﬂDI‘."IIHISTHATIUP

Link to Administration section

Proje iew.at or create

na'l_'a . _Dﬁr\-'l'_.-\.rﬁ ~r !ﬁﬁr\-lﬂl
Link to Administration section

3. Alist of projectsis displayed

Administration

Below is the list of all projects for this installation of JIRA. 1 projects are available.

O Add Project
Name Key URL Project Lead Default Assignee Operations
TestProject TET Mo URL Administrator Project Lead YWiew | Edit| Delete

List of Projects
4. Select the project you want by clicking on the project name. Thiswill display the project details
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5. Click on the "select scheme” link beside the Permission Scheme caption.

Project: JIRA

Key: JRA
URL: httpoiiweeen atlassian.comisotbwareljira
Lead: Mike Cannon-Brookes
Hotific atinn Sshemesttorre-rrhere-retrr e
ermission Scheme: Default Permission Scheme { mwit permissions )
Issue 2
Project Category: Mone { select project category )

Edit Project | Delete Project
Project Details

6. Thiswill bri ng up alist of Permission Schemes. Select the Permission Scheme that you want
to associate with this project.

Associate Permission Scheme to Project

This page allows you to associate a permission scheme with this project.

Scheme: | Default Permission Scheme | k

Default Permission Scheme

MNew Permission Scheme
Select Scheme

7. Click the"Associate" button to associate the project with the permission scheme.

1.6.3.5. Deleting a Permission Scheme
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or the title of the Administration box on the dashboard:

ISSUE ﬂDF."IIHISTHATIEJP

Link to Administration section

Projects ' ar create

na'l_'a . _Dnr\-'l'_nrn ~r !ﬁﬁr\-lﬂl
Link to Administration section

3. Onthe panel on the left, under thetitle "Features®, click on the link |abelled "Permission
Schemes'.
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¥ Schemes

O lssue Security Schemes
O motification Schemes

O Permission Schemes
O Waorlkflow Schemes

O Scheme Tools

View Permission Schemes

4. Thiswill display the 'Permission Schemes page. This page lists al the Permission Schemes that
are currently defined in your JIRA system. Click on the "Delete” link for the scheme that you
want to delete.

Permission Schemes
Permission Schemes allow you to create a set of permissions and apply this set of permissions to any project.

All permissions within a scheme will apply to all projects that are associated with that scheme.

The tahle below shows the permission schemes currently configured far this server. Far permissions that apply
to all projects see Glohal Permissions.

MName Projects

Default Permission Scheme O Tester Permissions | Copy | Edit
This is the default Permission Scheme. Any nevy projects
that are created will he assigned this scheme

New Permission Scheme Permizsions | Copy | Edit @
Custom permission scheme

Add Permission Scheme
Delete Permission Schemes

S. A confirmation screen will appear. To delete click "Delete” otherwise click "Cancel”.

Delete Permission Scheme

Areyou sure youvwant to delete Mew Permission Scheme?
"This is a test Permission Scheme”

MB: Mew Permission Scheme is currently associated with: Test Project

[fyou delete this scheme all assucia%d projects will he associated with the Default Permission Scheme

[ Delete H Cancel ]

Delete Permission Scheme

6. The scheme will be deleted and all associated projects will be automatically associated with the
Default Permission Scheme. (Note that you cannot delete the Default Permission Scheme.)

See also Minimising the number of Permission Schemes and Notification Schemes.
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1.6.3.6. Copying a Permission Scheme
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration' link on the top bar
or thetitle of the Administration box on the dashboard:

ISSUE ﬂDMIHISTHATIDP

Link to Administration section

inistration

or create

Mt Drmtmrs sr bFosemlen

Link to Administration section

3. Onthe panel on the left, under thetitle "Features®, click on the link |abelled "Permission
Schemes".

¥ Schemes

O lssue Security Schemes
O Motification Schemes

O Permission Schemes
O Workflow Schemes

O scheme Tools

View Permission Schemes

»

Thiswill display the "Permission Schemes' page. This page lists all of the Permission
Schemes that JIRA currently has. Click on the "Copy" link for the scheme that you want to
copy.

Permission Schemes
Fermission Schemes allow you to create a set of permissions and apply this set of permissions to any project.

All permissions within a scheme will apply to all projects that are associated with that scheme.

The table helow shows the permission schemes currently configured for this server. For permissions that apply
to all projects see Global Fermissgions.

Name Projects

Default Permission Scheme O Tester Fermissions | Copy | Edit
This is the default Fermission Scheme. Any new projects
that are created will he assigned this scheme

New Permission Scheme Fermissgions Edit | Delete
Custom permission scheme

Add Permission Scheme

Copy Permission Schemes
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S. A new scheme will be created with the same permissions and the same users/groups/roles
assigned to them.

Permission Schemes
Permission Schemes allow you to create a set of permissions and apply this set of permissions to any project.
All permissions within a scheme will apply to all projects that are associated with that scheme.

The table below shows the permission schemes currently configured for this server. For permissions that apply
to all projects see Global Permissions.

Name Projects

Copy of New Permission Scheme Permissions | Copy | Edit | Delete
ustom permission scheme

Default Permission Scheme O Tester Permissions | Copy | Edit

Thiz is the default Permission Scheme. Any new projects
that are created will be assigned this scheme

New Permission Scheme Permissions | Copy | Edit | Delete
Custam permission scheme

Add Permission Scheme

Copy Permission Schemes

1.6.3.7. Additional Resour ces

« Permission scheme overview tutorial video — Watch this short tutorial video to see how to set
up anew permission scheme to control which users can perform which operations on an issue.
Please note the JIRA version and JIRA edition of the tutorial video before watching.

1.6.4. Issue security

Issue security levels are a IRA Enterprise feature that allows you to control who can see individual
issues within a project (subject to the project's permissions).

An issue security level is a named collection of users. Issue security levels are created within issue
security schemes, which are then associated with projects. Once an issue security scheme has been
associated with a project, its security levels can be applied to issues in that project (note, sub-tasks
will inherit the security level of their parent issue). Those issues will then only be accessible to
members of that security level.

A security level's members may consist of:
e Individual users

e Groups
» Projectroles

» Issueroles such as'Reporter’, 'Project Lead', and 'Current Assignee’

« 'Anyone (eg. to allow anonymous access)

o A (multi-)user picker custom field.

e A (multi-)group picker custom field. This can either be an actual group picker custom field, or a
(multi-)select-list whose values are group names.

Only users with the project-specific 'Set |ssue Security' permission can apply a security level to an issue, regardless of whether they are
members of the security level.
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Please note that issue security levels are only available in the Enterprise edition of JIRA.

1.6.4.1. Why use issue security?

As an example, a company may have a public instance of JRA running. Within this instance
they may have several projects that external people (customers) can browse. However, it may not
be appropriate to show all issues to the customers. To achieve thisyou could:

Create an issue security scheme.

Create an issue security level named 'Private' for this scheme.
Add appropriate people to the 'Private’ security level.
Associate the issue security scheme with the relevant projects.
Set the security level of specific issuesto 'Private’.

1.6.4.2. Creating an | ssue Security Scheme
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the'Administration’ link on the top bar
or the title of the Administration box on the dashboard:

ISSUE ﬂDI"."IIHISTHATIEJP

Link to Administration section

Projects Viewiadt or create

na'l_'a . _Dﬁr\-'l'_.-\.rﬁ ~r !ﬁﬁr\-lﬂl
Link to Administration section

3. Onthe panel on the left, under the title 'Schemes, click the link labelled 'l ssue Security
Schemes.

w Schemes

Olssue Security Schemes
O Kotification Eﬁirr}mes
OFPermission Schemes
OWworkflowe Schemes

View Issue Security Schemes

4. Thiswill display the 'I'ssue Security Schemes page. This page lists all of the Issue Security
Schemes that JIRA currently has. Click the 'Add Issue Security Scheme' link.
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Issue Security Schemes

Issue Security Schemes allow yod to control who can and cannot viewy issues. They consist of a number of security levels which
can have users/aroups assigned to them.

When creating/editing an issue yau can specify a level of security for the issue. This ensures only users who are assigned to this
secuUrity level may view the issue.

The tahle below shows the issue security schemes currently configured far this server. Please note that you cannot delete issue
secUtity schemes which have associated projects.

Name Projects

‘fou do not currently have any issue security schemes configured.

Add lgsue Security Scheme

View Issue Security Schemes

5. Inthe'Add Issue Security Scheme' form, enter a name for the issue security scheme, and a short
description of the scheme. Then click the 'Add' button.

Add Issue Security Scheme
Mame: [Mew [s5ue Security Scheme
Description: |Thiz iz an example Issue Security Scheme
Add an I'ssue Security Scheme
6. Y ou will return to the 'Issue Security Schemes' page, which now contains the newly added
scheme.

Issue Security Schemes

Issue Security Schemes allow you to cantrolwho can and cannot view issues. They consist of 2 number of security levels which
can have users/groups assighed to them.

When creatingfediting an issue you can specify a level of secutity for the issue. This ensures only users who are assigned to this
security level may view the issue.

The tahle helow shows the issue security schemes currently canfigured for this server. Please note thatyou cannot delete issue
security schemes which have associated projects.

Name Projects

New Issue Security Scheme Security Levels | Copy | Edit | Delete
This is an example lssue Security Scheme

Add lssue Security Scheme
View Issue Security Schemes

1.6.4.3. Adding a Security Level to an I ssue Security Scheme
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:
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ISSUE ﬂDf‘ﬂIHISTHATIDP

Link to Administration section

inistration

or create

Mot Drrtars mr lRoamben

Link to Administration section

On the panel on the left, under the title 'Schemes, click on the link labelled 'l ssue Security
Schemes.

w Schemes

Olssue Security Schemes

O Motification Eﬁirr}mes
O Fermission Schemes

O wWorkflow Schemes

View Issue Security Schemes

Thiswill display the 'I'ssue Security Schemes page. This page lists all of the Issue Security
Schemes that JIRA currently has.

Click on the name of any scheme or the link 'Security Levels' to bring up the 'Edit Issue
Security Levels page.

Issue Security Schemes

Issue Security Schemes allow you to contral whao can and cannot view issues. They consist of a number of security levels which can have usersfgroups assigned
to them.

When creatingfediting an issue yvou can specify a level of security for the issue. This ensures only users who are assigned to this security level may view the issue.

The table below shows the issue security schemes currently configured far this server. Please note that yvou cannot delete issue security schemes which hawe
associated projects.

Projects

mJIRA Cogﬂ@

Add Issue Security Scheme

View Issue Security Levels

Nameg

Hew Issue Security Scheme
bkeah pxample e-Beturity Scheme

In the "Add Security Level" box, enter a name and description for your new security level.
Then click the button 'Add Security Level'.
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Edit Issue Security Levels

Qn this page you can create and delete the issue security levels far the "New |ssue Security Scheme” issue security
scheme.

Each security level can have users/groups assigned to them.

Anissue can then be assigned a Security Level. This ensures only users who are assigned to this security level may
view the issue.

Once you have set up some Security Levels, be sure to grant the "Set Issue Security” permission to relevant users.

O View all Issue Security schemes

Security Level Users | Groups | Project Roles Operations

Development OFProject Role (Developers) [Delsts) Add | Default | Delete
Cinly developers can see these issuss

Add Security Level
Add a new security level by entering 2 name and description below.

Name: |priyate

Descripion: | only inhouse people can see these issues

ol |
Add Issue Security Levels

Add Security Level

1.6.4.4. Setting the Default Security Level for an Issue Security Scheme
Y ou can choose to specify a Default Security Level for your issue security scheme.

The Default Security Level is used when issues are created. If the reporter of an issue does not have
the permission 'Set Issue Security’, then the issue's security level will be set to the Default Security
Level. If the project's issue security scheme does not have a Default Security Level, then the issue's
security level will be set to 'Non€'. (A security level of 'None' means that anybody can see the issue.)

1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
the title of the Administration box on the dashboard:

ISSUE EDF.WIHISTHATIDF

Link to Administration section

Proje | ar create

Mata Drrtars mr lRoamben

Link to Administration section
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3. Onthe panel on the left, under the title 'Schemes, click on the link labelled 'Issue Security
Schemes.

w Schemes

Olssue Security Schemes
O Motification Eﬁirr}mes

O FPermission Schemes
OWorkflow Schemes

View |ssue Security Schemes

4. Thiswill display the 'Issue Security Schemes' page. This page lists all of the Issue Security
Schemes that JIRA currently has.

S. Click on the name of any scheme or the link 'Security Levels' to bring up the 'Edit Issue
Security Levels page.

Issue Security Schemes

Issue Security Schemes allow you to contral whao can and cannot view issues. They consist of a number of security levels which can have usersfgroups assigned
to them.

When creatingfediting an issue yvou can specify a level of security for the issue. This ensures only users who are assigned to this security level may view the issue.
The table below shows the issue security schemes currently configured far this server. Please note that yvou cannot delete issue security schemes which hawe

associated projects.

Projects

mJIRA Cogﬂ@

Add Issue Security Scheme
View Issue Security Levels

6. Thedefault issue security level for a scheme can be set and removed, as follows:
* To set the Default Security Level for an issue security scheme, locate the appropriate
Security Level and click its'Default’ link.
* Toremovethe Default Security Level for an issue security scheme, click the ‘Change
default security level to "None™ link.

Nameg

Hew Issue Security Scheme

an B¥amp e-Beturity Scheme

Edit Issue Security Levels @

On this page you can create and delete the issue security levels for the "TestlssueSecurityScheme” issue security scheme.
Each security level can have usersi/groups assigned to them.
Anissue can then bhe assigned a Security Level. This ensures only users who are assigned to this security level may view the issue.

Once you have set up some Security Levels, be sure to grantthe "Set Issue Security” permission to relevant users.

O View a i
hange default security level to "None

Security Level Users | Groups | Project Roles Operations

Default Issue Security Scheme (Default) Add | Delete

Default Issue Securnity Scheme

New Issue Security Scheme Add Delete
e —

Mew |ssus Security Schems

Set the Default 1ssue Security Level

1.6.4.5. Adding User/Groups/Project Rolesto a Security Level
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1. Goto the 'Edit Issue Security Levels page (see above).
2. | ocate the appropriate Security Level and click its'Add' link:

Edit Issue Security Levels

On this page you can create and delete the issue security levels for the "Mew Issue Security Scheme” issue security
scheme.

Each security level can have users/groups assigned to them.

Anissue can then be assigned a Security Level. This ensures only users who are assigned to this security level may
view the issue.

Once you have set up some Security Levels, be sure to grant the "Set Issue Security” permission to relevant users.

O View all Issue Security schemes

Security Level Users | Groups | Project Roles Operations

Development OFroject Role (Developers) (Delets) Add | Default | Delete
Only developers can see these issues

Private Default | Delete

Only inhouse people can see these issues

Add Security Level

Add a new security level by entering a name and description below.

Mame:

Description:

| Add Security Level |

Add Usersto Issue Security Levels

3. Thiswill display the "Add Issue Security" page. Select the appropriate user, group or project
role, then click the"Add" button.
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Add User/Group/Project Role to Issue Security Level

Izsue Security Scheme: New Issue Securit y Scheme
lssue Security Level: Private

Please select a user or group to add to this security level.
This will enahble the specific usersigroups to view issues for projects that:

* are associated with this 1ssue Security Scheme and
= hawe their security level set to Private

i Reparter

| Group Anyone e

() Single User !]
(| Project Lead

3 | Current Assighee

O MJser Custom Field Choose a custom field |
) ProjectRole Choose a projectrole |»
(O Group Selectar Choose a custom field |

Add Usersto Issue Security Levels

4. Repeat steps 2 and 3 until all appropriate users and/or groups and/or project roles have been
added to the security level.

1.6.4.6. Assigning an I ssue Security Schemeto a Project
1. Loginasauser withthe ' JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or the title of the Administration box on the dashboard:

ISSUE ﬂDI"."IIHISTH.ATIUP

Link to Administration section

Proje iew.at or create

na'l_'a . _Dﬁi'\-‘l'_.'hl'ﬁ ~r !ﬁﬁr\-lﬂl
Link to Administration section

3. Alist of projectsis displayed
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Administration

Below is the list of all projects far this installation of JIRA 1 projects are available.

0 Add Project
Name Key URL Project Lead Default Assignee Operations
Test Project TET Mo URL Administrator Froject Lead Yiew | Edit| Delete

List of Projects
4. Select the project you want by clicking on the project name. Thiswill display the project details
S. Click the 'Select' link beside the 'Issue Security Scheme' caption.

Project: Test Project
A project for demonstration purposes

Key: TP
URL: Mo URL
Project Tean:
Froject Lead: Mary Manager
Default Assignee: Project Lead
Froject Roles: Wiew members
Issue Type Scheme: Default Issue Type Scheme { Select | Edit | Manage )
Hotification Scheme: Mone { Select)
Permission Scheme: Default Permission Scherme ( Select | Edit)
Issue Security Scheme: Mone *@ﬁl
Field Configuration Scheme: Eys efault Field Configuration
Issue Type Screen Scheme: Default 1ssue Type Screen Scheme ( Select | Edit)
Workflow Scheme: Mone [ Select)
CVS Modules: Mone [ Select Modules)
Mail Configuration: Mail notifications from this projectwill come from the default address ( Edit mail configuration )
Project Category: Mone ( Select Category )

Project Details
6. Thiswill bri ng up alist of Issue Security Schemes. Select the Issue Security Scheme that you
want to associate with this project.

Associate Issue Security Scheme to Project

Step 1 of 2: Select the scheme you wish to associate.

Scheme: [Mone
MNone
Mew |g5Ue Security Schetme ‘ Cancel
Select Scheme

7. If if there are no previously secured issues (or if the project didn't previously have an issue
security scheme), skip the next step.

8. |f there are any previously secured issues, select anew security level to replace each old level.
All issues with the security level from the old scheme will now have the security level from the
new scheme. Y ou can choose 'None' if you want the security to be removed from all previously
secured issues.
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Associate Issue Security Scheme to Project

Step 2 of 2: Associate any issues in this project that previously had their security level set, with a security level from the new
scheme.

Selecting a new level will change the security lewel of all the affected issues to be the newly selected security level

Security Levels for Old Issue Security Scheme Security Levels for New Issue Security Scheme
Mone (4 affected lssues) |N 9
Mone
Associate Test Lavel
Select New Level

9. Click the 'Associate’ button to associate the project with the issue security scheme.

1.6.4.7. Deleting an | ssue Security Scheme
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or the title of the Administration box on the dashboard:

ISSUE ﬂDMIHISTHATIDP

Link to Administration section

inistration

or create

Mt Drmtmrs mr bFosemlen

Link to Administration section

3. Onthe panel on the left, under the title 'Schemes, click on the link labelled 'Issue Security
Schemes.

w SCchemes

Olssue Security Schemes

O Motification ﬂm};mes
O Fermission Schemes

O Wvorkflow Schemes

View Issue Security Schemes

4. Thiswill display the 'I'ssue Security Schemes page. This page lists all of the Issue Security

Schemesthat JIRA currently has. Click the 'Delete’ link for the scheme that you want to
delete.

Y ou cannot delete a | ssue Security Schemeif it is associated with a project; you must first unassign the scheme. To unassign a
scheme, please refer to Assigning an |ssue Security Scheme.
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Issue Security Schemes

Issue Security Schemes allow you to control who can and cannot view issues. They consist of a number of security levels which
can have usersigroups assigned to them.

When creating/editing an issue you can specify a level of security forthe issue. This ensures only users who are assigned to this
security level may view the issue.

The tahle helow shows the issue security schemes currently configured for this server. Please note that you cannot delete issue
security schemes which have associated projects.

Name Projects
New Issue Security Scheme Security Levels | Copy | Edit Delete

This iz an example lssue Security Scheme

Add lssue Security Scheme

Delete Issue Security Schemes

S. A confirmation screen will appear. To delete, click 'Delete’; otherwise click 'Cancel'.
Delete Issue Security Scheme
Areywou sure you wantto delete this [ssue Security Scheme?
Scheme: New lssue Security Scheme

Description: "This is an example Issue Security Scheme"

[ Delete ][ Canhcel ]

Delete Issue Security Scheme

1.6.4.8. Copying an | ssue Security Scheme
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE ﬂDI‘."IIHISTHATIUP

Link to Administration section

Proje iew.at or create

na'l_'a . _Dﬁr\-'l'_.-\.rﬁ ~r !ﬁﬁr\-lﬂl
Link to Administration section

3. Onthe panel on the left, under the title 'Schemes, click on the link labelled 'Issue Security
Schemes.
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w Schemes

Olssue Security Schemes

O Maotification S“irr}mes
O Permission Schemes

O wWarkflow Schemes

View Issue Security Schemes

4. Thiswill display the 'I'ssue Security Schemes page. This page lists all of the Issue Security
Schemes that JIRA currently has. Click the '‘Copy’ link for the scheme that you want to copy.

Issue Security Schemes

Issue Security Schemes allow you to control who can and cannot view issues. They consist of a number of security levels which
can have usersigroups assigned to them.

When creatingfediting an issue yvou can specify a level of security forthe issue. This ensures only users whao are assigned to this
security level may view the issue.

The table below shows the issue security schemes currently configured far this server, Please note thatvou cannot delete issue
security schemes which have associated projects.

Name Projects

New Issue Security Scheme Security Levels Edit | Delete

This is an example |ssue Security Scheme

Add lssue Security Schame

Copy Issue Security Schemes

S. A new scheme will be created with the same security levels and the same
users/groups/project roles assigned to them.

Issue Security Schemes

Issue Security Schemes allow you to control who can and cannot view issues. They consist of a number of security levels which
can have usersigroups assigned to them.

When creatingfediting an issue yvou can specify a level of security forthe issue. This ensures only users whao are assigned to this
security level may view the issue.

The table below shows the issue security schemes currently configured far this server, Please note thatvou cannot delete issue
security schemes which have associated projects.

Name Projects

Copy of New Issue Security Scheme Security Levels | Copy | Edit| Delete
his is an example [ssue Security Schem

New Issue Security Scheme o Test Froject Security Levels | Copy | Edit

This is an example [ssue Security Scheme

Add lssue Security Scheme

Copy Issue Security Schemes

1.6.4.9. Additional Resources

» Issue security scheme overview tutorial video — Watch this short tutorial video to see how to
use an issue security scheme to restrict the viewing of issues to specified users. Please note
the JIRA version and JIRA edition of the tutorial video before watching.
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1.7. Project Management

1.7.1. Defining a project

To configure aproject in JIRA:
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
the title of the Administration box on the dashboard:

ISSUE ﬂDI‘.ﬂIHISTHATIDP

Link to Administration section

Proje Vieweat or create

Mot Drmtmrs mr bFosemben

Link to Administration section
3. Select an existing project, or click Add Project to add a project.
Hereiswhat a project looks like once created:

Project: Test Project
A project for demonstration purposes

Key: TP
URL: Mo URL
Project Team:
Froject Lead: Mary Manager
Default Assignee: Project Lead
Froject Raoles: Wiew members
Issue Type Scheme: Default |ssue Type Scheme ( Select | Edit | Manage )
Notification Scheme: Mone { Select)
Permission Scheme: Default Permission Scheme ( Select | Edit)
Issue Security Scheme: Maone { Select)
Field Configuration Scheme: System Default Field Configuration
Issue Type Screen Scheme: Default Issue Type Screen Scheme { Select | Edit)
Workflow Scheme: Maone [ Select)
CWS Modules: Mone { Select Modules )
Mail Configuration: Mail notifications from this project will come from the default address { Edit mail configuration )
Project Category: Mone ( Select Category )

Browse Project | Edit Project | Delete Project

Components Versions
O Add a newy component O Manage versions idisplayed in the order of newest first)
O Select assignees for components .
S vl
it Batch System (Edit | Delete) o 1 0
¢t Finance GUI (Edit | Delete) @
ik #Z Integrator (Edit | Delate) % w0.8 beta
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Project admin page

A project’'s configuration settings are as follows:

Key - a'key' unique to this project (eg. 'WEB"), which specifies the first few letters of this
project's issue keys (eg. "WEB-100'). We recommend that you define a key that describes the
project and is easy to type (asit prefixes each issue in the project). Please note that the key is
shown to users who do not have permission to see the project and cannot be changed once the
project exists.

URL - Anoptional URL associated with this project, eg. pointing to project documentation.

Project Team:

* Project Lead - user fulfilling the role of project leader. Used as the 'Default Assignee
(see below), and potentialy elsewherein JRA (eg. in permission schemes, notification
schemes, issue security schemes and workflows).

» Default Assignee - the user to whom issuesin this project are initially assigned when
created. Can be either the 'Project Lead' (above), or, if Allow unassigned issuesis set to
'On' in JIRA's general configuration, 'Unassigned’. Note: in JIRA Enterprise there are also
default component assignees.

* Project Roles - members are users/groups who fulfil particular functions for this project.
Project roles are used in permission schemes, notification schemes, issue security
schemes and workflows.

I ssue Type Scheme (Enterprise and Professional only) - the project's issue type scheme

determines which issue types apply to this project.

Notification Scheme - the project's notification scheme determines who receives email

notifications of changesto issuesin this project.

Permission Scheme - the project's permission scheme determines who has permission to

view or change issuesin this project.

I ssue Security Scheme (Enterprise only) - the project's issue security scheme determines

what visibility levelsissuesin this project can have (see issue-level security).

Field Configuration Scheme (Enterprise only) - the project's field configuration scheme

determines which field configuration appliesto issue typesin this project. (A field

configuration determines fields overall visibility, requiredness, formatting (wiki/rich-text or
plain) and existence on various screens).

Screen Scheme (Professional only) - the project's screen scheme determines which screens

are displayed for different issue operations (view, edit, create); or:

| ssue Type Screen Scheme (Enterprise only)- the project's issue type screen scheme

determines which screens are displayed for different issue operations (view, edit, create), for

different issue types.

Workflow Scheme (Enterprise only) - the project's workflow scheme determines which

workflows (issue state transitions) apply to issue typesin this project.

CVSModules - configures CVS integration for this project.

Mail Configuration - specifies the 'From' address for emails sent from this project. Only

available if an SMTP email server has been configured in JIRA.

Project Category (Enterprise only) - alogical category to group this project into. Useful for

managing multiple related projects. New categories can be created via the 'Project Categories

link in the 'Administration’ menu.

Aswell as;

Components - logical groups that this project's issues can belong to. See the component

management page for details.
Versions - versions defined in the project. See the version management page for details.

1.7.1.1. A note about Project Administrators

A JRA project administrator is someone who has the project-specific 'Administer Project’
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permission, but not necessarily the global 'JIRA Administrator' permission.

A project administrator can:

Edit the project name (‘'Test Project’ in the screenshot above)

Edit the project description ('A project for demonstration purposes in the screenshot above)
Edit the URL

Edit the Project Lead

Edit project role membership*

Define project components

Define project versions

*Enterprise edition only. In Professional and Standard editions, only a global administrator can edit
project role membership.

1.7.1.2. Additional Resources

« Adding aProject tutorial video — Watch this short tutorial video to see how a project is added in
JRA. Please note the JIRA version and JIRA edition of the tutorial video before watching.

1.7.2. Managing pr oj ect role member ship
A JRA project role is aflexible way to associate users and/or groups with a particular project.

Unlike groups, which have the same membership throughout JIRA, project roles have specific
members for each project. Users may play different roles in different projects.

This page contains instructions for managing membership of existing project roles. For information on creating and using project roles,
please see Managing project roles.

1.7.2.1. Viewing project role members

To see which users and groups belong to each project role for a particular project:

1. Thefirst step depends on which edition of JIRA you are using:
» If you are using JIRA Enterprise edition,
1. Loginto JRA asaproject administrator. (A project administrator is someone who has
the project-specific permission 'Administer Project’, but not necessarily the global
permission 'JIRA Administrators.)

2. Click the 'Administration’ link on the top bar:

Browse Projects  Find Issues  Create New Issue  Administration

Click Administration link

* Or,if you areusing JIRA Professional or Standard edition,
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top
bar or the title of the Administration box on the dashboard:

ISSUE EDF.WIHISTHATIDF

Link to Administration section
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inistration

or create

Mot Drrtars mr lRoamben

Link to Administration section

2. Thiswill display the Administration page, showing alist of projects which you have
permission to manage. Click the project of interest.

Administration

Below is the list of all 2 projects far this installation of JIRA.

Hame Key URL Project Lead Default Assignes Operations

ABC  MoURL  MaryManager  ProjectLead Vigw | Edit

Test Froject TF Mo UREL  Administrator Froject Lead Wiewy | Edit
Select project

3. Thiswill display the Project Administration page. Click the 'View members' link:

Project: ABC

Key: ABC
URL: Mo URL
Project Team:

Froject Lead: Mary Manager

Default Assignes. i
Froject Haoledal View members
Issue Type Scheme; wpe Scheme

Notification Scheme: Mone

Permission Scheme: Alphahet Projects Permission Scheme
Issue Security Scheme: Mone

Field Configuration Scheme:; 3ysterm Default Field Configuration
Issue Type Screen Scheme: Default [ssue Type Screen Scheme
Workflow Scheme: Mone

CVS Modules: Mone

Project Category: Mone

View project roles

4. Thiswill display the Manage Project Role M ember ship page, showing the project role
members for this project:
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Manage Project Role Membership for Project: ABC

Cn this page you can manage project role membership for the ABC project.

Fole Users Groups

Administrators  Mary Manager Edit jira-administrators Edit
A project role that

represents

adrministrators in

a project

Developers None selected. Edit jira-developers Edit
A project role that

represents

developersina

project

Users Nane selected. Edit jira-users Edit
A project role that

represents Users

ina project

View project roles

From this page you can assign users/groups to and remove them from project roles, as described
below.

*A project administrator is someone who has the project-specific 'Administer Project' permission, but not necessarily the global 'JIRA
Administrator' permission.

1.7.2.2. Assigning a user to a project role

1. Open the M anage Project Role Member ship page as described in 'Viewing project role
members' (above).

2. Click the Edit link in the User s column for the project role you wish to edit.
3. Thiswill display the Assign Usersto Project Role page:
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Assign Users to Project Role: Developers

You can add and remove users from the project role Dewvelopers for the project ABC by using the ‘Add’
and 'Remove' buttons below.

=< Return to Project Role Browser

There are currently no users assigned to this project role. | Enter one ar more usernames in the form
helow. Separate usernames by a comima

Add user{s) to project role:
dsmmith, jjones|

Add

Assign usersto aproject role
The users currently in the project role are listed on the left-hand side of the page.

Type the username(s) in the ‘Add User' box on the right-hand side of the page, then click the
Add button.

1.7.2.3. Removing a user from a project role

1.

Open the M anage Project Role Member ship page as described in 'Viewing project role
members' (above).

2. Click the Edit link in the User s column for the project role you wish to edit.

Thiswill display the Assign Usersto Project Role page. The users currently in the project
role are listed on the left-hand side of the page. Tick the user(s) you wish to remove from the
project role, then click the Remove button.

1.7.2.4. Assigning agroup to aproject role

1.

Open the M anage Project Role Member ship page as described in 'Viewing project role
members (above).

Click the Edit link in the Groups column for the project role you wish to edit.
Thiswill display the Assign Groupsto Project Role page:
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Assign Groups to Project Role: Developers

You can add and remove groups fraom the project role Dewvelopers for the project ABC by using the
Join'and 'Leave’ huttons below.

=< Return to Project Role Browser

Groups in Project Raole F] Enter one or more grodp names in the form

e dovel helow. Separate group names by a comma™,".
- i )
lira-aevelopaers [ Add groupis to project role;

WYZ Developers|

Add |

Assign groupsto a project role
The groups currently in the project role are listed on the left-hand side of the page.

Type the group name(s) in the 'Add Group' box on the right-hand side of the page, then click the
Add button.

Group membership can only be viewed/edited by people with the global '‘JIRA Administrator' permission. Project administrators may
therefore prefer to assign users, rather than groups, to their project roles.

1.7.2.5. Removing a group from a project role

1. Open the Manage Project Role M ember ship page as described in 'Viewing project role
members (above).

2. Click the Edit link in the Groups column for the project role you wish to edit.

3. Thiswill display the Assign Groupsto Project Role page. The groups currently in the project
role are listed on the left-hand side of the page. Tick the group(s) you wish to remove from the
project role, then click the Remove button.

A project role need not have any user or group assigned to it, athough project administrators should be careful with this. Depending on
how a project role is utilised (e.g. if the project's permission scheme is using project roles), it is possible that not having anyone in a
particular project role could make some project activities unavailable.

1.7.3. Component M anagement

Components are sub-sections of a project. They are used to group issues within a project into smaller

parts. The available operations for components are:

» Add - make new components under which issues can be classed.

» Delete - remove a component from a project.

« Edit - Update/change the details of a particular component.

o Select Default Assignee - In Enterprise edition you can set the default assignee for issues
created in a particular component.
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1.7.3.1. Managing proj ect components

All component management operations are available from the Component section of the Project
Admin Page.

1. Loginto JRA asaproject administrator. (A project administrator is someone who has the
project-specific permission ‘Administer Project’, but not necessarily the global permission
'‘JIRA Administrators.)

2. Click the 'Administration’ link on the top bar:

Browse Projects  Find Issues  Create New Issue  Administration

Click Administration link

3. Thiswill display the Administration page, showing alist of projects which you have
permission to manage. Click the project of interest.

Y ou will now see a page displaying the project details. On the lower left, the 'Components
section displays a summary of the project's components along with links to add, edit and
remove components (as described below).

Project: Test Project

Key: TST

URL: Mo LIRL

Lead: Administrator

Default Assignee: Project Lead

MNotification Scheme: Mone { select scheme )

Permission Scheme: Default Permission Scheme ( select scheme | edit permissions )

Issue Security Scheme: Mone ( select scheme )

Field Configuration Scheme: Systerm Default Field Confguration { gselect scheme )

Issue Type Screen Scheme: Default ssue Tyvpe Screen Scheme { select scheme | edit scheme )
Workflow Scheme: Mone { select scheme )

CVS Modules: Mone { select modulas

Mail Configuration: Mail notifications from this project will come from the default address ( edit configuration )
Project Category: Mone { select category )

Browse Project | Edit Project | Delete Project

Components Versions
O Add new component O Manage versions

O Select assignees for components .
- There are noversions.

ik Documentation (Lead: Administratery  (Edit | Delete)

ik Specifications (Edit | Delete)
ik User Interface (Lead: Test Usen (Edit | Delete)

Project configuration, with Component Summary highlighted

If you have created a new project and have not assigned a permission scheme with it on creation, then you will not see the above
display. Instead, the ‘Components’ section will say "There are no components at the moment".

1.7.3.2. Adding a new component
1. Inthe '‘Components' section (see above), click the 'Add' link.

2. The'Adda Component' screen will be displayed. Type the name of your new component.
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3. Youcanaso optionally enter the component description and/or assign a user to be the
component lead.

4. Click the"Add" button. The component summary list is updated immediately and you will be
redirected to the project admin page.

Add a Component

Lze this page to create a new component in the project Test Project.
Project: Test Project

Mlame:

Dezcription:

Component Lead: i]

[Enter the username of the component lead.)

[ Create ][ Cancel ]

Add Component

1.7.3.3. Selecting a Default Assignee

In JIRA Enterprise edition it is possible to extend the default assignee of an issue to be component

specific instead of project specific.

1. Inthe'Components section (see 'Managing project components above), click the 'Select’ link. A
'Select Component Assignee’ pane will appear on the Project Admin Page.

2. For each component, select the assignee to whom you want to have new issues in the component

assigned by default. See the list of options below.
3. Click on the'Update' button.

Select Component Assignee

Usze this pade to select default assignees for newly created issues.

Component Name Component Lead Default Component Assignee

Documentation Administrator @ Project Default O Project Lead flead: Administratar)
O Component Lead (lead: Administraton

Specifications Mo Lead @ Project Default O Project Lead flead: Administratar)
User Interface TestUser @ Project Default O Project Lead flead: Administrater)

[ Lipdate ][ Cancel ]

Select Default Assignees

In the event that the default assignees of components clash, the assignee will be set to the default assignee of the component that isfirst
alphabetically.
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Default Assignee Options

Option Description
Project Default Issues matching this component will have the
assignee set to the same default assignee as the parent
project.
Project Lead The assignee will be set to the project |leader.

Condition: If the project leader is not permitted to be
assigned to issues in the permission scheme this
option will be disabled and will say "Project Lead is
not allowed to be assigned issues.”.

Component Lead The assignee will be set to the component |eader.

Condition:

If the project leader is not permitted to be assigned to
issues in the permission scheme this option will be
disabled and will say "Component Lead is not
allowed to be assigned issues’.

The Component Lead option will also not be
available if the component does not have a lead
assigned to the component. Instead under this option
it will say "Component does not have alead.".

Unassigned The assignee of the issue will not be set on the
creation of thisissue.

Condition: The unassigned option will only be
available if the unassigned is enabled in the General
Configuration. Instead under this option it will say
"Unassigned issues are disabled.”.

1.7.3.4. Editing a component

1. Inthe '‘Components’ section (see 'Managing project components above), click the 'Edit' link
at the right of athe component you wish to edit.

2. Thiswill bri ng you to the "Edit Component" page. Here, it is possible to edit the version
name, description and lead.

Press the 'Update’ button.

4. on completion of the update operation, you are returned to the project admin page - with an
updated component list reflecting the changes made.
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Edit Component: Documentation
Mame: |Documentatior

Description:

Component Lead:  |gdmin i

(Enter the username of the component lead.)

[ Update || cancel |

Edit Component

1.7.3.5. Deleting a component

L Inthe '‘Components' section (see 'Managing project components above), click the 'Delete’ link at
the right of the component you wish to delete.

2. Thiswill bri ng you to the "Delete Component” page.

3. Onthis page you can specify the action to be taken regarding the issues in this component. Y ou
can either associate these issues with another active component, or have the references removed.

4. Pressthe'Delete button.

5. On completion of the delete operation, you are returned to the project admin page — with an
updated component list reflecting the changes made.
Delete Component: Specifications

Confirm that you want to delete this component, and specify what is to be done with the issues currently attached to it.

Issues in this caompaonent: 3
Miew the issues in this component)

O Swap current issues to component: | User Interface  w

O Remove component from all issues.

[ Delete ][ Cancel ]

Delete Component

1.7.4. Version Management
Versions are points-in-time for a project. They help you schedule and organise your releases. Once a
version is created, the following reports are useful:

« Road Map report - gives you aview of upcoming versions
» Change Log report - gives you areview of released versions

Change Log and Road Map are driven by the 'Fix For Version' field on each issue.

Versions can be;

e Added - create a new version against which issues can be aligned.

» Released - mark aversion as released. This changes the Road Map report, Change L og report
and some issue fields' drop-downs.

» Rescheduled - re-arrange the order of versions.
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« Archived - hide an old version from the Road Map and Change Log reports, and in the JIRA
User Interface.

« Merged - combine multiple versions into one.

1.7.4.1. Managing a proj ect's versions

1. Loginto JRA asaproject administrator. (A project administrator is someone who has the
project-specific permission ‘Administer Project’, but not necessarily the global permission
'‘JIRA Administrators.)

2. Click the 'Administration’ link on the top bar:

Browse Projects  Find Issues  Create New Issue  Administration

Click Administration link

3. Thiswill display the Administration page, showing alist of projects which you have
permission to manage. Click the project of interest.

Y ou will now see a page displaying the project details. On this page all the configurable
actions available on the project are easily accessible. On the lower right, a summary of the
versionsis displayed along with the link to the version management interface. The summary
indicates the version status and the scheduled release date for that version.

Project: Test Demo

Key: TD
URL: Mo URL
Project Team:
Project Lead: Ernest Wonag
Default Assignee: Project Lead
Project Roles: View members
Issue Type Scheme: Atlassian Software Issue Type Scheme ( Select | Edit | Manage )
Hotification Scheme: Mone ( Select )
Permission Scheme: Atlassian Japan ( Select | Edit )
Issue Security Scheme: Mone { Select )
Field Configuration Scheme: Systermn Default Field Configuration { Select )
Issue Type Screen Scheme: Default Issue Type Screen Scheme ( Select | Edit )
Workflow Scheme: Mone [ Select )
CVS Modules: Mone { Select Modules )
Mail Configuration: Mail notifications from this project will come from the default address ( Edit mail configuration )
Project Category: Mone ({ Select Cateqgory )

Browse Project | Edit Project | Delete Project

Components Versions
O Add a new component O Manage versions (displaysd in the order of newest first
0 Select assignees for components -

11 31iMar/0T
ik Engine (Lead: Emest Wong) Edit| D=lete) & 1.0 30/Mar/0T
& FUSE'EQE [Edit | Delets)
ik Landing Carriage [Edit | Delete)

L Wings (Lead: lcsman) (Edit | Delate)

Project configuration, with Version list highlighted

If you have created a new project and have not assigned a permission scheme with it on creation, then you will not see the above
display. Instead under versionsit will say "There are no versions at the moment".

5. Click the'Manage' link to display the 'M anage Versions screen, which shows alist of
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versions and each version's status. From here you can perform the operations described below.

Version status

Each version can have any of the following four statuses:

Released - abundled package
Unreleased - an open package
Archived - a semi-transparent package
Overdue - the release date is highlighted

The status affects where the version appears in drop-down lists for version-related issue fields (‘Fix For Version' and 'Affects Version').

1.7.4.2. Adding a new version

1.
2.

The"Add New Version" form islocated at the bottom of the 'Manage Versions screen.

From here, you enter the name for the version. The name is treated as aplain string by JIRA, so
it can be ssimple numeric, e.g. "2.1", it can be complicated numeric, e.g. "2.1.3", or it can be
something zany like the project's internal code-name, e.g. "Memphis".

Optional details such as the version description and rel ease date can be also be specified.

It is also possible to 'schedul € the new version by selecting its position in the version list. The
new version is added after the selected version — or it can be placed at the start of the list by
selecting 'First'.

Click onthe"Add" button. The version management list is updated immediately, with the newly
created version added in the specified position.

Manage Versions

On this page you can manage the versions for the Test Demo project.

The version list is displayed in the arder of newest first.

Add Version

* Version Narme:

Description:
Release Date: 3
Schedule: v

The new wersicn will be added chronclogically after the selected version. It will appear abowe the selected version on the list.
Select ‘Before First Version® to add before any other version |will appear st the bottom of list).

Name Description Release Date Schedule Operations
911 31/Mar/07 ¥ M EditDetails | Merge | Release | Archive | Delete
9 ° 3omaro7 R H& Edit Details | Merge | Release | Archive | Delete

Version Management

At present, the version release date is only used to indicate the scheduled release date for a version. Currently JIRA only uses the release
date for reporting purposes, but in future releasesiit is intended to add further functionality to take advantage of this data.
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1.7.4.3. Releasing aversion

1.

2.

3.

4.

5.

On the'Manage Versions' screen, click the 'Release’ link available in the 'Operations
column for aversion you are interested in.

If there are any issues set with this version as the 'Fix For' version, JIRA allows you to select
if you wish to change the 'Fix For' version. Otherwise, the operation will complete without
modifying these issues.

This operation immediately updates the specific version as 'released’ throughout JIRA.

The version list indicates the version 'released’ status with the bundled package icon. The
'‘Unrelease’ operation replaces the 'Release’ operation in the operations column.

To un-release aversion, smply click on the ‘Unrelease’ link in the operations column.

1.7.4.4. Archiving aversion

1.

2.
3.

4.

On the'M anage Versions screen, click the 'Archive' link availablein the '‘Operations
column for aversion you are interested in.

This operation immediately updates the specific version as ‘archived' throughout JIRA.

The version list indicates the version 'archived' status with a semi-transparent icon. The list of
available operationsis replaced with the 'Unarchive' operation. No further changes can be
made to this version unlessit is un-archived. Also it is not possible to remove any existing
archived versions from an issue's affected and fix version fields or add any new archived
Versions.

To un-archive aversion, smply click on the 'Unarchive' link in the operations column.

1.7.4.5. Merging multiple versions

1.

2.

On the'Manage Versions screen, click the 'Merge' link available in the 'Operations' column
for aversion you are interested in.
Thiswill take you to the 'Merge Versions page.

On this page are two select lists - both listing all un-archived versions. The specified version
is highlighted in the 'Merging From Versions select list on the left. It is possible to select
further versions you wish to merge from. Versions selected on thislist will be removed from
the system. All issues associated with these versions will be updated to reflect the new
version selected in the 'Merge To Version' select list on theright. It is only possible to select
one version to merge to.

Merge Versions

This page lets you merge multiple versions into another. The old versions which you merge from will be removed, and its issues placed into the
version you are merging into.

Merging From Versions Merge To Version

IPIease choose a version ~|

Merge | Cancel |

Merging Multiple Versions
Click on the 'Merge' button. Y ou will be shown a confirmation Page. Click on 'Merge' to
compl ete the operation.
On completion of the merge operation, you are returned to the version management interface.
The version list has been updated to reflect the changes that occurred in the merge operation.

1.7.4.6. Editing a version's details

1.

On the'Manage Versions screen, click the 'Edit Details' link available in the '‘Operations
column for aversion you are interested in.
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2. Thiswill bring you to "Edit Version: <Version>" page. Here, it is possible to edit the version
name, description and rel ease date.

3. Pressthe'Update’ button.

4. On completion of the update operation, you are returned to the version management screen - with
an updated version list reflecting the changes made.

Edit Version Details: 1.1

Update the version name and description below.

Name: |1]j

Description: |Bug Fix Release

Release Date: |29-0ct—2004 el

Update | Cancel |

Editing Version Details

1.7.4.7. Deleting a version

1. Onthe'Manage Versions screen, click the 'Delete’ link in the ‘Operations’ column for the
version you wish to delete.

2. Thiswill bring you to the "Delete Version: <Version>" confirmation page.

3. From here, you can specify the actions to be taken for issues associated with the version to be
deleted. It is possible to associate these issues with another version or to simply remove
references to the version to be deleted.

4. Pressthe"Delete" button.

5. On completion of the deletion, you are returned to the version management screen - with an
updated version list reflecting the changes made.

Delete Version: 1.1

Confirm that you want to delete this version, and specify what is to be done with the issues currently matching this version.

Issues raised against this version: 3
View the issues raised against this version.)

« Swap current issues to (raised-in) version: I 0.8 j
" Remove version from all issues.

Issues with this as a fix version: 1
Wiew the issues with this as a fix for version.)

« Swap currentﬂ:-:versionto:l(].& j

" Remave fix version from all issues.

Delete I Cancel |

Deleting aVersion

1.7.4.8. Rescheduling a version

1. Onthe'Manage Versions screen, re-scheduling operations are available through the 'Schedule
column.

2. ltispossibleto move aversion up/down a position or to the start/end of the list by clicking on
the specific arrow icon associated with the specific version row.

3. Theversionlist is updated immediately with the selected version now occupying the specified
position.
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Manage Versions

On this page you can manage the versions for the Test Demo project.

The version listis displayed in the order of newest first.

Add Version
" Version Name:

Description:

Release Date: H

Schedule: v

The new version will b= added chronologicslly after the selected version. It will appear above the selected version on the list.

Select "Before First Varsion® to add before any other version [will appesar at the bottom of list).

Hame Description Release Datey” Schedule Operations

y” L 31iMar/o7 % | Edit Details | Merge | Release | Archive | Delete

"J 1.0 J0imMarioy Edit Details | Merge | Release | Archive | Delete

Scheduling Versions

1.7.5. Project Release Notes

JRA provides the functionality to create release notes for a specific version of a project. The
release notes contain all issues within the specified project that are marked with a specific "Fix
For" version. The release notes can also be generated in a number of formats (e.g. HTML, plain
text, etc.) so asthey can be included in various documents.

At present, two example format templates are provided - HTML and Text - using Velocity
templates. Further format templates can be created and added to the system.

1.7.5.1. Generating Release Notes

Select the Browse Proj ects option from the main menu

Select the project from which you wish to create rel ease notes.

Select Release Notes.

Select the required format of the release notes - HTML and plain text format templates are
provided.

Select the required project version for which the rel ease notes will be generated.

Selecting the Create button will generate the release notes using the specified template in the
specified format. The release notes are displayed as HTML and also within atext areain the
actual format selected - allowing the contents to be copied for inclusion in another document.

PwbdE

oo

It is also possible to create a default set of release notes using the HTML format template. By selecting the Roadmap option from
the Reports menu, it is possible to create the HTML release notes for each un-released version by selecting the Release Notes link
after each versionftitle.

1.7.5.2. Adding New Format Templates

1. Create aVelocity template similar in content to that of the examples provided -
rel easenot es-text.vmandr el easenot es- ht m . vm Consult the IRA API
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documentation and the Jakarta Velocity User Guide.

2. Thetitle within the template should be modified along with the code within the text area. The
other sections of the template do not need to be modified.

3. Add the new format template to the list withinthej i r a- appl i cat i on. properti es file
A corresponding entry must be madein boththej i ra. r el easenot es. t enpl at enanes
andthej i ra. rel easenot es. t enpl at es lists. It is aso necessary that the entriesin both
lists arein the same order.

4. Restart JRA.

5. Thenew format template is available for selection as arelease note format template.

Also see the tutorial on How to Create a Custom Release Notes Template Containing Comments.

1.7.6. Configuring Project Keys

JRA provides the ability to configure the format of project keys within the system. Thisis achieved
by defining aregular expression 'rul€e' that governs the valid project key format.

1.7.6.1. Project Key Pattern

Through the property jira. projectkey. pattern, the administrator can specify a Perl5
regular expression defining the rule for a valid project key. This property can be found in the
jira-application. properti es file. During project creation, the user must specify a project
key that conformsto thisrule.

JRA prepends the regular expression specified with A" and closes it with '$' for an exact matching
rule within the system. The project key must only be allowed to contain ASCII characters, as it is
used in HTTP GET requests.

1.7.6.2. Editing the key pattern

This can be done by editing jira-application.properties. You will then need to restart JIRA (JRA
Standalone) or rebuild the JJRA webapp and redeploy in your app server.
1.7.6.3. Project Key Details

Thejira-application. properti es fileaso containsthe following properties:

e jira.projectkey. description -aconfigurabledescription (to match the project key
pattern) displayed on project creation

e jira.projectkey.warning -aconfigurable validation warning (to match the project key
pattern)

It is not possible to configure the issue key as JIRA expects this key to conform to specific rules.

Further information on Perl5 is available here.

1.8. Configuring Fields and Screens

1.8.1. Configuring Fields and Screens. Overview

To help you tailor JRA to your organisation's needs, JJRA enables you to manipulate the display
and behaviour of issuefields ('Summary', 'Description’, 'Issue Type, etc).
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You can:

Change afield's description

Make afield hidden or visible

Make afield required or optional

Add your own values for '|ssue Type, 'Priority’, 'Resolution’ and 'Status

Create new 'custom’ fields

Enable arich text renderer for (some) fields

Position fields on a screen

Choose which screen should be displayed for each issue operation (e.g. 'Create Issue, 'Edit

Issue’) or workflow transition (e.g. 'Resolve Issue, 'Close Issue’)

1.8.1.1. Concepts

Some key JIRA concepts include:

» Field Configuration — a set of definitions for all fields, comprising: each field's description;
whether each field is hidden or visible; whether each field is required or optional; and what
type of renderer to use for each text field.

» Screen — defines which fields are present on a screen, and their order. (Note that a hidden
field can be present on a screen, but will still beinvisible.)

» Screen Scheme — associates different screens with different issue operations (e.g. 'Create
Issue, 'Edit Issue, 'View Issue) and (in Professional Edition only) projects.

» (Enterprise Edition only) Issue Type Screen Scheme — associates Screen Schemes with issue
types and projects.

» (Enterprise Edition only) Field Configuration Scheme — associates Field Configurations
with issue types and projects.

» (Professional and Enterprise Editions only) Issue Type Scheme — associates issue types
with projects.

Below is an overview of the functionality available in the three different editions of JRA in

relation to these concepts.

Standard Edition: Basic Configuration

In Standard Edition, you have one global Field Configuration and one global Screen Scheme.
Any changes you make to the Field Configuration, Screens or Screen Scheme are applicable
across all projects.

Professional Edition: Screens Per Project

Professional Edition provides multiple Screen Schemes. Each project has a Screen Scheme. Each
Screen Scheme can have different Screens associated with different issue operations. For
example, you can have different 'Edit' screens from one project to another. Once you have set up
the Screen Schemes, you can reuse the same scheme for multiple projects.

Note that, in Professional Edition, any changes you make to the Field Configuration are
applicable across al projects.
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Screens Saeen Schemes Projects

Professional Edition

Enterprise Edition: Screensand Field Configurations Per Project and Issue Type

JRA adds further flexibility for Enterprise Edition by providing different Screens and Field
Configurations per issue type.

Each project has an Issue Type Screen Scheme. Issue Type Screen Schemes alow you to associate
Screen Schemes with issue types. This allows you to specify different Screens for the same operation
(e.0. 'Create Issu€) in the same project for issues of different types. For example, you could use one
screen when creating an issue of type 'Bug', and a different screen when creating an issue of type
‘Task'.

Additionally, each project has a Field Configuration Scheme. Field Configuration Schemes allow
you to associate Field Configurations with issue types. This allows you to specify different field
behaviour for the same field in the same project for issues of different types.

Sareens Saeen Schemes Issue Type Screen Schemes
_; er fislde on scres = Adions o diffrent isels fvpes o s Projects
Field Configurations Field Configuration Schemes - Assodate with field
o configuration schemes
¢ - Assodate different field configurations
soription to different issue types

Enterprise Edition

1.8.2. Defining New Resolutions

Resolutions are the ways in which an issue can be closed. JJRA ships with a set of standard
resolutions, but you can add your own. To do so, follow the following steps.

1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:
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ISSUE QDMINISTHATIDF

Link to Administration section

Proje Viewat or create

Mot Drrtars mr lRoamben

Link to Administration section

3. Onthe panel on the left, under the title "lssue Settings’, click on the link labelled
"Resolutions”.

Thiswill bring up the View Resolutions page. The page lists the standard resolutions, along
with aform underneath to add new resolutions.
View Resolutions

The table below shows the resolutions used in this version of JIRA, in order they are
displayed to the user.

Hame Description Order Operation
Fized A fix for this issue is checked into the tree i Edit | Del | Default
and tested.

<an

Won't Fix The proklem described is an issue which ‘Q‘
will never be fixed.

Edit| Del | Default

Duplicate The protlem is a duplicate of an existing T8 Edit | Del | Default
issue.

Incomplete | The problem is not campletely described. ‘Q‘ ﬁ Edit | Del | Default

Cannot All attermpts at reproducing this issue failed, i Edit | Del | Default

Reproduce | or not enaudgh infarmation was available to
reproduce the issue. Reading the cade
produces no clues as to why this hehaviar
wiould ocoar. If more information appears
later, please reopen the issue.

Add New Resolution
Mame: I]

Description:

Add

Screenshot of page for adding new Resolutions
5. Toadd anew resolution, fill inthe Add New Resolution form. For the name put a short
phrase that best describes your new resolution. For the description, put a sentence or two to
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describe when this resolution should be used.
6. TheView Resolutions table can be used to edit, delete, set as default, and re-order the resolutions
asthey are displayed to the user who is resolving an issue.

1.8.3. Defining 'Priority' Field Values

Anissue's priority isitsimportance in relation to other issues.

JRA shipswith a set of default priorities. Y ou can modify these or add your own as follows.

1.8.3.1. Defining a new priority
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE EDF."IIHISTHATIEJP

Link to Administration section

Projects ' ar create

na'l_'a . _Dnr\-'l'_nrn ~r !ﬁﬁr\-lﬂl
Link to Administration section

3. Intheleft-hand panel, under the title 'l ssue Settings, click the 'Priorities link.
4. The'View Priorities page will appear. This page lists the currently-defined Priorities, below
which isthe'Add New Priority' form.
View Priorities
The table below shows the priorities used in this version of JIRA, in order from highest to lowest.

O Translate pricrities

Name Description lcon Color Order Operations
Blocker Blocks development andior testing work, production could not run. O . ﬁ Edit | Delete | Default
Critical |Crashes, loss of data, severe memory leak. i it § | Edit| Delete | Default
H CJELs
Major Major loss of function. i . fr i | Edit| Delete | Default
Minor Minaor loss of function, or other problem where easy workaround is present. n . 1;_? ﬁ Edit | Delete | Default
Trivial Cosmetic problem like misspelt words or misaligned text. o . L} Edit | Delete | Default
Add New Priority
: Name: l
Description: I
" Jeon URL: | [ select image |

{relstive to the JIRA web application .9 /imagesficans OR starting with hitp:)

" Priority Color: | |7

Add
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'‘Add New Priority' screen

5. Inthe'Name field, type aword or two to describe your new priority. (The Name will appear
in the drop-down field when a user creates or edits an issue.)

6. Inthe'Description’ field (optional), type a sentence or two to describe when this priority
should be used.

7. Inthe'lcon URL' field, specify an image file to represent this priority. The dimensions of the
image must be 16-pixels by 16-pixels. Y ou can either type a URL, or click the 'Select image
link to browse to afile location somewhere inside your JIRA installation directory, usualy in
/images/icons:

EI _| atlassian-jira

I 11 decorators

EI _I |mages

_| includes
_I portlets
_I SECUNE
..... B shyles
J templake
..... ] views
-] WEB-INF
D|rectory V|ew of iconsdir in aJIRA webapp
8. Inthe'Priority Color' field, specify a colour to represent this priority. You can either type

the HTML colour code, or click the box at the right of the field to select from a colour chart.
9. Click the'Add' button.

1.8.3.2. Editing a priority

1. Gotothe'View Priorities page as described in steps 1-4 of 'Adding a priority' (above).

2. Click the'Edit’ link corresponding to the priority you wish to edit.

3. Update the fields as described under 'Defining a new priority' (above), then click the
'‘Update' button.

1.8.3.3. Re-ordering priorities

Re-ordering priorities changes the order in which they appear in the drop-down list when a user
creates or edits an issue.
1. Gotothe'View Priorities page as described in steps 1-4 of 'Adding a priority' (above).
2. Tore-order the priorities, click the arrowsin the 'Order' column:
* Click the up-arrow to move a priority higher up in the list.
* Click the down-arrow to move a priority lower down in the list.

1.8.3.4. Trandating priorities

To trandate your priorities into another language, please see Trandating
Resol ution/Priority/Status/Type.

1.8.3.5. Deleting a priority

Page 112


http://www.atlassian.com/software/jira/docs/latest/constanttranslations.html
http://www.atlassian.com/software/jira/docs/latest/constanttranslations.html

JIRA Administrator's Guide

1. Gotothe'View Priorities page as described in steps 1-4 of 'Adding a priority' (above).
2. Click the'Del' link corresponding to the priority you wish to delete.

1.8.4. Defining New Statuses

Statuses are used to represent the position of the issue in its workflow. A workflow represents a
business process, represented as a set of stages that an issue goes through to reach a final stage (or
one of the final stages). Each stage in the workflow (called a workflow step) is linked to an issue
status, and an issue status can be linked to only one workflow step in a given workflow.

JRA ships with a set of default statuses that are used by the default workflow. In JJRA Enterprise
and Professional editions you can add your own statuses and customise the workflow. In Standard
edition, workflow is not customisable and you cannot add new Statuses — but in all editions you can
change the names, descriptions and icons of existing Statuses.

1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

I1SSUE QDI‘.WIHISTHATIDP

Link to Administration section

Proje iewiad or create

Mata Drrtars o Foaeben

Link to Administration section

3. Open the left-hand sub-menu titled "Issue Settings' if it is not open already and click on the link
labelled " Statuses'.

4. Thiswill bri ng up the View Statuses page. The page lists the existing Statuses, along with aform
undernesath to add a new Status.

Status Details Mode Workflows Operations

2 Open jira

* .pe ) . ) Active B2 - Edit

The issue is open and ready for the assignee to startwork on it. O Copy of jira | —
In Progress Ojira

{i‘. ) o-g. ) ) ) Active — . Edit

This issue is being actively worked on at the mome nt by the assignee. O Copy of jira | ——
Reopened

§- Reope _miira .

This issue was once resolved, butthe resolution was deemed incorrect. From here | Active . Edit

. . ) O Copy of jira

issues are either marked assigned or resolved.

if> Resolved -

A resolution has been taken, and it is awaiting verification by reporter. From here Active . Edit

; ; O Copy of jira

issues are either recopened, or are closed.

§f Closed .

The issue is considered finished, the resolution is correct. Issues which are not Active | Edit

OCopyofijira  ——

closed can be recpened.

'‘Add New Status screen
5. Toadd anew Status, fill in the Add New Status form. For the name put a short phrase that best
describes your new Status. For the description, put a sentence or two to describe what stage this
Status represents. For the Icon URL you need to supply the path of a 16 by 16 image that has
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been placed somewhere inside JIRA's opened .WAR. We suggest you placeit in
/images/icons:

EII:I atlassian-jira
i {1 decarators
EI D images
Pobe {1 barder

Gl

LT raw
I +- ] includes
- -] portlets
D SeCUre
D sbyles
- 1 templake
..... D Vi

G- +-{__] WEE-INF
Directory view of iconsdir in aJIRA webapp

JRA ships with a number of images that can be used as status icons. These images are
located in the /images/icons directory inside the JIRA .war and include:

status_assigned.gif

status_closed.gif

status_document.gif

status_down.gif

status_email.gif

status_generic.gif

status_information.gif

status_inprogress.gif

status_invisible.gif

status_needinfo.gif

status_open.gif

status_reopened.gif

status_resolved.gif

status_trash.gif

status_unassigned.gif

status_up.gif
» dtatus visible.gif

6. The View Statuses table can be used to edit and delete Statuses. Please note that only statuses
that are not used in any workflow can be deleted.

1.8.5. Defining New Issue Types

JRA ships with a set of default issue types to help you get started with the issue tracker.
Everyone's needs are different and so JJRA aso allows you to add, edit and delete your own
custom issue types.

JIRA Professional and Enterprise editions also alow you to control the set of available Issue
Types for each project — see Associating Issue Types with Projects. Additionaly, JIRA
Enterprise alows you to associate particular Issue Types with particular Fields, Screens and
Workflow — for details see 'Associating Field Behaviour with Issue Types), 'Associating Screens
with Issue Types and 'Activating Workflow', respectively.
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1.8.5.1. Creating, Editing and Deleting I ssue Types
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration' link on the top bar or
the title of the Administration box on the dashboard:

ISSUE EDF.WIHISTHATIDP

Link to Administration section

inistration

or create

Mot Drmtmrs mr bFosemben

Link to Administration section
3. Onthe panel on the left, under the title "Issue Settings”, click on the link labelled "Issue Types'.

4. Thiswill bri ng up the Manage Issue Types page. The page lists al issue types, along with aform
underneath to add new issue types.

Manage Issue Types

The takle below shows the issue types used in this version of JIRA. The issue types helow are
displayed in alpabetical order.

0O Edit order and default issue type

Translate
MName Description lcon Operations
Bug A problem which impairs or prevents the functions of the product. @ Edit| Del
Improvement Animprovement or enhancement to an existing feature ortask. [#] Edit| Del
Mew Feature A new feature of the product, which has yetto be developed. Edit| Del
Task Ataskthat needs to be done. E] Edit|Del

Add New Issue Type

This will create a new Issue Type which will also be added to the default scheme.

MName:
Description;

Y icon LR [imagesiiconsigenericissue. gif
relative to the JIRA web application 2.g /imagesiicons OR starting with http:/'. leons should be 18px
by 19px in size.

[szlect image |

Add
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Manage Issue Types Screen

S. Toadd anew Issue Type, fill inthe Add New Issue Type form. For the Name, enter a short
phrase that best describes your new Issue Type. For the Description, enter a sentence or two
to describe when this Issue Type should be used. For the Icon URL you need to supply the
path of a 16-by-16-pixel image that has been placed somewhere inside JJRA's opened .war.
We suggest you placeit in /images/icons:

EH:I atlassian-jira
D decorakors
EID images

T raw
D includes
D portlets
D SECLFE
D skyles

l:l termplake

- WEE-TNF

Directory view of iconsdir in aJIRA webapp

Once you create your new Issue Type, it will be automatically added to the Default | ssue
Type Scheme (in Professional and Enterprise Editions of JIRA). For more information, see

Manaqing Issue Type Schemes.

Y ou can edit and delete an existing issue type by clicking on the Edit and Del links on the right.

1.8.5.2. Ordering issue types and setting defaults

1. Reordering issue types changes the order in which they are displayed to the user who is
creating an issue; and the default issue type is the one that is displayed in the selection-box

(see Creating an Issue).

In Standard Edition, you can choose the default issue type, and re-order issue types, by
clicking on the link "Edit order and default issue type".

In Professional and Enterprise Editions of JRA, it is possible to configure different sets
of issue types for each project. Each set can have a different order and default issue type.
Refer to Managing |ssue Type Schemes for more information.

2. Clicki ng on the "Edit order and default issue type" link will display the screen below. Here
you can select the issue type that will be selected by default. If you don't select a default issue
type, the user will see an option "Please Select..." when they're creating an issue.

Page 116


http://www.atlassian.com/software/jira/docs/latest/manageIssueTypeScheme.html
http://www.atlassian.com/software/jira/docs/latest/issues_creating.html
http://www.atlassian.com/software/jira/docs/latest/manageIssueTypeScheme.html

JIRA Administrator's Guide

il P D S e Wl e L oo e e el

Mew FuBl T35K

-
Setting defaults and reordering issue types

3. Tore-order theissue types, drag and drop the issue types into the correct order. Note that none
of the changes are persisted until you click on the Save button. Y ou can revert to the last saved
changes any time by click on the Reset button. Clicking on Cancel will not save any changes.

Issue Types for Current Scheme

598, - -

Task

@ Improvement
Drag and Drop

1.8.6. Associating Issue Typeswith Projects

1.8.6.1. What isan 'l ssue Type Scheme'?

JIRA Professional and Enterprise editions allow you to restrict the set of available issue types for
each project. This is achieved through the use of Issue Type Schemes. An Issue Type Scheme
represents a sub-set of issue types, with its own order and default value. An Issue Type Scheme can
be shared across multiple projects, so that a group of similar projects can share the same issue type
settings.

For example, in your company all projects may be one of two types, a development project or a
support project. You could then create one scheme called Task with issue types Bug and
Development and another called Support Issue Types, with Devel opment Query and Support Request.
You can then associate each scheme to the appropriate projects, giving your users a different set of
issue types depending on which projects they decide to create issues in. Using schemes also gives
you added benefit that any change you make to a scheme is made across all projects that are
associated with the scheme. In this example, adding a new issue type to all support projects only
requires asimple step of adding the issue type to the Support Issue Types scheme.

Y ou can find out how to achieve this and more below.

1.8.6.2. Managing I ssue Type Schemes

The Issue Type Schemes can be found on the I ssue Type Schemes tab on the Issue Type page. Here
you can see all existing Issue Type Schemes, their related issue types and the associated projects.
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The Default Issue Type Scheme contains all the issue types that exist in your JIRA system. This
scheme is associated with all newly created projects by default. If some of your issue types are
not relevant to all of your projects, create one or more new Issue Type Schemes (e.g.
'‘Development Projects in this screenshot) as described below, and associate them with the
appropriate projects instead of using the Default 1ssue Type Scheme.

Manage Issue Types

The table helow shows the issue types used in this version of JIRA

Issue type schemes determines which issue type will be availahble for which projects. You can also orderissue types differently for each different
scheme.

Global Issue Types Translate
Name Description Options Projects Operations
Default Issue Defaultissue type scheme is the list of global @ Bug (gefaul Global (all Edit | Copy
Type Scheme issue types. All newly created issue types will - unconfigured
automatically be added to this scheme. + Mew Feature projects)

Task

@ Improvement
Deviopment Issue types for development projects @ Bug (seizut o JIRA Development | Edit| Associate | Copy | Del
Projects Task
Add New Issue Type Scheme

“Mame: |Support Projects
Description: |Issue types for support projects|
Add

Manage Issue Types Schemes Screen

Creating a new scheme

1. To create anew scheme, enter the name and descri ption for the new scheme. Ensure that the
name is meaningful as thiswill be visible to other administrators and will allow them to
better reuse the scheme.

2.

Click on the Add button and the screen below will be displayed.
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Add Issue Types Scheme

You can configure your Issue Types options on this screen. Change the order of the options by dragging and dropping the cption into the
desired order. Similarly, drag and drop the option from one listto the other to add or remove them.

" Scheme Name: |Support Projects

Name for the scheme

Description: ||ssue types for support projects

sscription for this scheme

Issue Types for Current Scheme remove all Available Issue Types add all
m Support Request @ Bug
m Development Query @ Improverment

Mew Feature

Task

Defaultlssue Type:

5

Manage I ssue Types Scheme

3. Set the default for the new scheme from the select list. Add a new issue type to your scheme by
dragging and dropping the issue type from the right hand list to the left. Y ou can similarly
reorder the issue typesin the desired order by dragging and dropping them into the right
positions.

Issue Types for Current 5cheme remove all Available Issue Types add all
m Support Request @ Improvement

B Task <@> :
m Development Query Mew Feature

@ Bug

Dragging and dropping issue types
4. | you need an issue type that does not currently exist, you can add this easily in using the add
issue type form at the bottom of the page. Thiswill add the issue type to the system and also add
it to the scheme you're editing.

S. Once you've finished with your scheme. Click on the Save button to persist your changes. Note
that unless you click on Save, no scheme will be created.

Editing a scheme

The process of editing a scheme is identical to the creation process. You can set defaults, reorder,
add and remove issue types as before. However, if you're removing issue types from the scheme and
there are issues associated with that issue type, you will be required to use the [ssue Type Migration
Wizard which will move your issues from the obsolete issue type to a valid one. Note that if you
cancel out of this process at any time, your changes will not be committed. See below for more
information about the migration wizard.

Associating a scheme to projects
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You can restrict the issue types available by associating your Issue Type Scheme to various
projects. Click on the Associate link and simply choose the projects that you wish your scheme to
apply to. All selected projects will change from their current scheme to the selected scheme.

If the new scheme does not have an issue type that was present in the old scheme, you will be
asked to use the Issue Type Migration Wizard to migrate the issues.

Associate Issue Type Scheme

Choose the projects that you wish the scheme Support Projects to apply to. All selected projects will change from their current scheme to the
selected scheme. Any issues with obselete issue types will need to be migrated.

Scheme Mame: Support Projects
Description: 1ssue types for support projects

Projects: |Aflassian FC Development
Allassian FC Support
Confluence Development

Confluence Support
JIRA Development
JIRA Support w

Apply for a1l issuss in any selected projects

[ Associate ][ Cancel ]

Associated Issue Type Scheme to Project
1.8.6.3. Managing Schemesfor a Project

When updating a project you may often want to quickly restrict its issue types. However, the

available Issue Type Schemes may not always be applicable, or you do not know which schemes
to choose. The Select I ssue Type Scheme screen makes this process simpler.

1. Click on the select link for Issue Type Scheme on the View Project page.

WD IWIUUILE D, U L SsElsLL ULz S )

Issue Type Scheme: Default Issue Type Scheme { selegt | edit| manage |
Proiect Cateaory: Mone [ selert catenory . ks
Select an Issue Type Scheme for Project

2. Thiswill bri ng you the screen below.

Select Issue Type Scheme for project Confluence Support

Please associate the project Confluence Support with an issue type scheme. If you know the name of the scheme you need, you can select an
issue type scheme directly. You can also selectthe issue type scheme to be the same as another project ar create your own new scheme.

There are 0 issues inthe project. The current scheme is Default Issue Type Scheme.
@ Choose an existing issue type scheme
) Choose a scheme that is the same as an existing project
O Create a new scheme and associate with current project
Project. Confluence Support

Issue Type Scheme. |DefaultIssue Type Scheme
Ceviopment Projects

Support Projects L
lzsu= types for support projects

Issue Types for Scheme: m Support Request

[£] Development Query

oK (Garee )
Select an Issue Type Scheme for Project

3. Therearethree ways you can select your issue type scheme. Select the radio button that is
most relevant.

1. Choose an existing issue type scheme - If you know the name of you scheme (e.g. Support
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Issue Type Scheme), you can immediately choose it from the list. Y ou will see a preview of
issue types that would be available for your project as well as the description of the scheme.

2. Choose a scheme that is the same as an existing project - If you do not know the name of the
scheme you would like to use, but you do know the name of the project whose set of issue
types you wish to use for the project you are editing, please select this option. Y ou will be
prompted to select a project and the scheme that is currently associated with the selected
project will be used for your project as well.

(' Choose an existing issue type scheme
® Choose a scheme that is the same as an existing project
(O Create a new scheme and associate with current project

Project | JIRA Support v
Issue Type Scheme: Support Projects

Issue Types for Scheme: m Support Request

[€] Development query
(oK) (Careel]

Select scheme same as an existing project
3. Create a new scheme and associate with current project - Select this option if you can't find
any existing scheme that fits your needs and would like to quickly create a new scheme.
Simply select the relevant issue types for your project and a new scheme will be created with
the default name and order. Y ou can edit the name, default value and order of the newly
created scheme |ater.

S Al IUUDE d DLEHIE U1dL D LIS 34ilE a3 dil SRISUNY P ujeuL
@ Create a new scheme and associate with current project
Project: Confluence Support

Issue Type Scheme: MNew issue type scheme for project Confluence Support

MOZTE: You can changs the nams sfter you've orested the schams

Issue Types for Scheme: @Elug -
m Development Query
@ Improvement
Mew Feature
i Support Request

W scneme
3 (T

Quickly add anew scheme

4. |f after you make your changes there are any issues in the selected project that will have obsolete
issue types, they will have to be migrated with the |ssue Type Migration Wizard.

1.8.6.4. Issue Type Migration Wizard

This Issue Type Migration Wizard allows you to migrate issues from an obsolete issue type to a
valid issue type. The wizard will be triggered whenever an action (e.g. editing a project's issue type
scheme) results in an issue type becoming obsolete (not available in the scheme).

The wizard bears some resemblance to the Bulk Move function except for that you can't change the
project of the issues. The major steps are:

Overview - provides asummary of the issues that will require migration
Choose Issue Type

Set new status

Set field values

Confirmation

abrwdE
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Steps 2 to 4 will be repeated for each issue type that requires migration. After you have migrated
all theissues you'll see a summary of changes that will occur. If you click on the Confirm button,
the wizard will migrate your issues to the new issue types and then complete your action.

Please refer to the Bulk Move documentation for more information on status changes and setting
of fields values.

1.8.7. Issue Constant Translations

Further extending JIRA as an internationalisable issue manager, it is possible to specify a
translated name and description for each issue constant - i.e al Issue Type, Status, Resolution
and Priority fields.

This functionality allows the administrator to specify an issue constant translation set for each
available language - providing each user with a more complete trandation in their own chosen
language. The translated issue constant names and descriptions appear throughout JIRA; in
reports, portlets and all issue views.

1.8.7.1. Issue Constant Trandation

Each issue constant can be configured to have a trandation set for each available language. The
default issue constant name and description are displayed if no translation has been configured.
1. Theissue constant translation operation is accessed through the Trandlate link located on
each issue constant management screen.
View Issue Types

The table below shows the issue types used in this version of JIRA, in order they are displayed to the user.

O Translate issue types

Name Description lcon Order Operation
Bug A problem which impairs or prevents the functions of the product. @ f; Edit | Del | Default
New Feature |A new feature of the product, which has yet to be developed. 1’;? f; Edit | Del | Default
Task A task that needs to be done. i Ji | Edit| Del | Default
Improvement An improvement or enhancement to an existing feature or task. @ 1’;? Edit | Del | Default
Add New Issue Type
Mame: |
Description: |
" lcon URL: Pimagesfimnsfgenericissue.gif select image
relative to the JIRA web application e.g fimagesficons OR starting with hitp://. lcons should be 16px by 16px in siza.

_hdd |

Issue Constant Translation Link
2. Theissue constant trandlation screen displays the trandlation set for the currently selected
language. In order to view/update a translation set for a specific language, select the required
language from the list at the top of the screen and click the View button.
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Issue Type Translations

On this page, you can add ‘Issue Type' translations for the installed languages. Any translations you define here will
override any translations that may exist for the issue constants in your languages resource bundle. To revert to the
resource bundles values just setthe namel/description pair to blank.

O View issue types

O View Language Translations: | French (France) w [ View ]I
Issue Type [Translation Locaie: French (France) |
Bug MName: I

A problem which impairs o

5 the 1 if the =
Peoduct, o Description: |

Mame: i

New Feature |'New Feature'in French

A new feature of the product, which

has yet 1o be developed. Description: I'New Feature’ Description in French |
Mame: |

Task

A lask that nesds 10 be d . A

3k TN nesds tn be dons Description: I

Mame: I

Improvement

An mprovement or enhancement 1o

an existing feature or task. Description: I

Update |

Issue Constant Translation Screen

3. Thecurrently selected language is displayed above the translation set table.

4. A trandated name and description set can be specified for each type of issue constant. Once all
trangations have been entered, the trandlation set can be saved by clicking the Update button at
the bottom of the trandlation table.

5. The process can be repeated for the all types of issue constants - i.e. Issue Type, Status,
Resolution and Priority fields.

6. Thetranglated issue constant name and description will be displayed throughout JIRA; in reports,
portlets and all issue views.

Soumettre Demande

Etape 2 de 2: Saisissez les détails de la demande...
Projet: Test

Type de demande: ‘New Feature’ in French I

" Résumeé: |

I ssue Constant Translation - Create | ssue

The default issue constant name and description are displayed if a translation has not been specified.

1.8.8. Changing the behaviour of fields

Page 123



JIRA Administrator's Guide

1.8.8.1. What isa'Field Configuration'?

A Field Configuration provides the ability to change field behaviour. A Field Configuration

specifies:

« thedescription that appears under each field when an issueis edited

« whether each field is hidden or visible

« whether each field isrequired (i.e. the field will be validated to ensure it has been given a
value) or optional

« (for text fields only) which renderer to use

Please note that in the Enterprise edition of JRA it is possible to creste multiple Field
Configurations (see below). Y ou can then associate different Field Configurations with different
issue types by creating a Field Configuration Scheme. Once created, a Field Configuration
Scheme can be associated with one or more projects, allowing you to control field behaviour on a
per project, per issue type basis.

In the Standard and Professional editions of JRA, only one Field Configuration exists. This
Field Configuration appliesto all projects and all issue typesin the system.

For information about placing fields on Screens, and using Screen Schemes to associate screens with issue operations, please see the
Overview.

1.8.8.2. Editing a Field Configuration

To change the behaviour of fields, you first need to navigate to the Field Configuration. The way
thisis done depends on the edition of JIRA:

1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or the title of the Administration box on the dashboard:

ISSUE ﬂDMIHISTHATIDP

Link to Administration section

inistration

or create

Mt Drmtmrs mr bFosemlen

Link to Administration section

3. For Standard and Professional editions:
Click the "Issue Fields" sub-menu on the left-hand column, and choose "Issue Fields' from
thelist.
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O ntr Fields
Cllssue Fields 2

O Mavigator Columns
O 5Screens

O 5Screen Scheme

Standard and Professional Edition Sub Menu for Issue Fields

For Enterprise edition:

Click the "Issue Fields" sub-menu on the left-hand column, and choose "Field Configurations'
from the list. Select the Field Configuration of interest.

€Field Configurations >
O Field ConfiguUration
2chemes

O Mavigator Columns
O Screens

O Screen Schemes
Olssue Type Screan
achemes

Enterprise Edition Sub Menu for Issue Fields
4. Thiswill bring you to the "View Field Configuration” page.

The "View Field Configuration” page lists al system and custom fields in a table as shown below.
The "Operations' column lists al the operations that are available for each field. These operations

could be:
« Edit — change the field's description
e Hide/Show — hide the field from view or show it

» Require/Optional — set afield to be required (so that whenever afield is edited it must be given
avalue) or optional.

« Renderers— change afield's renderer (see Configuring Renderers for more information).
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View Field Configuration
The table below shows all fields configured in JIRA and their properties for Default Field Configuration.

Youcan use this page to make fields required, hide/show fields and specify their description. You can also change the screens the

field appears on by using the "Screens” link next to each field.

O View all field configurations
U Restore Defaults

Name Screens Operations
Affects Version/'s O Default Screen Edit | Hicle | Required | Screens

Assign To O Assign |ssue Screen Edit | Hide | Screens
O Default Screen

O Resolve Issue Screen

O Default Screen Show

Comment This field can not be placed | Edit | Renderers

[Default Text Renderer On screens by users.

Component's

Custom text area
Rer

Custom text field
Rer .

Description
Rer

Due Date

Environme nt

O Default Screen

O Default Screen

O Default Screen

O Default Screen

O Default Screen

O Default Screen

Edit | Hide | Required | Screens

Edit | Hide | Required | Screens | Renderers

Edit | Hidle | Required | Screens | Renderers

Edit | Hide | Required | Screens | Renderers

Edit | Hicle | Required | Screens

Edit | Hide | Required | Screens | Renderers

[Dafault Text Rar
Forexample opemting system, softwanre platform
andfor hadwame specifications (include as appropriate

far the i=sue).

Fix Version's O Default Screen Edit | Hide | Required | Screens
O Resolve lssue Screen

Issue Type Requied O Default Screen Edit | Screens

Priority O Default Screen Edit | Hide | Required | Screens

Reporter O Default Screen Edit | Hide | Required | Screens

Field Configuration: View Issue Fields

Editing a Field's Description

Fields can be given descriptions to better identify the meaning of the field. These descriptions are
usualy displayed under the field on the creation of an issue and whenever it is edited. An
example of this, is shown below.

* Assigh To: | - Automatic - »

This is a test description
Field Description Example

To edit the description of afield:

1. Onthe"View Field Configuration” page, click on the "Edit" link next to the field you want to
change. Thiswill bring you to the "Edit Field Description” page.
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2. On this page you can edit the field's description
3. Pressthe"Update" button.

Edit Field Description: Assign To
The description appears below the field when issues are created or edited.
Ipdate the description for the field ‘Assign To'

Description: |This is a test description

[ Update ][ Cahcel ]

Edit Issue Field Description

Hiding/Showing a field

If your organisation or project has no use for a particular field, you have the option to hide it. Hiding
a field will ensure that the the field does not appear on any Screens (i.e. issue operation Screens,
workflow transition Screens) where the Field Configuration applies.

Hiding afield in the Field Configuration is distinct from not adding afield to a Screen. Fields hidden
through the Field Configuration will be hidden in all applicable Screens, regardless of whether or not
they have been added to the Screen.

For fieldsthat have a default value:

If the field is hidden in the Field Configuration, then it will not receive a value when an issue is created, regardless of whether the field is
present on the 'Create |ssue' screen(s). (The following fields can have a default value: ‘Resolution'; 'Status’; ‘Priority’; 'Issue Type'; custom
fields))

Tohideafidd:

1. Onthe"View Field Configuration" page, click the "Hide" link next to afield you no longer want.
The field will then fade to grey to signify that it has been hidden.

2. Asper theimage above, the "Environment” field has been hidden. Y ou can make this field
visible again anytime by pressing on the " Show" link.

The fields "Summary" and "Issue Type" cannot be hidden and as such there is no "Hide" option available for these fields.

Required/Optional fields

Certain fields within your organisation may be compulsory for issues. In this case you can set afield
to be required, so that JRA validates that the field has been given a value whenever an issue is
edited. If arequired field has not been given a value, JRA will return an error informing the user
that the field should befilled, e.g.:
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Fix Version/s is required.

* Fiv lVersionds: | Unreleased Versions A
-1.0
-1.1
-1.2
-2.0 w

Field required error

If you set afield to "required", ensure that the field is present on your 'Create Issue' screen(s). Note that in JIRA Enterprise edition
you can have different field configurations for different projects and issue types (see 'Associating field behaviour with Issue Types);
so you need to ensure that all "required” fields are present on the ‘Create |ssue' screens for all associated projects and issue types (see

'Associating screens with Projects and Issue Types).

Tomakeafield required:

1. Onthe"View Field Configuration” page, click the "Required" link next to the appropriate
field. The text "Required" will appear next to the field.

2. Asper theimage above, the "Fix Versions' field has been made required. Y ou can make this
field optional again anytime by pressing on the "Optional" link.

Fields that are hidden cannot be set to required. Making a hidden field required will make it "shown" as well.

Renderers

Before you begin, please read 'Configuring rich-text renderers, paying particular attention to the section ‘Implications for JRA
operations.

The "View Field Configuration” page indicates which renderers are currently enabled for all
renderable fields.

In the above screenshot you will notice the grey text '[Wiki Style Renderer]' under the
Description field's name. This indicates that the field is currently configured to use the Atlassian
Wiki Renderer. The grey text [Default Text Renderer]’ under the Comment field's name indicates
that the field is currently configured to use the Default Text Renderer.

To change the renderer type for a specific field, click on the 'Renderers’ link in the 'Operations
column of the screen for the field you want to change. This will take you to a page where you
will have the option to select arenderer from all configured and available renderers.
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Edit Field Renderer: Comment
A renderer determines how the value of a fizld will be displayed within the system.

Lpdate the renderer for the field 'Comment’

Changing the renderer will affect the display of all 997 issues associated with this field

configuration. This operation will not change the values associated with these fields. The renderer

can always be changed back and the view will be as it was before.

Active Renderers:  Ewiki Style Renderer -

A mndemrdetarmines how the value of a field will be displayed within the system.

Update Cancel |

Renderer configuration screen

As shown above, this page will warn you if there are issues that will be affected by the change. If no
issues will be affected then the warning does not show. From this page, choose the renderer you
wish to use and click 'Update’. Y ou are then presented with a confirmation page, shown below.

Edit Field Renderer Confirmation: Comment

A renderer determines how the value of a field will be displayed within the system.

Are you sure you want to change the renderer for field Comment to Wiki Style Renderer?

Update | Cancel |

Renderer configuration confirmation screen
Click the "Update" button to finish setting the new renderer on the field.

Changing the renderer only affects the display of the issue data that exists in the system. Y ou can therefore toggle back and forth between
renderer types safely.

1.8.8.3. Managing M ultiple Field Configurations

In Enterprise edition it is possible to create multiple field configurations for use on separate projects
and issue types. Multiple field configurations are organised into Field Configuration Schemes based
on issue type. A scheme can be associated with one or more projects, allowing administrators to
control fields on per project per issue type basis.

Therefore, in the Enterprise edition it is possible to create, edit, delete and copy field configurations.
All these operations are available from the "View Field Configuration" page. To navigate to this

page:
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration' link on the top bar or
the title of the Administration box on the dashboard:
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Link to Administration section

Proje Viewat or create
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Link to Administration section

3. Click the"Issue Fields" sub-menu on the left-hand column, and choose "Field
Configurations’ from the list.
4. Youwill now seealist of al your current field configurations.

View Issue Field Configurations

The table belows shows the current issue field configurations and the field configuration schemes they are used in.

Name Field Configuration Schemes Operations
- | Default Field Configuration Configure | Copy
The default field configuration
- | Test Field Configuration Configure | Copy | Edit| Delete
Add Field Configuration
Tao create a new Field Configuration please specify a name and aptionally the description and press Add.
" Wame:
Description:

Add

View Issue Field Configurations

Default Field Configuration

When JIRA Enterprise is installed only the Default Field Configuration is created. All new
projects are associated with this configuration. This configuration is also used for projects that
are not associated with a Field Configuration Scheme.

It is not possible to delete the Default Field Configuration.

Adding a Field Configuration

1. The"Add" new field configuration form islocated at the bottom of the "View Field
Configuration" page

2. Enter the name of the new configuration on this form.

3. You can optionally add a description to this configuration for better identification.

4. Click onthe"Add" button to submit the form. The page will be automatically updated with
your new field configuration added.

A newly created Field Configuration will not take effect until it has been activated (see below).
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Editing a Field Configuration

1. Onthe"View Field Configuration" page, click the "Edit" link next to the desired field
configuration.

2. You will now seethe "Edit Field Configuration” page. Here it is possible to edit the
configuration name and description.

3. Click onthe"Update" button.

4. On completion you will be returned to the page where you can view your changes.

Deleting a Field Configuration

1. Onthe"View Field Configuration" page, click the "Delete" link next to the desired field
configuration.

2. Click the"Delete" button to confirm this operation.

3. The"View Field Configuration" page will now show the updated list of the field configurations.

The Default Field Configuration cannot be deleted.

In JIRA Enterprise edition, you can only delete afield configuration that is not associated with a Field Configuration Scheme.

Copying a Field Configuration

1. Onthe"View Field Configuration” page, click the "Copy" link next to the field configuration
you wish to copy

Thiswill bring you to the "Copy Field Configuration” page.

Enter the name and description of the new field configuration.

Click on the "Copy" button.

Y ou will now be directed back the "View Field Configuration” page, with your new field
configuration added to the list. The field settings on the origina and the new field configurations
will beidentical.

aprwpd

Copy Field Configuration: Test Field Configuration

Please specify a name for the new Field Configuration and optionally provide a description.

* Name: |Copy of Test Field Configuration|

Description:

[ Copy ][ Cancel ]

Copy Field Configuration

A newly created Field Configuration will not take effect until it has been activated (see below).

1.8.8.4. Activating a Field Configuration

To activate a Field Configuration in the Enterprise edition of JIRA: configure a Field Configuration
Scheme to associate the Field Configuration with appropriate issue types; then associate the Field
Configuration Scheme with a project. For details of both procedures, see 'Associating field
behaviour with Issue Types'.
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In the Standard and Professional editions of JIRA, only one Field Configuration exists. This
Field Configuration applies to all projects and all issue types in the system, and is aways active
— no activation steps are required.

1.8.9. Configuring Rich-Text Renderers

1.8.9.1. Overview

JRA renderers affect the display of afield's content. Renderers were introduced in JJIRA 3.4 to
allow a greater range of expression within text-based fields such as the Description and
Comment fields — see 'Renderable Fields (below) for afull list.

JRA currently ships with two renderers. the Default Text Renderer, which displays plain text;
and the Atlassian Wiki Renderer (utilising the Confluence wiki engine), which displays rich text
(HTML). See 'Renderer Types (below) for afull list.

Renderers are configured on a per field level, allowing a flexible combination of plain text and
rich text fields. To configure a renderer for a particular field, see 'Configuring field behaviour'.
Note that JIRA Enterprise Edition also gives you the flexibility to configure fields differently per
project and per issue type.

Renderers are implemented as JIRA plugins, meaning that any renderer can be easily added to or
removed from use within JJRA. This includes any custom renderers that may be developed. For
details see 'Configuring Renderers (below).

Please read 'Implications for JJRA operations (below) before configuring renderers

Renderers affect the rendering (view) of a field's value. This means that you can migrate to a different renderer without affecting
your issue data; only the view will be changed. It also means that if you do not like the way your issues ook using the new renderer
you can simply switch back with no impact on your issue data.

1.8.9.2. Renderable Fields

Potentially any field within JIRA can be arenderable field, but thisonly really makes sensein the
case of text-based fields (since a date field would look nonsensical in wiki-markup). The
following table shows the JIRA fields that are renderabl e out-of-the-box:

Field Type Description

Description The description field of an Issue can have a
renderer applied.

Comment The comments field of an Issue can have a
renderer applied.

Environment The environment field of an Issue can have a
renderer applied.

Custom Field - Free Text Field (unlimited text) Any instance of this type of custom field can
have a renderer applied.

Custom Field - Text Field Any instance of this type of custom field can
have a renderer applied.

1.8.9.3. Renderer Types
JRA version 3.4 and later ships with two renderers, the Atlassian Wiki Renderer and the Default
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Text Renderer.

Default Text Renderer

The Default Text Renderer, as the name implies, is the default renderer for JJRA. Out of the box,
JRA is configured to use the text renderer for all renderable fields. The text renderer renders a
field's content as plain text, with the following additional auto-linking feature: if the text contains
text that resolves to a JIRA issue key then an HTML link will be generated that points to that issue.
Below is a sample of how some description text looks when rendered through the Default Text
Renderer.

This is a sample description rendered using the Default Text Renderer.

A linkto adJiraissue looks like this TST-31.

Sample of description rendered with text renderer

It is not possible to disable the Default Text Renderer plugin asit is required for the system to function properly. If afield is setup to use a
renderer that is later disabled, the field will revert to using the Default Text Renderer.

Atlassian Wiki Renderer

The Atlassian Wiki Renderer allows a user to enter wiki markup to produce html content, as
described in 'Editing Rich-Text Fields in the JIRA User's Guide.

This renderer uses the Confluence wiki renderer engine and therefore uses the Confluence wiki
notation. The Confluence notation is easy to learn and allows for:

Italic, bold and underlined text.

Multiple levels of headings to organise your document.
Bullets, numbering, tables and quotations.

Images, screenshots, and emoticons.

Powerful mini-applications using macros.

A full notation guide can be found here.

The Atlassian Wiki Renderer can only be used with JDK 1.4 and up. The renderer will not run on JDK 1.3.

Atlassian Wiki Renderer Macro Support

The Atlassian Wiki Renderer supports pluggable macros in the same way that Confluence does.
Macros provide an easy and powerful extension point to the wiki markup language. JIRA ships with
anumber of macros as described in the JIRA User's Guide.

JRA and Confluence can share macros, but keep in mind that many Confluence macros are very specific to the Confluence application
and will therefore not run within JIRA. For example, the Children macro in Confluence shows links to all of a Page's child pages. JIRA
has no concept of 'page’ and therefore this macro will not function in JIRA.

1.8.9.4. Implicationsfor Jira operations
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The fact that JJRA alows you to configure different renderers across different projects/issue
types for the same field has implications for bulk operations. Also, since the Atlassian Wiki
Renderer inherently creates HTML as its end product, there are implications as to how this will
behave when issue datais viewed outside JIRA's web front-end.

Bulk Move

When performing a bulk move operation you can either move issues to an environment
(project/issue type) where the renderer types for the fields are the same or where they will be
different. If the renderer types for where you are moving to are the same then you will not notice
any changes to the way the issues data is displayed once the move has occurred and the move
operation will not prompt the user with any warnings.

When bulk moving issues to an environment (project/issue type) that has a different renderer type
defined for one of the fields being affected by the move, if any of the issues have a non empty
value associated with the field, the move operation will present the user with a warning so that
you can be aware of the change. The warning does not affect the move operation in any way but
it isthere to aert you to the fact that the moved issues' affected fields may look different in their
new project/issue type.

Thisis best illustrated with an example. Let's say you have project 'A' which is configured to use
the Atlassian Wiki Renderer for the Description field. Let's say you also have a project 'B' which
is configured to use the Default Text Renderer for the Description field. You have three issues
that exist in project 'A' and you want to perform a bulk move of the three issues to project 'B'. If
none of the issuesin project ‘A’ have a value set for the Description field they will be moved and
you will not notice any changes since there is no value to render. If one of the issues has the
following value in its Description:

{col or: green}green text{col or}

*this is a test issue*

You would be presented with this screen in the bulk move to alert you that you are changing
renderers as aresult of the move:
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Bulk Operation: Operation Details

Step 3of4

Update the fields for the new issues.

Retain Original Values: it is possible to retain original field values where the criginal value is valid within the
target destination. This can be achieved by checking the checkbox associated with the required field:

# Checked: All valid ariginal field values will be retained. The figld will not be updated with the new value.

# Unchecked: All field values will be overwritten with the new value.

'Jt Field Name Message

Description. Warning, the renderer type in the project you are moving to differs for this field, all the

moved issues will be effected.

Mext == Cancel

% All field values will be retained.

Mext == Cancel

Example of the bulk move renderer warning

The move operation does nothing to affect the data itself so after the move the wiki markup will
display through the Default Text Renderer. In our example the before and after look like this:

green text

this is a test issue

Before

[colorgreenigreen text{color}

*this is a testissus®
After

Bulk Edit

When performing a bulk edit operation the only renderable fields you may be able to bulk edit are
instances of the Text Field, and Free Text Field (unlimited text) custom fields. The bulk edit
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operation does not allow you to bulk edit the description, environment, or comment fields.

You will only be allowed to bulk edit a renderable field if all the issues selected for edit use the
same renderer type. If the renderer type differs for any of the selected issues you will be
presented with an error message.

This is best illustrated with an example. Let's say you have two globa custom fields, 'Custom
text area and 'Custom text field', whose types are as their names imply. Let's say you have
project ‘A" which is configured to use the Atlassian Wiki Renderer for both of the fields. Lets say
you also have a project 'B' which is configured to use the Default Text Renderer for the 'Custom
text ared field and the Atlassian Wiki Renderer for the 'Custom text field'. Let's also say that you
have one issue in each project. If you were to perform a bulk edit operation on the two issues in
these projects you will be presented with the screenshot below:

Bulk Operation: Operation Details
Step 3of4

Choose the bulk action(s) you wish to perform on the selected 2 issue(s).

Mext == Cancel |

r Change Issue Type: I Bug j

MNiA Change Security Level: MOTE: At lzast one of the projects of the selected issues is not associated with an issue level security scheme.
r Change Priority: | Major j
MiA - Change Fix Version/s: MOTE: This operation can be performed only on issues from ONE project.

MiA - Change Affects Version/s:  MNOTE: This operation can be performed only on issues from ONE project.

MN/A - Change Component/s: MOTE: This operation can be performed only on issues from ONE project.
™ change Assign To: I - ALtomatic - j Assign to me
r Change Reporter: Iadmin i'

r Change Due Date: I E

MN/A Change Custom text area:  MNOTE: This field has inconsistent renderer types for the project(s) of the selected issues.

r Change Custom text field: edit wiki markup help

Sample bulk edit screen

You will notice that for the 'Custom text area field you are presented with an warning that the
field has inconsistent renderer types and that it is not available to be selected for bulk edit. Thisis
because the fields do not share the same renderer in the two issues. You will also notice that for
the 'Custom text field' field you are presented with an editable input that allows for wiki preview.
Thisis because the field shares the same renderer in the two issues.

Email Notifications

JRA allows for extensive configuration in relation to email notifications. JJRA can be send out
two types of emails, HTML and text (see 'Email Formatting').

HTML Emails

When using the Atlassian Wiki Renderer, the rendered content (i.e. exactly what you see on the
'View Issue' page) will be sent out in the emails. This will create emails which are asrich as the
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content makes it. If using the Atlassian Wiki Renderer thisis the preferred type of email sinceitisa
real representation of the wiki markup.

Text Emails

When using the Atlassian Wiki Renderer, the actual wiki markup (unrendered) will be displayed in
text emails for fields that use the Atlassian Wiki Renderer. This is obviously less readable than the
rendered version of the markup, but because the markup's syntax is quite simple the text does remain
easy to read.

Excdl View

JRA alows the Issue Navigator view to be exported to an Excel spreadsheet. If any of the fields
being exported to Excel are using the Atlassian Wiki Renderer, the value exported to the cell in
Excel will be the original wiki markup. Attempting to display complex HTML within a cell in Excel
adds rows and columns that make using the data for formulas very difficult.

The unrendered wiki markup will be shown in Excel cells for fields that use the wiki renderer.

RSS/XML View

JRA alows the Issue Navigator view to be exported to RSS/XML. If afield is using the Default
Text Renderer its values will be exported in a CDATA section within the generated XML. If afield
is using the Atlassian Wiki Renderer, its rendered value will be XML escaped and included in the
generated XML. If the XML view is being used as an RSS feed, most RSS readers will render the
generated HTML so you will see the rich content within your RSS reader.

If you would like to have this view feed out the raw values (unrendered) then you can send an
additional request parameter 'rssMode=raw'. If the original link looks like this:

http://1 ocal host: 8080/ br owse/ AAA- 1?decor at or =none&vi ew=r ss
Then the URL to have the raw values placed inside a CDATA should look like this:

http://1 ocal host: 8080/ br owse/ AAA- 1?decor at or =none&vi ew=r ss& sshbde

Other

This section describes other issues to be aware of in relation to the renderers.

« When editing arenderable custom field's default value, even if it is only ever configured to use
the Atlassian Wiki Renderer you will not be presented with the 'Edit' and 'Preview’ tabs.
Unfortunately it is not possible, in that context, to tell which renderer should be used for editing.
Thissaid, if you enter adefault value using wiki markup then thiswill render correctly in
environments (project/issue type) where the field has been configured to use the Atlassian Wiki
Renderer.

1.8.9.5. Configuring Renderers

Applying a Renderer to aField

To enable a renderer for a particular field, edit the Field Configuration and choose the appropriate
renderer for the field. For details, see 'Configuring field behaviour.
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Enabling a Renderer Plugin

Renderers within JIRA are implemented as JIRA plugins. The macros that the Atlassian wiki
renderer uses are also implemented as JIRA plugins. For general information on plugins please
see this guide.

Plugins are configured at a site-wide level — it is not possible to configure plugins at a project/issue type level.

Renderer Plugins Configuration

Renderers and their dependant components, except for the default text renderer, can be
enabled/disabled via the plugin administration menus. If you navigate, as an administrator, to
'‘Administration” > 'Plugins and then click on the option 'Renderer Plugin' you will see the
following screen.

Current Plugins

FPlugins are used to extend the functionality of JIRA in different ways.

Installed Plugins Renderer Plugin

Webwork Plugin

P— Description: JIRA's system renderers.

Vendor: Atlassian Software Systems Pty Lid
Workflow Plugin Plugin Version: 1.0

JIRA version: 3.4

T3 modlles.

Wiki Renderer Macros
. Default Text Renderer (jira-text-renderer)
Plugin

8 moddles. A renderer that will renderer content as plain text, this is the system default

renderer and must not be disabled.
Custom Field Types &

Searchers Wiki Style Renderer Webwork Help Action

30 modules. (atlassian-wiki-renderar-help-action)

Renderer Plugin Awebwork action that renders the wiki style renderers help pages.

3 madules. Wiki Style Renderer (atlassian-wiki-renderer) Disable

Project Panels Flugin A renderer that will renderer wiki style syntax into html markup. module
4 modules.

Portlets Plugin

17 medules.

Reports Plugin
4 modules.

Renderer plugin configuration screen

The plugin titled 'Wiki Style Renderer Webwork Help Action' is a front-end helper for showing the Atlassian wiki renderer notation
guide and it can not be disabled.

From this screen you will see al the configured Renderers within JIRA. At the moment only two
renderers exist but if more are created you will see there configuration here. If you click on the
'Disable Modul€' link for the 'Wiki Style Renderer' this will deactivate the renderer for the entire
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instance of JIRA.

Current Plugins

FPlugins are used to extend the functionality of JIRA in different ways.

Installed Plugins Renderer Plugin

Webwork Plugin

1 modiles Description: JIRA's system renderers.

Vendor: Atlassian Software Systems Pty Lid
Workflow Flugin Plugin Version: 1.0

[— JIRA version: 3.4

Wiki Renderaer Macros
; Default Text Renderer (jira-text-renderer)
Plugin

8 modules . A renderer that will renderer content as plain text, this is the system default

renderer and must not be disabled.
Custom Field Types &

Searchers Wiki Style Renderer Webwork Help Action

20 modules. (atlassian-wiki-renderer-help-action)

Renderer Plugin A webwork action that renders the wiki style renderers help pages.

3 madules. Wiki Style Renderer (atlassian-wiki-renderer) Enable

Project Panels Plugin A renderer that will renderer wiki style syntax into html markup. module

4 modules.

Portlets Plugin

17 modules.

Reports Plugin

4 modules.

Renderer plugin disabled

Any fields that are still setup to use the disabled renderer will fall back to the default text renderer
and when you attempt to edit the field a warning message will aert you to the fact that you are
configured to use arenderer that is not available.

Custom text field: This field is configured o use the "atlassian-wiki-renderer" which is not currently available, using

"Default Text Rendearar" instead.

No such renderer available

When arenderer isdisabled it will not be available for selection when changing a fields renderer. To
enable the renderer just click the 'Enable Modul€e' link. Enabling/Disabling a renderer has no effect
on the renderer settings in the field configurations so it is possible to disable and then re-enable a
renderer without effecting any data.

Macr o Plugins Configuration — Atlassian Wiki Renderer

The macros used by the Atlassian wiki renderer can be enabled/disabled via the plugin
administration menus. If you navigate, as an administrator, to ‘Administration’ > 'Plugins and then
click on the option 'Wiki Renderer Macros Plugin' you will see the following screen.
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Current Plugins
Plugins are used to extend the functionality of JIRA in different ways.
Installed Plugins Wiki Renderer Macros Plugin
Webwork Plugi .
; ? _'l.".'D_I Lo Description: JIRA's base system macros.
Vendor: Atlassian Software Systems Py Lid
Wiorkflow Plugin Plugin Version: 1.0
15 modules.
JIRA version: 3.4
Wiki Renderer Macros Plugin O Disable plugin
8 modules.
quote (quote) Disable
Custom Field Types &
1P Generate blockquotes that may contain multiple paragraphs or complex markup module
Searchers
30 modules code (code) Disable
Renderar Flugin Format blocks of source-code or XML module
R loremipsum (loremipsum) Disable
Project Panels Plugin Insert paragraphs of "lorem ipsum” space-filler text module
4 modules.
color (color) Disable
Portlets Plugin Change the colour of the contained text module
nofermat (noformat) Disable
Reports Plugin . L .
4 modles Create blocks of text where other wiki formatting is not applied module
html (html) Enable
Use HTML code within a Jira Issue module
panel (panel) Disable
Draw a panel with an optional title and border module
anchor (anchor) Disable
Creatz an anchor that allows people to link to a specific pointin a page module

Atlassian wiki renderer macros plugin configuration screen

From this screen you will see al the configured macros within JIRA. If a macro is disabled then
it will not be available to the wiki renderer, likewise a macro must be enabled for it to be
available to the wiki renderer. If you deploy any additional macros that you wish to use, they
must be enabled here to be available to the wiki renderer. For more information on writing
plugins please see this guide.

1.8.10. Associating Field Behaviour with Issue Types

1.8.10.1. What isa'Field Configuration Scheme' ?

In the Enterprise edition of JRA it is possible to define Field Configurations for a particular
issue type of a given project using Field Configuration Schemes. Field Configuration Schemes
map field configurations to issue types. Once created, a Field Configuration Scheme can be
associated with one or more projects. This means that, for example, it is possible to have a
separate field configuration for the 'Bug' issue type and the 'Improvement’ issue type for the Test'
Project.

Please note that field configuration schemes can be associated with more than one project,
allowing administrators to reuse the same field configuration for issue type mappings across
projects.
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For information about placing fields on Screens, and using Screen Schemes to associate screens with issue operations, please see the
overview.

1.8.10.2. Field Configuration Schemes

Scheme operations are available from the View Field Configuration Scheme page. To reach this
page follow these steps:

1. Loginasauser withthe'JIRA Administrators global permission.
2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or

the title of the Administration box on the dashboard:

ISSUE EDI‘.’IIHISTHATIEJP

Link to Administration section

Projects Viewiadt or create

Mt Dractara Aar hmisbon
Link to Administration section
Click the "Issue Fields" sub-menu on the left hand side if it is not open already, and choose
"Field Configuration Schemes' from the list.

Y ou will be directed to the page "View Field Configuration Schemes® with alist of al the Field
Configuration Schemes currently configured. From this page you can:

Add - create anew Field Configuration Scheme

Configure - add or remove associations between issue types and Field Configurations*
Edit - edit the name and description of the Field Configuration Scheme.

Delete - remove a Field Configuration Scheme

Copy - create anew Field Configuration Scheme with the same details as an existing one

*To create and edit Field Configurations, please see 'Configuring field behaviour'. To create and edit Issue Types, please see 'Defining
‘Issue Type' field values.

1.8.10.3. Adding a Field Configuration Scheme

1.

The"Add New Field Configuration Scheme" form islocated at the bottom of the "View Field
Configuration Scheme" page

On this form enter the name of the new scheme.

Y ou can optionally add a description to the scheme for better identification.

Click on the"Add" button. The Field Configuration Scheme list will be updated automatically
with the new scheme.
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View Field Configuration Schemes

The tahle belows shows the current field canfiguration schemes and the projects they are assigned to.

Name Projects Operations
- | Test Field Configuration Scheme Configure | Copy | Edit | Delete
Add Field Configuration Scheme
To create a newy Field Configuration Scheme please specifi a name and optionally the description and press
Add.
" Name:
Descriptian:

Add

View Field Configuration Scheme

1.8.10.4. Configure a Field Configuration Scheme

With this operation you can associate, un-associate or change an association between a Field
Configuration and a particular issue type. To do this please follow these steps:

1. Click onthe"Configure" link in the same row as the Field Configuration Scheme you wish to
configure.

2. The"Configure Field Configuration Scheme" page will appear, showing the scheme's current
mappings of Field Configurations to issue types.

3. The operations available when configuring afield configuration scheme are:
» Associate an issue typeto afield configuration
» Remove an association between an issue type and afield configuration
» Edit an association between an issue type and afield configuration

If you have not added any field configurations you will only have the Default Field Configuration to work with.
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Configure Field Configuration Scheme
Dnthis page yvou can configure the Test Field Configuration Scheme field configuration scheme.
Please use the tahle and the form below to selectwhich field configuration will be used for each issue type.

O View all field layout schemes

Issue Type Field Configuration Operations
Defauit Default Field Configuration Edit

Used for all unmapped

issue types.

@ Bug Default Field Configuration Edit | Delete

Add Issue Type To Field Configuration Association

To associate an issue type with a field configuration, select anissue type and a field cofiguration, and press Add.

lssue Type:

Field Configuration: | Default Field Gonfiguration

The field configuration to use for the chosen issue type.

Add

Configure Field Configuration Scheme

Associating afield configuration with an issue type

To associate an issue type with afield configuration:

1. Select the issue type you wish to associate.

2. Select the field configuration you wish to associate with thisissue type

3. Click onthe"Add" button. The table will above will be automatically updated with the the issue
type in the left most column and the associated field configuration in the central column.

An issue type can only have one association within a given configuration scheme.

If an issue type does not have an association in the scheme, the field configuration associated with the Default entry in the scheme will be
used for issues of that type.

Removing an association between a field configuration and an issue type

1. Click onthe "Remove" link next to the issue.
2. Theissue type association will automatically be removed from the field configuration scheme.

The Default entry cannot be removed the scheme.

Editing an association between a field configuration and an issue type

Click on the "Edit" link next to the issue

Select the new field configuration you would like to associate with this issue type
Click on the "Update" button

The Issue Type will now be associated with the new field configuration.

RN
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Edit Field Configuration Scheme Entry

To change the field configuration used by Bug issue type entry of the Test Field Configuration Scheme field
configuration scheme please select the field configuration from the list and press Update.

Field Configuration: | Default Field Configuration § s
The field configuration to use for the chosen issue type.

[ Update ][ Cancel ]

Edit association between field configuration and issue type.

1.8.10.5. Editing a Field Configuration Scheme

To change the name or description of a Field Configuration Scheme:

1. Click onthe "Edit" link next to the desired field configuration scheme. Y ou will now see the
"Edit Field Configuration Scheme" page.

2. Change the name and/ord description as necessary.

3. Click onthe"Update" button.

1.8.10.6. Deleting a Field Configuration Scheme

To delete aField Configuration Scheme:

1. Click onthe"Delete" link next to the desired field configuration scheme. Y ou will now see
the "Delete Field Configuration Scheme" page.
2. Confirm that you would like to delete the scheme by clicking the "Delete" button.

1.8.10.7. Copying a Field Configuration Scheme

To copy aField Configuration Scheme:

1. Click onthe"Copy" link next to the field configuration scheme you wish to copy. Thiswill
bring you to the "Copy Field Configuration Scheme" page.

2. Enter the name and description of the new field configuration scheme.

3. Click onthe"Copy" button.

4. Youwill now be directed back the View Field Configuration Scheme page with your new
scheme added. The new scheme will have the same configuration as the copied scheme.

Copy Field Layout Configuration Scheme

Please specify a name and description for the copy of Test Field Configuration Scheme.

* Mame: |Copy of Test Field Configuration

Description:

[ Copy ][ Cancel ]

Copy Field Configuration Scheme

1.8.10.8. Associating a Field Configuration Scheme with a Pr oject

To activate a Field Configuration Scheme, you need to associate it with a project. An association
means that the Field Configuration Scheme will now be applied to the chosen project. The issues
in that project will use the Field Configuration that is mapped to their issue type by the scheme.
Note also that you can use Issue Type Schemes to associate issue types with a project.

To associate a Field Configuration Scheme with a project:
1. Loginasauser with the'JIRA Administrators global permission.
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2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE ﬂDI‘."IIHISTHATIUP

Link to Administration section

Proje iew.at or create

na'l_'a . _Dﬁr\-'l'_.-\.rﬁ ~r !ﬁﬁr\-lﬂl
Link to Administration section

3. Onthe administration pageisalist of projects which this user is allowed to manage. Select the
project of interest.
4. Click onthe "select scheme" link beside the Field Configuration Scheme caption.

Project: Test Project

Key: TST

URL: Mo URL

Lead: Administrator

Default Assignee: Project Lead

Notification Scheme: Mone { select scheme)

Permission Scheme: Default Permission Scheme ( select scheme | edit permissions )

Issue Securi * klone foplprt orheme )
d Configuration Scheme: System Default Field Canfiuration { select scheme
Issue Type Scree T elect scheme | edit scheme )

Workflow Scheme: Bone ( select scheme)
CVS Modules; Mone { select modules )
Mail Configuration: Mail notifications from this projectwill come from the default address { edit configuration )

Project Category: Mone { select category )

Project Admin Page
5. Thiswill bring up alist of all existing field configuration schemes. Select the scheme you want
to associate with this project.

Field Configuration Scheme Association

This page allows vou to associate a field configuration scherme with the project Test Project.

Scheme: [rone Lo

[ Associate ][ Cancel ]

Associate Field Configuration Scheme to Project

Selecting None will make all the issuesin the project use the Default Field Configuration.
6. Click onthe "Associate" button. You will be returned to the project administration page, with the
project now associated with the selected Field Configuration Scheme.

As mentioned above, new projects are not associated with any Field Configuration Schemes and hence use the Default Field
Configuration for all issues.
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1.8.11. Placing fields on screens

1.8.11.1. What isa 'Screen'?

Screens group multiple issue fields. Using Screens, administrators can control which fields are
displayed, and the fields vertical display order, during issue operations (e.g. 'Create Issue' and
'Edit Issue) or workflow transitions (e.g. 'Resolve Issue’) — for details see 'Activating Screens
(below).

In the Enterprise edition of JRA it is also possible to split issue fields on a Screen into multiple
tabs.

Screens overlap slightly with Field Configurations in regards to field visibility. Note that when a
Screen is displayed to a user, for example, during issue creation, the user will see only the issue
fields that:

1. theuser has permissionsto edit.
2. arepresent on the Screen that is associated with the 'Create Issue’ operation for thisissue.
3. arenot hidden in the Field Configuration applicable to the issue.

A field may be present on a Screen, but if it is hidden in an appropriate Field Configuration, it will not be visible to the user when the
Screen is displayed. Note also that, if a particular field needs to be hidden at al times, it is simpler to hide the field in an applicable
Field Configuration rather than remove it from all Screens. For more information please see the Overview.

1.8.11.2. Configuring a Screen's Fields
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or the title of the Administration box on the dashboard:

ISSUE ﬂDMIHISTHATIDP

Link to Administration section

inistration

or create

Mizta Draetmrs Ar baslan
Link to Administration section
3. Click the"lIssue Fields' sub-menu in the left-hand side column, and choose " Screens' from
thelist.
4. You will then be directed to the "View Screens' page. (This screenshot isfor Sandard
edition. Professional and Enterprise editions will have a different layout but will includes the
same functionality.)
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View Screens
The table below shows existing screens.

You can add a new screen by using the farm at the bottarm of the page, arwark with the existing screens by choosing ane ofthe
operations thatis listed next to each screen.

Flease note thatitis only possible to delete a screen ifitis Inactive. A screen is Active if it is used by the workflow or the Screen
Scheme.

Name Description Active? Operations

Assigh lssue Allows to assigh an issue. Active Configure | Edit | Copy

Screen

Default Screen Allowes to update all systermn fields. Active Configure | Edit | Copy

Resale [ssue Allowes to set resolution, change fix Active Configure | Edit | Copy

Screen YESIONS and assign an issue.
Add Screen
To create a new Screen please specify 2 name and optionally the description for the new screen and press Add.

* Wame. |
Description:

Add

View Screens page
From this page you can:

e Add anew screen.

« Configure ascreen'sfields

« Edit ascreen's name and/or description

» Delete ascreen.

» Copy ascreen.

1. Click onthe"Configure" link next to the Screen of interest.

2. You will now seethe "Configure Screen” page. (Note: the screenshot below is common between
Standard and Professional editions; the Enterprise edition page includes the tabs functionality —
see below).
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Configure Screen

This page shows the way the fields are arganised on Resolve Issue Screen screen.

0O View all screens

Mowve To Remowve

Position) Name Order Position From Tab
1. Resolution B iy I
2. Assign To i ¥y ]
3. Fix Version/s o 3 M ]
4. Attachment & i B ]
g Component/s i i %y ]
3 Due Date R ]

[ M ove ] [ REermaove ]

Add Field To Tab

Add one ar mare fields to the Feld Tab tab.

Fields to add: | Affects Version/s
Cescription
Ermwironiment
lssue Type
Priority w

Fosition:
Leawe blank to add the field atthe bottom of the tab.

Add
Configure Screen Page

Adding a Field to Screen

1. The"Add Field" formislocated at the bottom of the "Configure Screen" page.
2. Select the field/s that you wish to add to the screen.
3. You can aso specify the position in which the field will be placed.

If you have selected multiple fields and specified a position, the topmost field selected will be placed in the corresponding position
and the other fields directly below it.
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4. Click onthe"Add" button"

Removing a Field from a Screen

1. From the "Configure Screen” page, select the checkboxes next the the fields you wish to remove.

2. Click on the "Remove" button located at the bottom of the table.

3. Thefieldswill be removed from the Screen and will become available in the "Add Field" form at
the bottom of the screen.

Reordering Fields on a Screen

To change the vertical display order of fields:

1. Inthetext box in the "Moveto Position" column next to the desired field, specify the position
you wish to move the field to.

2. You can repeat thisfor multiple fields specifying a different position for each field.

3. Click onthe"Move" button located at the bottom of the table in the "Move to Position” column.

4. All thefieldswill be placed in the specified positions.

Alternatively, you can click on the arrows next to the desired field to move the field up, down, to the first position or to the last position.

1.8.11.3. Adding a Screen

1. The"Add Screen" form islocated at the bottom of the "View Screens’ page (see 'Configuring a
Screen's Fields, above).

2. Enter the name of the new Screen.

3. You can optionally add a Description.

4. Click onthe"Add" button. The page will automatically update the Screen list with the new
Screen.

A newly created Screen is not usable until it has been associated with either an issue operation (via a Screen Scheme) or a workflow
transition. See 'Activating Screens' (below).

1.8.11.4. Editing a Screen's Details

To change Screen's name and/or description you can edit a Screen by following these steps:

1. Onthe"View Screens' page (see 'Configuring a Screen's Fields, above), click on the "Edit" link
next to the appropriate screen.

2. Youwill now be directed to the "Edit Screen” page where you can edit the name and/or
description of the Screen.

3. Click onthe"Update" button. Y ou will be brought back to the "View Screens" page with your
updates now applied to the Screen.
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Edit Screen

Lze the form below to change properies of the Assign Issue Screen screen.

*Mame: |Assign Issue Screer|

Description: |Allows to assign an issue.

[ LIpdate ][ Cancel

Edit Screen Page

1.8.11.5. Deleting a Screen

To entirely remove a Screen from the system:

1.

2.

Onthe"View Screens' page (see 'Configuring a Screen's Fields, above), click on the
"Delete" link next to the Screen you wish to delete.

Click on the "Delete" button to confirm this action. Y ou will be brought back to the "View
Screens' page with the Screen removed from the list of Screens.

Delete Screen

Confirm that you would like to permanently delete the Test Issue Screen screen.

Delate ][ Cancel

Delete Screen Page

Field screens that are associated with at least one Screen Scheme or at least one workflow transition cannot be deleted.

1.8.11.6. Copying a Screen
1. Onthe"View Screens' page (see 'Configuring a Screen's Fields, above), click on the "Copy"

link next to the Screen you wish to copy. You will now be directed to the "Copy Screen”
page.

Enter a name and a description for the new Screen.

Click on the "Copy" button. Y ou will be brought back to the "View Screens’ page, and the
newly added Screen will have the same issue fields and field positions as the original field
screen.
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Copy Screen
LIse the form below to create a copy of the Default Screen screen.

* Wame: |Copy of Default Screer

Description: |Allows to update all system fields.

[ Copy ][ Cancel ]

Copy Screen Page

1.8.11.7. Configuring Tabs

The Enterprise edition allows you to split Screens into multiple tabs. Tabs can help to group related
fields together on a Screen. For example, the following screenshot shows a simple Screen that only
shows the issue 'Summary' and 'Description’ on the first tab (‘Main’), and 'Affected Versions and
‘Components’ on the second tab (‘Other Details):

Create Issue Create Issue
Step 2 of 2: Enter the details of the issue... Step 2 of 2: Enter the details of the issue...
Project:  Test Pmoject Pmject:  Test Project
lssue Type:  [A] Improvement lssue Type:  [A) Improvement
Other Details Main
" Summary: I Affects | Unknown -
— VerEsn's! | Released Versions
ription: Version 1
Unreleased Versions

Version 2 E

Component’s! | Unknown :

Component 1
Companent 2 [«

Create | Cancel |

Create | Cancel |

Sample Screen

This functionality is very useful for organising complex Screens, as you can place less used fields,
for example, 'Attachment’ and 'Environment’, onto separate tabs:
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Step 2 of 2: Enter the details ofthe issue...

Project. Test Project

Issue Type: [e] Bug

Field Tab

Attachment:

The maximum file upload size is 10.00 b, Please zip files larger than this.

[ Create ][ Cancel ]

Example of a field tab
Screen tabs are available from the "Configure Screens’ page (see 'Configuring a Screen's Fields,

above).

Configure Screen

This page shows the way the fields are organised on Default Screen screen.

O View all screens

Field Tab <=

0O Delete tab
O Rename tab to attachment Tab

Position | Mame

1. Attachment

Add Field To Tab
Add one or more fields to the Attachment Tab tab.

Fieldsto |Resolution |~
add: W

Position:
Leawe blank to add the field at the bottom of the tab.

Add

JIRA Administrator's Guide

Remove
Mowve To Tab From Tab
Select Tabh « F
[ Mo ] [ Remove ]

Add New Tab

Add a new tab to the Default Screen screen.

*
MNarne:

Add

Configure Screen Page with Field Tabs

Add Tab

1. The"Add Tab" islocated on the bottom right of the "Configure Screen" page.

2. Enter the name of the new tab on this form.
3. Click onthe"Add" button.

Moving fields between Tabs

1. Inthe"Moveto Tab" column next to the field you wish to move, select the desired tab.
2. Repeat thisfor al the fields you wish to move.
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3. Click onthe"Move" button located at the bottom of the table in the "Move to Tab" column.
4. All the selected fields will be moved to the appropriate tabs.

Please note that the system fields on the default View Issue screen (e.g. Summary, Security Level, Issue Type, etc.) are fixed and cannot
be moved on to a separate tab. However, any custom fields that have been added to the View |ssue screen can be moved on to a separate
tab.

This restriction only applies to the screen associated with the View Issue operation, i.e. system fields can be moved on to other tabs for
screens associated with operations such as Create | ssue, Edit |ssue, etc.

Navigating between Tabs

To navigate between the Tabs of a Screen, ssimply click on the links on the top left of the "Configure
Screen” form.

Deletinga Tab

1. Navigate to the Tab you wish to remove.
2. Click onthe"Delete" tab link. Y ou will now be directed to the "Delete Tab" confirmation page.
3. Click onthe "Delete" button to confirm. Y ou will now be returned to the "Configure Screen”

Page
Delete Screen Tab

iZonfirm that you swould like to permanently delete the Test Tab tab.

[ Delete ][ Cancel ]

Delete Tab Page

Renaminga Tab

1. Navigate to the desired Tab.

2. The"Rename" text field is located in the top left of the "Configure Screen Tab" form.
3. Enter the new name of the Tab.

4. Press'Enter'.

Reordering Tabs

It is possible to configure the horizontal order of Tabs by clicking on the arrows to move the selected
Tab left or right.

1.8.11.8. Activating a Screen

To make a Screen available to users, you can either:

Associate the Screen with an issue oper ation (e.g. 'Create Issue'), viaa Screen Scheme — see
'Associating Screens with Issue Operations.

* (Professional and Enterprise editions) Associate the Screen with aWorkflow Transition (e.g.
'Resolve Issue’) — see 'Configuring Workflow'. Note that in Sandard edition workflow is not
customisable, so you cannot associate a new Screen with aworkflow transition; you can,
however, modify (see above) the Screen that is already associated with each workflow transition.

1.8.12. Associating Screenswith Issue Operations
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1.8.12.1. What isa 'Screen Scheme'?

A Screen Scheme allows you to choose which Screen will be shown to a JJRA user when they
perform a particular issue operation. There are 3 issue operations for which you can choose a
Screen:

» 'Create Issue' — choose the Screen that is shown when an issue is being created.
o 'Edit Issue’' — choose the Screen that is shown when an issue is edited.
e 'View Issue' — choose the Screen that is shown when a user views an issue.

You can specify the same screen for each of these issue operations, or choose different screens
for each operation.

Please note that in the Professional and Enterprise editions of JJRA you can create multiple
Screen Schemes (see Managing Multiple Screen Schemes below); in the Standard edition you
can only edit the Default Screen Scheme. Additionally, Professional edition supports
project-specific Screen Schemes, while Enterprise edition adds extra flexibility by supporting
Screen Schemes per project per issue type, using Issue Type Screen Schemes. The method of
activating a Screen Scheme also differs depending on the JIRA edition — please see 'Activating
a Screen Scheme' (below).

For more information about configuring Eields and Screens, please see the Overview.

1.8.12.2. Configuring a Screen Scheme
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or the title of the Administration box on the dashboard:

ISSUE ﬂDMIHISTHATIDP

Link to Administration section

inistration

or create

Mizta Draetmrs Ar baslan
Link to Administration section

3. Click the"Issue Fields" sub-menu on the left hand sideiif it is not open aready, and choose
"Screen Schemes' from the list.

4. If you are using the Sandard Edition you will be brought to the Configure screen for the
Default Field Screen. If you are using the Professional or Enterprise Editions you will be
brought to the "View Screen Schemes" page, where you will need to select a Screen Scheme
by clicking on the "Screens' link next to one of the schemes.

S. You will now be brought to the "Configure Screen Scheme" page.
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Configure Screen Scheme

0 this page wou can configure the Default Screen Scheme screen scheme.

Please use the table and the farm below to select which screen will be displayed far each issue operation.

Issue Operation Screen Operations
Dafaurt Default Screen Edit

Uszed for all unmapped

operations.

Wiew Issue Testlssue Screen Edit | Delete

Add Issue Operation To Screen Association

To assaociate an issue operation with a screen, select anissue operation and a screen, and press Add.

lssue Operation:

Screen: Assign |ssue Screen W

The zcrean to show for the chozen issue operation.

Add

Configure Field Screen Scheme page

Associating an | ssue Operation with a Screen

1.

2.
3.
4

The "Add Issue Operation to Screen Association” islocated at the bottom of the "Configure
Screen Scheme' page.

Select the Issue Operation with which you wish to associate a Screen.

Select the desired Screen.

Click the"Add" button and the new association will be added to the list of associations.

The "View Issue" operation only allows one to control the layout of custom fields in the middle of the "View Issue" page. The "View
Issue" pageignores all the non-custom fields on the Screen.

There can only be one association for an issue operation per Screen Scheme. If all operations have been associated with a Screen, use the
"Edit" link next to each operation to change the Screen it is associated with.

If an issue operation does not have a specific mapping to a Screen, the screen that is associated with the Default entry will be used for that
operation. The Default entry cannot be deleted from a Screen Scheme. Y ou can use the "Edit" link next to the Default entry to change the
Screen that it associated with it.

Editing an Association

RN

Click on the "Edit" link next to the issue operation you wish to edit.

Y ou will be brought to the "Edit Screen Scheme Item” page.

Select the screen you wish to change the association to.

Click on the "Update" button and you will be returned to the screen scheme page.
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Edit Screen Scheme ltem
Ilze the form below to select a screen that will bhe used for the View Issue issue operation.

SCreen: | Testlssue Screen v

The zcrean to show for this issue operation.

[ Update ][ Cancel ]
Edit Screen Scheme Item Page

Deleting an Association

1. Click onthe"Delete" link next to the issue operation you wish to remove.
2. Theassociation will be automatically removed from the list.

1.8.12.3. Managing Multiple Screen Schemes

In Professional and Enterprise Editions it is possible to create multiple Screen Schemes; in the
Standard Edition you can only edit the Default Screen Scheme. The Screen Scheme operations
are available from the View Screen Schemes page.

1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or thetitle of the Administration box on the dashboard:

ISSUE QDMINISTHATIDF

Link to Administration section

inistration

or create

Mot Drrtars mr lRoamben

Link to Administration section

3. Click the"Issue Fields" sub-menu on the left hand sideiif it is not open already, and choose
"Screen Schemes' from the list.
4. Thiswill bring you to the "View Screen Schemes Page".
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View Screen Schemes

The table below shows existing screen schemes. Screen Schemes allow to choose what screens are shown for
each issue operatian.

You can add a new screen scheme by using the form at the bottorm of the page, orwoark with the existing scheme
by choosing one ofthe operations that is listed next to each scheme.

Please note that a screen scheme can only be deleted if it is not a default scheme and is not associated with any

projects.

Name Description Projects Operations

Default Screen Default Screen Scheme O Test Project Screens | Edit | Copy

Scheme
Add Screen Scheme
To create a new Screen Scheme please specify a name and optionally the description for the new scheme and
press Add.

* Name: |
Description:

Default Screen: | assign lssue Screen »

The screen to show forunmapped issue operations in the newscheme.

Add

View Screen Schemes Page

Adding a Screen Scheme

The "Add Screen Scheme" form islocated at the bottom of the Field Screen Schemes Page.
Enter the name of the new field screen.

Y ou can optionally add a description of the field screen.

Select adefault field screen. The default screen will be used for views that do not have an
association.

Click onthe"Add" button. The screen will automatically update the field screen schemes list
with the new field screen scheme.

HwnNE

o

Editing a Screen Scheme'sdetails

1. Click onthe"Edit" link next to the selected Screen Scheme.

2. You will now be directed to the "Edit Screen Scheme" page where you can edit the Screen
Scheme's name and description and the Screen that is associated with the Default Entry of the
scheme.

3. Click onthe"Update" button.

4. Youwill be brought back to the Screen Schemes page with your updates now applied to the
Screen Schemesllist.

Edit Screen Scheme

Ise the form below to change propeties of the Default Screen Scheme screen scheme.

* Warne: |Default Screen Schemd

Description:  |Default Screen Scheme

[ Update ][ Cancel
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Edit Screen Scheme Page

Deleting a Screen Scheme

1. Click onthe"Delete" link next to the Screen Scheme you wish to delete.

2. Click onthe"Delete" button to confirm this action.

3. You will be brought back to the Screen Schemes page with the Screen Scheme removed from
the screen schemes list.

Delete Screen Scheme

Confirmm that vou swould like to permanently delete the test screen scheme.

[ Delete ][ Cancel ]

Delete Screen Scheme Page

Screen Schemes that are associated with at least one project in the Professional Edition or are used in an Issue Type Screen Scheme
Enterprise Edition, cannot be deleted.

Copying a Screen Scheme

Click onthe "Copy" link next to the Screen Screen you wish to copy.

Y ou will now be directed to the "Copy Screen Scheme" page.

Enter the name and description of the new Screen Scheme.

Click on the "Copy" button.

Y ou will be brought back to the Screen Schemes page, and the newly added Screen Scheme
will have the same settings as the original Screen Scheme.

abhwdE

Copy Screen Scheme
llge the form below to create a copy of the Default Screen Scheme screen scheme.

* Name: |Copy of Default Screen Schemd

Description: |\Default Screen Scheme

[ Copy ][ Cancel ]

Copy Screen Scheme Page

1.8.12.4. Activating a Screen Scheme

Standard Edition

The Standard Edition of JRA supports only one Screen Scheme (the 'Default Screen Scheme').
As soon as the Default Screen Scheme is modified, the changes affect all projects and issue types
in the system. No other activation is necessary.

Professional Edition: associating a Screen Scheme with a project

Professional Edition allows for project-specific Screen Schemes. To activate a Screen Scheme,
associate it with one or more projects as follows:

1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration' link on the top bar
or the title of the Administration box on the dashboard:
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ISSUE EDI‘.WIHISTHATIDP

Link to Administration section

Proje Viewat or create

Mata Drrtars s loamben

Link to Administration section

3. Onthe administration pageisalist of projects which this user is alowed to manage. Select the
project of interest.
4. Click onthe"Select Scheme” link on the beside the Screen Scheme caption.

Project: Test Project

Key: TST

URL: Mo LIRL

Lead: Administrator

Default Assignee: Froject Lead

MNotification Scheme: Mone { select scheme )

Permissiol . == e | edit permissions )
creen Scheme: Default Screen Scheme ( select scheme | edit scheme
CV'S Modules: TTOTE | SRECLIMIONEs 1

Project Admin Page
5. Select the screen scheme you wish to associate with this project.

Screen Scheme Association

This page allows you to associate a screen scheme with the project Test Project.

Scheme: | Default Screen Scheme |+

[ Associate ][ Cancel ]

Associate Screen Scheme to Project
6. Click onthe"Associate" button.

Enterprise Edition

Enterprise Edition supports Screen Schemes per project per issue type, using Issue Type Screen
Schemes. To activate a Screen Scheme, configure an Issue Type Screen Scheme to use the Screen
Scheme, then associate the Issue Type Screen Scheme with a project. For details of both procedures,
see 'Associating screens with Issue Types.

1.8.13. Associating Screenswith Issue Types

1.8.13.1. What isan 'Issue Type Screen Scheme'?

In the Enterprise edition of JRA it is possible to define Issue Type Screen Schemes. Issue Type
Screen Schemes associate Screen Schemes with issue types, alowing you to specify different
Screens for the same operation (e.g. 'Create Issue’) in the same project for issues of different issue

types.
To configure and manage an Issue Type Screen Scheme you need to access the "View Issue Type
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Screen Schemes' page:
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration' link on the top bar
or the title of the Administration box on the dashboard:

ISSUE QDMINISTHATIDP

Link to Administration section

Proje Viewiad or create

Mata Dractara ar liaelan

Link to Administration section

3. Click the"lIssue Fields' sub-menu on the left hand side if it is not open already, and choose
"Issue Type Screen Schemes" from the list.
4. Thiswill bring you to the "View Issue Type Screen Schemes" Page.

View Issue Type Screen Schemes

The tahle below shows existing issue type screen schemes. [ssue Type screen schemes allow to choose what

screens schemes are used for each issue type.

You can add a new issue type screen scheme by using the form at the hottorm ofthe page, orwork with the
existing scheme by choosing one of the operations thatis listed next to each scheme.

Name Description Projects Operations
Default Issue The defaultissue type screen o Test Project Configure | Edit | Copy
Type Screen scheme

Scheme

Add Issue Type Screen Scheme

To create a new [ssue Type Screen Scheme please specify a name and optionally the description for the new
scheme and press Add.

* Mame: |

Description:

* Sereen Scheme: | Default Screen Scheme »
The screan scheme to use forunmapped issue types.

Add

View Issue Type Screen Schemes Page
1.8.13.2. Add an Issue Type Screen Scheme

1. The"Add Issue Type Screen Scheme" form islocated at the bottom of the Issue Type Screen

Schemes page.
2. Enter the name for the new scheme.
3. You can optionally add a description.

4. Select a Screen Scheme for the Default entry in the new scheme. The Screen Scheme mapped

to the Default entry will be used for issue types that do not have a specific mapping in the
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scheme.
5. Click onthe"Add" button. The screen will automatically update the Issue Type Screen Schemes
list with the new Issue Type Screen Scheme.

1.8.13.3. Edit an I'ssue Type Screen Scheme

1. Click onthe"Edit" link next to the selected Issue Type Screen Scheme.

2. You will now be directed to the "Edit I ssue Type Screen Scheme" page where you can edit the
Issue Type Screen Scheme's name and description as well as the Screen Scheme of the Default
entry.

3. Click onthe"Update" button.

4. Youwill be brought back to the Issue Type Screen Schemes Page with your updates now applied
to the Issue Type Screen Schemes list.

Edit Issue Type Screen Scheme

IIse the form below to change properties of the Default Issue Type Screen Scheme issue type screen scheme.

* Warme: |Default lssue Type Screen Scher

Description: |The defaultissue type screen schame

[ Update ][ Cancel ]

Edit Issue Type Screen Scheme Page

1.8.13.4. Delete an Issue Type Screen Scheme

1. Click onthe"Delete" link next to the I ssue Type Screen Scheme you wish to delete.

2. Click onthe "Delete" button to confirm this action.

3. You will be brought back to the Issue Type Screen Schemes Page with the Issue Type Screen
Scheme removed from the Issue Type Screen Schemes list.

Delete IssueType Screen Scheme

Canfirm that vou would like to permanently delete the Test Issue Type Screen Scheme issue type screen scheme.

[ Delete ][ Cancel ]

Delete Issue Type Screen Scheme Page

Issue Type Screen Schemes that are associated with a project cannot be deleted.

1.8.13.5. Copy an Issue Type Screen Scheme

Click on the "Copy" link next to the field screen you wish to copy.

Y ou will now be directed to the "Copy Issue Type Screen Scheme" page.

Enter the name and description of the new Issue Type Screen Scheme.

Click on the "Copy" button.

Y ou will be brought back to the Issue Type Screen Schemes Page and the newly added Issue
Type Screen Scheme will have the same scheme settings as the original I1ssue Type Screen
Scheme.

abkwbhE
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Copy Issue Type Screen Scheme
Ilse the farm helow to create a copy of the Default Issue Type Screen Scheme issue type screen scheme.

* Wame  |Copy of Default Issue Type Scree

Description: | The default issue type screen scheme

[ Copy ][ Cancel ]

Copy Issue Type Screen Scheme Page

1.8.13.6. Configure I ssue Type Screen Scheme

The configuration of an Issue Type Screen Scheme involves associating an issue type to a
particular Screen Scheme. For example, associating the Bug issue type to the "Default Screen
Scheme" and then associating |mprovement to the "Improvement Screen Scheme'.

To configure a given Issue Type Screen Scheme click on the "Configure" link next to the
selected Issue Type Screen Scheme from the "View Issue Type Screen Schemes' Page. Y ou will
then be directed to the Configure Issue Type Screen Scheme Page
Configure Issue Type Configuration Scheme
On this page yvou can configure the Default Issue Type Screen Scheme issue type screen scheme.

Please use the table and the form below to select which Screen Sheme will he used for each issue type.

O View all issue type screen schemes

Issue Type Screen Scheme Operations
Default Default Screen Scherme Edit

Used for all unmapped

issue types.

@ Bug Test Screen Scheme Edit | Delete

Add Issue Type To Screen Scheme Association

To associate an issue type with a screen scheme, select an issue type and a screen scheme, and press Add.

lssue Type:

Screen Scheme! | Default Screen Scheme  w

The field configuration to use for the chosen issue type.

Add

Configure Issue Type Screen Scheme Page

Associate an |ssue Typeto a Screen Scheme

1. The"Add Issue Typeto Screen Scheme Association” islocated at the bottom of the
Configure Issue Type Screen Scheme Interface.

2. Select an issue type you wish to associate a Screen Scheme with.

3. Select the desired scheme.

4. Click the"Add" button and the new association will be added to the association list above.

There can only be one association for each issue type. If al issue types have been associated with a Screen Scheme you can use the
'Edit’ link next to each entry to change the Screen Scheme that is associated with it.
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If there is no specific entry for an issue type, the Screen Scheme associated with the Default entry will be used.

Edit an Association

Click on the "Edit" link next to the issue type you wish to edit.

Y ou will be brought to the "Edit Issue Type Screen Scheme Entry" page.

Select the screen you wish to change this association to.

Click on the "Update" button and you will be returned to the Issue Type Screen Scheme
interface.

PwbdpE

Edit Issue Type Screen Scheme Entry

To change the field configuration used by Default issue type entry of the Default Issue Type Screen Scheme
issue type screen scheme please selectthe screen scheme from the list and press Update.

* Screen Scheme | Default Screen Scheme

The zcreen scheme to use.

[ Update ][ Cancel ]

Edit Issue Type Screen Scheme Entry Page

Delete an Association

1. Click onthe"Delete" link next to the issue operation you wish to remove.
2. Theassociation will be automatically removed from the table.

The Default entry is used for al issue types that do not have a specific entry in the scheme. It cannot be deleted.

1.8.13.7. Associating an Issue Type Screen Scheme with a Project

Once you have created and configured an Issue Type Screen Scheme to your desired settings you
can now associate the scheme with a Project. This will apply your chosen Screen Scheme to each
issue type within the selected project.

1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE ﬂDI‘.ﬂIHISTHATIDP

Link to Administration section

Proje Vieweat or create

Mot Draetmrs Ar baslan
Link to Administration section
3. Onthe Administration pageisalist of projects which this user can manage. Select the project of
interest.
4. Click onthe"Select Scheme” link on the beside the Issue Type Screen Scheme caption.
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Project: Test Project

Key: TST

URL: Mo URL

Lead: Administrator

Default Assignee: Project Lead

Motification Scheme: Mone { select scheme )

Permission Scheme; Default Permission Scheme { select scheme | edit permissions )
Issue Security Scheme: MMone { select scheme )

FlEI“ Cunﬁ i - C‘.':I.'cinm Cigfzult Eiale r“nnfgllr-:-ﬁnn
< Jssue Type Screen Scheme: Default Issue Type Screen Scheme | select scheme | edit scheme T
Workflow Schermie: MOme | seetsreme T

CVS Modules: Mone { select modules
Project Category: Mone { select category )

Project Admin Page Enterprise
5. Select the screen scheme you wish to associate with this project.

Issue Type Screen Scheme Association

This pade allows you to associate a issue type screen scheme with the project Test Project.

Scheme! | Defaultlssue Type Screen Scheme |w

| Associate || cancel |

Associate Issue Type Screen Scheme to Project
6. Click onthe"Associate" button.

To control which issue types apply to a project, please see 'Associating Issue Types with Projects.

1.8.14. Creating & configuring Custom Fields

1.8.14.1. Custom Fields Overview

Custom field types were introduced in JJRA 2.0 to allow greater customisability of the types of
data collected with your issue. In 3.0, the number types have been expanded and you can even
add your own custom field types. JJRA 3.2 adds a new level of flexibility to your custom fields.
You can now configure your custom fields to only appear for certain issue types in certain
projects or multiple issue types over multiple projects. On top of that, you can even configure
each custom field differently for each context.

This page outlines some of the key concepts relating to custom fields.
To build your own custom field types, check out the tutorial at the JIRA Development Hub.

Custom fields are always optional fields. This means you can add custom fields without requiring existing issues to be changed. The
current issues contain no value for the custom field, even if adefault is defined.

Custom Field Types

JRA now ships with over 20 custom field types and you can find more custom field types and
other examplesin the JRA Extensions space (e.g. JRA Toolkit). A sample of the types are listed
below.

Custom Field Type Description
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Cascading Select

Date Picker

Date Time

Free Text Field (unlimited text)
Multi Checkboxes

Multi Select

Number Field

Project Picker

Radio Buttons

Select List

Text Field

URL Field

User Picker

Multi User Picker
Group Picker

Multi Group Picker
Single Version Picker

Version Picker

Sear ch templates

Multiple select lists where the options for the
second select list dynamically updates based on
the value of the first

Input field allowing input with a date picker and
enforcing valid dates

A custom field that stores dates with a time
component.

Multiple line text-area enabling entry of longer
text strings

Checkboxes allowing multiple values to be
selected

Select list permitting multiple values to be
selected

Input field storing and validating numeric
(floating point) values

Select list displaying the projects viewable by
the user in the system

Radio buttons ensuring only one value can be
selected

Single select list with a configurable list of
options

Basic single line input field to allow simple text
input of less than 255 characters

Input field that validates a valid URL

Choose a user from the user base via a popup
picker window.

Choose one or more users from the user base
via a popup picker window.

Choose a user group using a popup picker
window.

Choose one or more user groups using a popup
picker window.

Choose a single version from available versions
in the project.

Choose one or more versions from available
versions in the project.

Search templates are responsible for indexing a custom field as well as making it searchable through
the Issue Navigator (note that custom fields are not searchable via QuickSearch). Each of the default
custom field types has arelated pre-configured search template.

Custom field context

The custom field context (introduced in JIRA 3.2) allows your custom field to be configured (that is,
enabled) for any numerous different combinations of issue types and projects. You can have
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different default valuesin different projects, different options for different projects and the like.

The context is made up of an issue type component and a project component. You can select
multiple issue types and multiple projects or declare the custom field to be global.

Choose applicable issue types
Flease selectthe applicable issue types. This will enable the cust

Issue Types: EENRIEER o -

Sub-task
[e] Bug

Mews Feature

Task

[A] Improvemant

Apphy for all issues with any selected issue types

Issue type context

The context itself can now be modified at any time. You can change the project or issue type
applicable for the custom field at any time.

Choose applicable context

Flease choose the contexts where this configuration will be applicahle. Mote t
isssUe type as ahove.

* Global context. Applyto all issues in JIRA.
O Apphto issues under selected projects

Frojects: | cBA MBR M
izachlear
Tantalus Systerms Corporation Tracker
Test Project w

Apply for all issues in any seleded projects

Mraata Muctam Fiald: Moastam fiald Hn‘l':_ilc
Project context

Custom field configuration schemes

If you start digging deeper into custom fields (or indeed, any part of JJRA) you'll notice many
references to schemes. Custom field configuration schemes are how JIRA alow you to manage
custom field contexts and configuration. A configuration scheme is configuration set for a group
of issue types for a set of projects. If you have two different default values, you'd need two
configuration schemes and so on.
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Configure Custom Field: Cascading Select List

Below are the Custom Field Configuration schemes for this custom field. Schemes are applicable for
various issues types in a particular context. You can configure a custorm field differently far each project
context ar in a global context. Moreover, project level schemes will over-ride global ones.

0O Add new context
0O Wiew custom fields

Default Configuration Scheme for Cascading Select List B2

Default configuration scheme generated by JIRA

scheme:
DefaultValue: Parent1-P1C1 Edit Default Walus
Cptions: O Parent 1 Edit Options
# PI1C1 ¥ PI1CZ ¥ PIC3
O Parent 2
O Parent 3

¥ P3C1 ¥ P3C2

Project context

Specific project based configuration schemes will override configurations from a Global project
context. So you could configure a default global scheme for all projects and the configure for each
projects that are different. You may for example, have a global select lists that have values that
applies for 80 of your 81 projects but is different in the other. You'd configure a one configuration
scheme for global context and other for the specific field that is different.

Also note that to avoid conflicts, a project can only be part of a single configuration scheme. Once
you've selected a specific project to be part of ascheme, it will be removed from the list of selectable
options

Additional Resour ces

e Adding acustom field tutorial video — Watch this short tutorial video to see how to add and
configure anew custom field. Please note the JIRA version and JIRA edition of the tutorial video
before watching.

1.8.14.2. Adding Custom Fields

Stepsto define a custom field
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

I1SSUE QDI‘.WIHISTHATIDP
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Link to Administration section

ar create

Mata

Dractara ar liaelan

Link to Administration section

On the menu bar on the left, under "Issue Fields' sub-menu click the Custom Fields link, and
then click on the Add Custom Field link on the presented page.

Create Custom Field: Choose the field type (Step 1 of 2)

Choose the field type from the list below. 24 types available.

Field Type:

Cascading Select

Choose multiple values using two select lists.

¢ Date Time
A custorn field that stores dates with a time componant

" Domain of Reporter

The domain name of the reporter

" Free Text Field (unlimited text)
A multiine text area custem field to allow input of langer
text strings.

" Last commented by a User Flag

Displays true if last cormmerter who is net a JIRA developer
{jira-developers group mermber)

" Multi Issue Key Searcher

Search for and order multiple issue by Issue Key

{" Multi User Picker

Choose multiple users from the user base via a pepup
picker window.

" Participants of an issue
Displays reparter, current assignee and all commernters of
the issue

" Radio Buttons
A list of radio buttans

" select List
A single select list with a configurable list of options.

" Text Field (< 255 characters)

A basic single line text box custorn field to allow simple tesxt
input.

{" User Picker
Choose a user from the user base via a popup picker
window,

Create Custom Field: Choose the field type

Steplaf2

Select from the list the appropriate custom field type.

" Date Picker
A custorn field that stores dates & uses a date picker to
wiew them

" Days since last comment
Days since last cormment

" Dummy Project Field

Durmnmy project field to enable multi project search

¢ Import Id
A read-only custom field that peirts back to the previously
irmported bug id.

{* Multi Checkboxes

Cheose multiple values using checkboxes.

" Multi Select

Chaose multiple values in a select list.

" Number Field
A customn field that steres and validates numeric [fleating

point) input.

" Project Picker

Choose from projects that the user can view in the
systerm.

" Read-only Text Field
A read-only text label Only possible to create values

programatically (Used internally for imports from Mantis).

" support Tool Bar

Displays the sorne action links on the issue navigator

" URL Field
Allow the user to input a single URL

¢ version Picker
Choose from available versions in the project.

== Previous MNext == Cancel

Custom field creation screen

Click on the next button.
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Create Custom Field: Custom field details (Step 2 of 2)
Canfigure custom field details and choose the context where this custom field will appear
Field Type: Cascading Select

* Fiaid Name:

Mame for the custom field

Description:

A description of this padicular custom field.
“ou can include HTRL, make sure to cloge all your tags.

Choose Search Template

Search | Cascading Select Searcher % | Search for multiple values using bwo select lists.
Template: “ou must select 3 search templata forfield to be searchable (i.a. appearin the issue navigaton

Choose applicable issue types

Flease selectthe applicahle issue types. This will enahle the custom field for these issues types in the
context specified below,

Issue Types:

mE ANy issue type e
Sub-task
[e] Bug

Mew Featura
Task

[#] Improvement

Apply for all izsues with any selected izsue types

Choose applicahle context

Flease choose the contexts where this configuration will be applicable. Mote that this will apply to only
issues with the selected issue type as ahaove.

(*) Global context. Applyto all issues in JIRA.
O Applvto issues under selected projects

Projects: |Hearing Aid ~
Internet Banking
maorm Test
Systerms Corporation Tracker
Test Praject W

Apply for all issues in any selected projects

Create Custom Field: Custom field details

== Previols ][ Finish ] [ Cancel
Step 2 of 2
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Custom field creation screen

6. Fill in the Field Name and Field Description. The Field Name will appear as the custom
field'stitle in both entering and retrieving information on issues. The Field Description is
displayed beneath the data entry field when entering new issues and editing existing issues,
but not when browsing issues.

7. Sdectan appropriate Search Template. Pre-configured search templates are available for
each shipped custom field type. A description of each search template will appear next to the
select list when you select one.

8. Select oneor any number of issue types that this custom field will be applicable for. Y ou can
change this value in the future if you need to.

9. sSdect the applicable project context. The custom field will be available to the selected
projects. If issue types were chosen, it will only appear for those issue types for that project

10. Click Finish.

11.Thiswill bri ng you to the screen association page where you can put your newly created
custom field onto a screen in JIRA. Y ou can associate the field any screens or tabsin JIRA.
Y ou must associate afield to a screen before it will be displayed. New fields will be added to
the end of atab.

Associate field Database to screens

Associate the field 'Database'to the appropriate screensfabs. You must associate a field to & screen
hefore itwill he displayed. Bew fields will be added to the end of a tab.

Field Mame: Datahase

Screen Tah Select
Aszsign lssue Screen Field Tab ]
Default Screen Field Tah ]
Mew field scraen FleIdTat:u "

Fesolve [ssUe Screen Special tab

[ Update ][ Cancel ]

O

Screen association field

12. Clicki ng Update will return you to the View Custom Fields page that displays a summary of
the custom fields in the system. Y ou can edit, delete or configure custom fields here. This
page is also directly accessible from the menu bar to the left of all Administration pages.

Additional Resour ces

» Adding acustom field tutorial video — Watch this short tutorial video to see how to add and
configure anew custom field. Please note the JIRA version and JIRA edition of the tutorial
video before watching.

1.8.14.3. Configuring Custom Fields

On this page, we show you how you can configure your custom field after you've created them.
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Configuring Custom Fields

For most custom fields, you can configure its default values and set the options for lists. When you
click on the configure link, you'll be faced with a page similar to the one below.

Configure Custom Field: Database

Below are the Custam Field Configuration schemes for this custom field. Schemes are applicable for
various issues twpes in a padicular cantext. You can configure a custom field differently for each project
context arin a global context. Mareaver, praject level schemes will over-ride glabal ones.

0O Add new context

G i N |

¢ Global Settings menu |

Default Configuration Scheme for Database 2w

Default configuration scheme generated by JIRA

Applicable contexts for ) 4pal fall issues) ijﬂ Edit configuration
scheme: :
DefaultValue: Myl - 3.0 Edit Default Walue
Cptions: O MySQL Edit Optians
10 #1411 ® 20 30 P40
O Cracle
#5 »7 P ai PO P oa0g
O Unify
# 40

Configuring a custom field

You'll notice that there is a configuration scheme named Default Configuration Scheme for.... Thisis
the configuration scheme created automatically by JRA when you initially added your custom field.
The Applicable contexts for scheme refers to context that this scheme will be applied to; which
projects & issue types the defaults and options will be displayed. For most people this will be only
thing you need to know about custom field configuration schemes. You can edit the context by
clicking Edit configuration or the edit icon on the top left hand corner.
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Modify context for configuration scheme

Configuration contexts enables the custom field for that paricular set of issues and each context can have
its owernt configuration set (e.q. different default values, options).

Custom field: Database

* Configlration scherme faber  |Default Configuration Scherme for Database
Label for thiz context

Description:  |Default configuration scheme generated by JIRA

Optional description for this contesxt

Choose applicable issue types

Flease selectthe applicable issue types. This will enable the custom field for these issues types in the
context specified helow.

lssue Types:

E Ay issue type el
Sub-task
[e] Bug

Mew Feature
Task

[#] Improvement

Apply for all izsues with any selected issue types

Choose applicable context

Flease choose the contexts where this configuration will be applicable. Mote that this will apply to only
issues with the selected issue type as above.

(%) Global context. Applytoall issues in JIRA.
O Applyto issues under selected projects

Projects: |Hearing Aid A
Internet Banking
Rlarm Test
Systerms Corporation Tracker
Test Project L

Apply for all izsues in any selected projects

| madify | [ Cancel |

Configuring a custom field configuration scheme

Here you can edit the label and description of the configuration scheme. These are used for
administrative purposes only and isn't shown to the end users. You can also change the context

that this scheme is to be applied to here. It's now easier than ever to change the projects or issue
types for the configuration context.
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Edit Custom Field Options

Feorder the option list helow or add a new option for config Default Configuration for Database for
custom field Datahase

HTWL may be entered in option values. Be sure to 'escape’ literal ='s with &t and ='s with Sot;

{!rﬁ Sort current options list alphabetically

Choose parent list to edit: | Edit parent select list v

Edit parent select list

Option Order Operations
Qracle —

MySOL Inify I Edit Del

Oracle f 4 Edit Del

Unify f§  Edit Del

Add New Custom Field Option

Add Walue:

| Add | | Done |

Options of a custom field

Select lists, multi select lists and cascading selects lists can have their options manipulated. Y ou can
add, remove and sort the options aphabetically. You can also have HTML in an option value. Be
sure to use complete all tag pairs and ensure that it will display correctly.

Set Custom Field Defaults

Set the custom field default wvalues for custam field: Database
Database. | wySQL v 1.0 v
by GIL |

%ult | [ cancel |
Linify

Defaults of a custom field

Click the Edit defaults to modify the default value of a custom field for this configuration scheme.
Setting the defaults of will take you to a screen that is particular to the issue type. Certain custom
fields such as calculated custom fields may not allow for defaults to be selected and will not have the
"edit defaults" link.

Managing multiple configur ation schemes

Since JIRA 3.2, it isnow possible to configure a custom field differently for different issue types and
project combinations. This can be achieved through configuring different custom field schemes.

1. Click on the Add context link to create a new custom field configuration scheme.
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Configure Custom Field: Cascading Select List

Below are the Custom Field Configuration schermes for this custom 1
warious issues types in a paricular context. You can configure a custe
context arin a global context. Moreover, project level schemes will owe

Adding a new custom field configuration scheme

2. You'll see ascreen that very similar to the edit configuration scheme. Here you can select the
applicable context for your new configuration scheme. One difference is that the project
context will only show projects and options that have not be previously selected in another
configuration scheme. So if you already have an existing "Global" configuration scheme, that
option will not be available. Moreover, be aware that project specific configuration scheme
will override Global configurations. For example, if you have one global configuration
scheme with one default value and a project configuration scheme with a different value, the
project value will be used instead.
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Add context for configuration scheme

Configuration contexts enables the custom field for that padicular set ofissues and each context can have
its owen configuration set {e.g. different defaultvalues, aptions).

Custom field: Database

* Configuration scheme fabel |Config scherme for specific projects
Label for this context

Description: |Config scheme for specific projects thatwill over ride the

default global onel

Optional description for this conte:xt

Choose applicable issue types

Please selectthe applicable issue types. This will enable the custom field for these issues types in the
context specified below.

[ssue Types:

E Anyissue typeled
Sub-task
[e] Bug

Mew Feature

Task

[#] Improvement

Apply for all issues with any selected issue types

Choose applicable context

Flease choose the contexts where this configuration will he applicable. Mote that this will apphto anly
issues with the selected issue type as ahove.

Projects: | Hearing Aid ~
Internet Banking
Morm Test

Systerms Corparation Tracker
Test Project L
Apply for all issues in any selected projects

| Add | [ cancel |

Setting context for configuration scheme
3. Click Add

Y ou will now have a new configuration scheme that can be reconfigured separately to the default
scheme. Y ou can add different default values and options for each one. In the screen show

below, the Database custom field have specialised options and defaults for two to the projects,
which will over-ride the global options list.
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Configure Custom Field: Database

Below are the Custom Field Configuration schemes far this custom field. Schemes are applicahle for
various issues tvpes in a paricular context. You can configure a custom field differently for each project
context ar in a global context. Moreowver, project level schemes will over-ride glohal ones.

O Add new context
O view custom fields

Default Configuration Scheme for Database |

Default configuration scheme generated by JIRA

Applicable contexds far o ong) (all issues) qu:” Edit configuration
scheme:
DefaultWalue: WySQL- 3.0 Edit Default Walue
Options: O wMySal Edit Options
#10 #4141 220 #2320 P40
O dracle
#5 BT B2 PO B 10g
O Unify
# 40
Config scheme for specific projects =l

Canfig scheme far specific projects that will over ride the default global one

Applicable contexts for  Project(s): Internet Banking qj}’ Edit eonfiquration
scheme: Systems Corporation Tracker
DefaultValue: SOL Server Edit Default Value
Options: O Sybase Edit Options
O 5L Server

Multiple configuration scheme

Additional Resour ces

« Adding acustom field tutorial video — Watch this short tutorial video to see how to add and
configure a new custom field. Please note the JIRA version and JIRA edition of the tutorial
video before watching.

1.9. Configuring Wor kflow

1.9.1. JIRA Workflow

A JRA workflow is the set of steps and transitions an issue goes through during its lifecycle.
Workflows typically represent business processes.

All editions of JIRA are shipped with one default workflow. The default workflow cannot be
edited, but in JRA Enterprise and Professional editions you can customise the issue lifecycle by
creating additional workflows:

« JIRA Enterprise supports multiple active workflows. Each workflow can be associated with
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particular projects and (optionally) particular issue type(s).

JIRA Professional supports only one active workflow. That is, in IRA Professiona any
number of workflows can be defined, but all issues in the system must use only one of the
defined workflows at any point in time.

1.9.1.1. On thispage:

Creating a Workflow

Editing a Workflow

About steps and transitions
Adding a Step

Deleting a Step

Adding a Transition

Using Common Transitions

Using XML to Create a Workflow

1.9.1.2. Creating a wor kflow
1. Loginasauser with the'JIRA Administrators global permission.
2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or

3.

the title of the Administration box on the dashboard:

ISSUE QDF.WIHISTHATIDP

Link to Administration section

Tasks: Administration
Proje [=F ar create

Mata Drrtara mr Foaeben

Link to Administration section
In the left-hand navigation panel, under ‘Global Settings, click the 'Workflows' link.

4. The'View Workflows page will be displayed, listing all the workflows that are currently

defined in your JIRA system:
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Name Description Active? Schemes Steps Operation
Jjira (Read-orly The default JIRA Active | Usedby projects with no associated workflow | 5 Steps | XML | Copy

shzema and by workflow schamas with
urassignad issus typas.

e

System Werkllow) | workflow.

Copy of jira Workflow for Inactive 5 Steps | XML | Copy | Delete
customisation.

Add New Workiflow

To create a complete new workflow, you need to:

® provide a name and description to identify the workflow

® add the steps the workflow will have, and link them to statuse s within JIRA
® create transitions between the difierent steps

® enable the workflow and assign it to a workflow sche me

Youcancreate a new workflow below, or import a workflow from XML.

Mame: I

Flas= uzz anly ASCI chamcters.

Description: I

Add

View Workflows page

This screenshot shows how the page would appear in the Enterprise edition of JRA. JRA Professional does not support Workflow
Schemes and would therefore not have the 'Schemes' column.

5. Tocreate anew workflow in JRA, either:

Create a'blank workflow by using the ‘Add New Wor kflow' form at the bottom of the

page:

1. Inthe'Name field, type aname (usually 2-3 words) to identify your new workflow.

2. (Optional) In the 'Description’ field, type a detailed description of your new
workflow.

3. Click the'Add' button.

Y our new workflow will contain one step, called 'Open’, which has an incoming
transition called 'Create'.

Copy an existing wor kflow (thisis useful if you already have a workflow that is similar

to what you need) by clicking the 'Copy’ link next to an existing workflow:

1. Inthe'Name field, type a name (usually 2-3 words) to identify your new workflow.

2. (Optional) In the 'Description’ field, type a detailed description of your new
workflow.

3. Click the 'Copy" button.

Y our new workflow will contain the same steps and transitions as the workflow you
copied.

If you are copying the default JJRA workflow and wish to rename the transitions, you will need to delete the 'jira.i18n.title' and

‘jira.il8n.description’ properties from all of the transitions. Otherwise, the default names will persist. Read more about transition
properties.

6. Onceyou have created your new workflow you may want to customise it by adding or editing
steps and transitions (see below) — especially if you have created a blank workflow.

7. When you have finished customising your new workflow, see Activating Workflow for how
to useit.

1.9.1.3. Editing a Workflow
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The process for editing a workflow differs depending on whether you are editing an inactive
workflow or an active workflow. Restrictions are placed on the modifications you can make to an
active workflow, due to the impact the changes will have on projects and/or issue types that the
workflow is applied to.

Editing an I nactive Workflow

Editing aworkflow means that you are modifying the steps and transitions that make up a workflow.
Read more about modifying steps and transitions on this page.

Editing an Active Workflow

An active workflow can be edited in a manner similar to editing an inactive workflow. Y ou will be
able to make quick edits to the workflow in a live draft with the benefit of real-time validations.
Once you publish your changes, you also have the option of saving your old workflow as an inactive
backup.

Pl ease note however, that the following limitations will apply when editing an active workflow:

» Existing workflow steps cannot be del eted.
» Associated status for each existing step cannot be edited.
» Step IDsfor existing steps cannot be changed.

If you wish to make any of the modifications listed above, then you will need to copy the workflow
(see 'Creating a Workflow' above), modify the copy and then activate it. Please note, this method
will be significantly slower, particularly for large instances of JRA.

To edit an active workflow:

1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE EDI‘.’IIHISTHATIEJP

Link to Administration section

Projects Viewiadt or create

Mot Drrtmrs mr Raeben
Link to Administration section

3. Intheleft-hand navigation panel, under ‘Global Settings, click the 'Workflows' link.

4. The'View Workflows page will be displayed as shown under 'Creating a workflow' above.
Click the 'Steps link next to the workflow that you wish to edit.

5. The'Workflow Steps page will be displayed. Click the'Create a draft workflow' link in the
information message displayed at the top of the screen.

6. The'Workflow Steps page will be reloaded, as shown below. Y ou will now be able to edit a
draft of the workflow as described in the sections above. Any changes that you make to this draft
will not affect the active workflow until you publish your draft.
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View Workflow Steps — test-workflow (Draft) @

© You are editing a draft workflow. View the original workflow or publish this draft.
This draft was last edited by you at 25/Mar/08 04:51 PM.

This shows all of the steps for test-workflow (Draft). Steps that exist on the active workflow, can't be deleted from the draft
workflow.

o View all workflows.
o View all statuses.

Step Name (id Linked Status Transitions (id) Operations

Open (1 «h Open Edit | View Properties

Draft 2 & In Progress Add Transition | Edit | View Properties | Delete Step
Close 2 & Closed Add Transition | Edit | View Properties | Delete Step

Add New Step
Step Name: |Revert
Linked Status: Reopened v
Add

Screen shot of JIRA draft workflow
When you have completed your changes, click the 'publish thisdraft' link in the information
message displayed at the top of the screen.
A confirmation screen will display, as shown below:

Publish Draft Workflow

You are about to publish the workflow test-workflow (Draft). This will overwrite the active workflow test-workflow and remove the
draft! Are you sure you want to continue?

Save copy of the 'test-workflow' workflow. & yes O Mo

Workflow Name: |Copy of test-workflow

[ Publish | [ Cancel |

Screen shot of publish draft workflow confirmation
Select whether you wish to save the original workflow as an inactive copy. If you choose to
retain the original workflow, enter a name for the inactive copy. Click 'Publish’ to publish
your draft (i.e. commit your changes to the active workflow).

1.9.1.4. About steps and transitions

A workflow consists of steps and transitions:

A step represents a stage in aworkflow for an issue. An issue can exist in only one step at
any point in time. Each workflow step corresponds to (and is usually named after) a'linked'
status. When an issue is moved into a particular step, its'Status field is updated to the value
of the step's 'linked' status.

When defining a step, you can optionally specify properties — these allow you to make an
issue uneditable whileit isin this step.

A transition isalink between two steps. A transition allows an issue to move from one step
to another step. For an issue to be able to progress from one particular step to another, a
transition must exist that links those two steps. Note that atransition is a one-way link, so if
an issue needs to move back and forth between two steps, two transitions need to be created.

The available workflow transitions for an issue are listed on the issue's 'View I ssue' page. A
user can execute atransition (i.e. move the issue through workflow) by clicking one of the
availablelinks, e.g.:
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Available Workflow Actions

l'"--_
< O Besolve Issue
OCkse lssue

-

Operations

O Assign this issue (to me)
O Attach file to this issue

OClene this issue
Available Workflow Transitions screen
When defining atransition, you can optionally specify:

* A screen to be displayed to the user — thisis useful if you need the user to provide input
before completing the transition.

» Conditions — these control who can perform atransition (i.e. who can see the transition link
on the 'View | ssu€e' page).

» Validators— these check that any user-supplied input is valid before performing the
transition.

» Post Functions — these perform particular actions after the transition is complete, e.g.:
* Assigntheissueto aparticular user.
» Send an email notification.
» Update afield in the issue.

In the diagram of the default workflow, the five boxes represent steps/statuses ('OPEN', 'IN
PROGRESS, 'CLOSED/, etc) and the arrows represent transitions.

A note about 'open' and 'closed’ issues

Within JRA (e.g. in the 'Assigned To M€ portlet and other portlets), an issue is determined to be
‘open’ or 'closed' based on the value of its'Resolution’ field — not its 'Status field.

» Anissueisdetermined to be 'open' if its 'Resolution’ field has not been set.
« Anissueisdetermined to be 'closed' if its'Resolution’ field has avalue (e.g. 'FIXED',
'CANNOT REPRODUCE)).

This is true regardless of the current value of the issue's 'Status field (OPEN’, IN PROGRESS,
etc).

So if you need your workflow to force an issue to be 'open’ or 'closed’, you will need to set the issue's
'Resolution’ field during atransition. There are two waysto do this:

» Set the'Resolution’ field automatically via a post function.
« Prompt the user to choose a'Resolution’ via a screen.

1.9.1.5. Adding a step

To add anew step to aworkflow:
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
the title of the Administration box on the dashboard:
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Link to Administration section

inistration

or create

Mot Drrtars mr lRoamben

Link to Administration section

In the left-hand navigation panel, under ‘Global Settings, click the 'Workflows' link.

The 'View Workflows' page will be displayed as shown under 'Creating a workflow' above.
Click the 'Steps' link next to the workflow to which you wish to add a step.

The 'Workflow Steps page will be displayed, showing the steps that make up the workflow,
and each step's Linked Status and Outgoing Transitions:

Step Name id Linked Status  Transitions (id) Operations
Open (1) .:g] Open Start Progress (4) Acld Transition | Delete Transitions | Edit | View Properties
In Progress

Resolve lssue (5
Rezolved

Close Issue [2)
Cloged

In Progress (3 @ In Frogress | Stop Progress (301) Acld Transition | Delete Transitions | Edit | View Properties
Opan
Aesolve lssue (5
Resclvad
Close lssue (2
Closed

Resolved 4) t; Resolved Close Issue (701) Acld Transition | Delete Transitions | Edit | View Properties
Cloged

Aeopen lssue (3)
Recparad

Reopened 5 *;;. Reopened | Aesolve issue (5 Add Transition | Delete Transitions | Edit | View Properties
Resclved
Close Issue 2
Closed
Start Progress i4)

In Progreas

Closed & éf Closed feopen lssue 3) Add Transition | Delete Transitions | Edit | View Properties
Reopanad

Add New Step

Step Name:

Linked Status:

Add

Workflows Steps page

The'Add New Step' form appears below the list of steps. (Note: this form will only be shown
if the workflow isinactive or you are editing an active workflow.)

In the 'Step Name' field, type a short name for the step. (Note: it is often useful to use the
name of the corresponding status.)

Inthe'Linked Status field, select the status that corresponds to this step. Note that each
status can only correspond to one step in each workflow, so if al the statuses are aready
linked to stepsin this workflow, you may need to define a new status.

Click the 'Add' button. The 'Wor kflow Steps page will now show your new step in the list.
If you wish to view the details of your new step, click the step name. The 'View Wor kflow
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Step page will bedlsplayed showing the step's:
Linked Status ('Open’ in the screenshot below).
* Incoming Transitions— that is, transitions whose Destination Step isthis step.

* Todlow issuesto move into this step, there must be at least one incoming transition.

» Outgoing Transitions— that is, transitions whose Originating Step is this step.

» Toalow issuesto move out of this step, there must be at least one outgoing transition.

Workflow step — Open Workflow Browser
This page shows the details of the Open step. B |Start Progress (1)
_ Create |ssue i1)| B
The step is linked to status: ¢ Open Open | By Resolve lssue (5)
Stop Progress (zo1)| &P
OView all steps of Copy of jira. B |Close Issue i2)
O Add outgoing transition (Incoming Transitions) (Outgoing Transitions)

ODelete outgoing transitions
O Edit step
OView step's properties

Viewing aworkflow step

From this page you can:

Edit the step's Name or Linked Status, by clicking the 'Edit’ link.

View and edit the step's Properties (see 'Using step properties below).

View and edit any of the step's Incoming Transitions or Outgoing Transitions, by clicking
the name of atransition. See 'Adding a condition’, 'Adding a validator' and 'Adding a post
function' (below).

Add an Outgoing Transition to the step (see 'Adding a transition’ below).

Delete an Outgoing Transition.

Using step properties

You can use step properties to prevent issues from being edited when they are in a particular
workflow step(s). For example, in the default JJRA workflow, issues in the 'Closed’ step/status
cannot be edited, even by users who have the 'Edit | ssue permission. Note that issues which cannot
be edited cannot be updated using Bulk Edit either.

To stop issues from being editable in a particular step, set the 'jira.issue.editable’ property of the
step to ‘false’ asfollows:
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

I1SSUE QDI‘.WIHISTHATIDP

Link to Administration section

inistration

ar create

Mata Drrtara mr Foaeben

Link to Administration section

3. Intheleft-hand navigation panel, under ‘Global Settings, click the 'Workflows' link.
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4. The'View Workflows page will be displayed as shown in 'Creating a workflow' above.
Click the 'Steps' link next to the workflow whose step you wish to make uneditable.

The 'Workflow Steps page will be displayed, showing the steps that make up the workflow.
Click the 'View Properties link that corresponds to the relevant step.

The 'View Workflow Step Properties page will be displayed, showing the step's existing
properties (if any). The'Add New Property' form appears below the list of steps. (Note: this
form will only be shown if the workflow is inactive or you are editing an active workflow.)
8. Inthe'Property Key'field, type:j i ra. i ssue. edi t abl e.

9. Inthe'Property Value field, type: f al se.

10. Click the'Add' button.

N oo

1.9.1.6. Deleting a step
Note: a step can only be deleted if it has no incoming transitions.

To delete a step from aworkflow:
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration' link on the top bar
or the title of the Administration box on the dashboard:

ISSUE QDMINISTHATIDP

Link to Administration section

inistration

ar create

NMiata Dractara ar laelan
Link to Administration section

In the left-hand navigation panel, under ‘Global Settings, click the 'Workflows' link.
The'View Workflows' page will be displayed as shown under 'Creating a workflow' above.
Click the 'Steps link next to the workflow from which you wish to delete a step.
. The'Workflow Steps page will be displayed.
Click the 'Delete' link that corresponds to the relevant step. (Note: this link will only be
shown if the step has no incoming transitions. A workflow step cannot be deleted if it isthe
destination of atransition.)

B w

o Ul

1.9.1.7. Adding atransition

To add anew transition to a workflow:
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the'Administration' link on the top bar
or thetitle of the Administration box on the dashboard:

ISSUE ﬂDMIHISTHATIDP

Link to Administration section
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inistration

or create

Mata Drrtars s loamben

Link to Administration section

3. Intheleft-hand navigation panel, under 'Global Settings, click the "Workflows' link.

4. The'View Workflows page will be displayed as shown under 'Creating a workflow' above.
Click the 'Steps' link next to the workflow to which you wish to add a transition.

5. The'Workflow Steps page will be displayed, showing the steps that make up the workflow, and
each step's Linked Status and Outgoing Transitions:

Step Name (d Linked Status  Transitions (id) QOperations
Qpen (1) r;g] Open Start Progress i4) Add Transition | Delete Transitions | Edit | View Properties
In Prograss
Aesolve lssue (5
Resdved

Close lssue 2

Closed

In Progress (3 @ In Progress | Stop Progress (301) Add Transition | Delete Transitions | Edit | View Prope rtie s
Open
Aesolve lssue (5
Resclved

Close lssue 2

Closed

Resolved (4 t) Resolved Close lssue [701) Add Transition | Delete Transitions | Edit | View Prope rtie s

Closaed

Reopen lssue (3)

Reaopanad
Reopened (5 i;] Reopened | RAesolve lssue (5 Add Transition | Delete Transitions | Edit | View Propertie s
Rasclvad

Close lssue (2

Closed

Start Progress 4

In Prograss
Closed = .if Closed Reopen lssue (3) Add Transition | Delete Transitions | Edit | View Propertie s
Racpanad
Add New Step
Step MName:
Linked Status: j

Add

Workflows Steps page
6. ldentify the step from which your new transition will originate, and click the'Add Transition'
link next to the step. The'Add Workflow Transition' page will be displayed:
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Add Workflow Transition

Create a transition from Open to another step.

Transition Name: I

Description:

Destination Step: Open j

Tm”5m°"WEW3|ﬁddCOHWﬂentandasmgn =l
The screen that appears for this transtion (if any).

Add | cancel |

Add Transition page
In the "Transition Name' field, type a short name for the transition. (Note: this name will be
shown to users as the transition link in the list of 'Available Workflow Actions on the 'View
I ssue' page.)
(Optional) In the 'Description’ field, type a short description of the purpose of the transition.
In the 'Destination Step' field, choose the step to which issues will move when this transition
is executed.

10.Inthe 'Transition View' field, choose either:

* 'Noview for transition' — choose this if you don't need to prompt the user for input
before the transition is executed (i.e. the transition will occur instantly when the user
clicks the transition link).

» The name of a screen that will be shown to users, asking for input before the transition is
executed. Y ou can choose one of JIRA's default screens (note: many of these are used in
the default workflow and are named after its transitions, e.g. 'Start Progress and
'Resolve | ssu€), or any other screen you have created. If no existing screen is suitable,
you may want to create a new screen.

Using a screen

Y ou can use a screen to gather input from a user before a particular transition is executed.

Example: using a screen to set the 'Resolution’ field

For a particular step in a workflow, you might need to create a transition that will move the issue
to a'closed' status (e.g. 'CLOSED', 'RESOLVED', etc) — see 'open’ and ‘closed' issues. As part
of thistransition, you might need the user to set the '‘Resolution’ field. To do this:

1.

2.

Create a screen, e.g. named 'Resol ve | ssue Scr een’, that contains the '‘Resolution’
field (and any other fields you want to display).

Create/edit your transition, and choose 'Resol ve | ssue Screen'inthe Transition
View' field:

Page 186


http://www.atlassian.com/software/jira/docs/latest/workflow.html#steps_and_transitions
http://www.atlassian.com/software/jira/docs/latest/workflow.html#steps_and_transitions
http://www.atlassian.com/software/jira/docs/latest/fieldscreens.html
http://www.atlassian.com/software/jira/docs/latest/default_workflow.html
http://www.atlassian.com/software/jira/docs/latest/fieldscreens.html
http://www.atlassian.com/software/jira/docs/latest/workflow.html#workflow_resolutions
http://www.atlassian.com/software/jira/docs/latest/fieldscreens.html

JIRA Administrator's Guide

Update Workflow Transition

This page allows you to update the Resolve Issue transition.

Transition Mame: |Resolve lssue

Description:

Destination Step: | Resolved w

Transition View: | Resolve Issue Screen

The zcreen that appears for this transition (if any).

[ Update ][ Cancel ]

Resolution Transition

Adding a condition

Conditions control who can perform atransition, and under what circumstances. If a condition fails,
the user won't see the transition link on the View |ssue page.

JRA shipswith the following built-in conditions, which are available for you to add to transitions:

Condition Explanation

Only Assignee Condition Only allow the issue's current assignee to
execute the transition.

Only Reporter Condition Only allow the issue's reporter to execute the
transition.

Permission Condition Only allow users with a given permission to
execute the transition.

Sub-Task Blocking Condition Block the parent issue transition depending on
sub-task status.

User Is In Group Only allow users in a given group to execute the
transition.

User Is In Group Custom Field Only users in a given custom field (of type

"Group") to execute a transition.

User Is In Project Role Only allow users in a given project role to
execute a transition.

(You can also create your own conditions via the plugin system. See the Workflow Plugin Guide for
details.)

To add a condition to atransition:

1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

I1SSUE QDI‘.WIHISTHATIDP
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Link to Administration section

inistration
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Mata Dractara ar liaelan
Link to Administration section

3. Intheleft-hand navigation panel, under ‘Global Settings, click the 'Workflows' link.

4. The'View Workflows page will be displayed as shown under 'Creating a workflow' above.
Click the 'Steps' link next to the workflow to which you wish to add a condition.

5. The'Workflow Steps page will be displayed, showing the steps that make up the workflow,
and each step's Linked Status and Outgoing Transitions.

6. Click the name of the transition to which you wish to add a condition. The 'View Wor kflow
Transition' page will be displayed:

Transition: Start Progress Workflow Browser
Transition View: None - it will happen instantly Cpen | =
Start Progress (4 B | In Progress
0 View workflow steps of Test workflow. Reopened =
1 Edit this transition.
0 Delete this transition. (Originating Steps) (Destination Step})

o View properties of this transition
All Validators 0y Post Functions (s
0 Add a new condition to restrict when this transition can be performed.

Only the assignee of the issue can execute this transition.
Add grouped condition | Delete

AND  Add condition to group | Switch to OR

Only users with Administer Projects permission can execute this transition.
Add grouped condition | Edit | Delete

View Workflow Transition screen

7. Click the'Conditions tab. A list of the transition’s existing conditions will be displayed.

8. Click the'Add' link. A list of al available conditions will be displayed.

9. Select acondition from the list and click the'Add" button.

10. If the condition requires one or more configuration parameters (e.g. the name of a group or
project role), the 'Add Parameters To Condition' page will be presented. Enter your criteria
and click the'Add' button.

11.The'Conditions' tab will be displayed, showing your new condition at the bottom of the list
of conditions.

Note: from here you can:

» Click the'Edit’ link next to the condition's name to edit its configuration parameters (if
there are any).

» Click the'Delet€' link next to the condition's name to remove the condition

» Combine your conditionsinto 'AND'/'OR' groups (see below).

Combining conditionsinto groups

You can construct complex conditions by combining individual conditions together to form
‘condition groups, using a boolean AND or OR. For example, the following condition group
could be constructed:

e Only the assignee of thisissue can execute this transition

« AND

e Only usersin group jira-users can execute this transition

The condition will pass if the user is the assignee of the issue AND the user is in the group
jira-users.
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Multiple condition groups can be combined to construct even more complex conditions. Each pair of
condition groups can be combined using a boolean AND or OR. Depending on the structure of the
overall condition and its groups, the condition will pass once one or all condition groups have been
satisified, e.qg:

All Validators {5y Post Functions ()

0 Add a new condition to restrict when this transition can be performed.
Only the assignee of the issue can execute this transition.

Add grouped condition | Delete

AND  Add condition to group | Switch to OR

Only users in group jira-users can execute this transition.
Add grouped condition | Edit | Delete

—OR  Add condition to group | Switch to AND

Only users with Administer Projects permission can execute this transition.
Add grouped condition | Edit | Delete

—0OR

Only the reporter of the issue can execute this transition.
Add grouped condition | Delete

View Workflow Transition Condition Groups screen

Adding a validator

Validators check that any user-supplied input is valid before performing the transition. For example,
avalidator can be used to ensure that the comment entered by a user on the transition’s screen meets
acertain criteria. If avalidator 'fails, the Post Functions of the transition will not be executed and the
issue will not progress to the destination step of the transition.

JRA ships with a number of default validators, which are available for you to add to your
transitions. Y ou can also create your own validators via the plugin system.

What is the difference between conditions and validators? Conditions are used to determine whether a transition is 'allowed' to be
executed. Conditions cannot validate input parameters that are provided by the user on the transition's screen, since if the condition fails
the user is not allowed to start executing the transition and so will not see the transition's screen. Validators have access to the input that
has been gathered from the user via the transition's screen, and thus can validate that input.

To add avalidator to atransition:
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE ﬂDI‘ﬂIHISTHﬂTIDP

Link to Administration section

Proje Viewiad or create

Mata Dractara ar liaelan

Link to Administration section

3. Intheleft-hand navigation panel, under ‘Global Settings, click the 'Workflows' link.
4. The'View Workflows page will be displayed as shown under 'Creating a workflow' above.
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Click the 'Steps' link next to the workflow to which you wish to add a condition.
5. The'Workflow Steps page will be displayed, showing the steps that make up the workflow,
and each step's Linked Status and Outgoing Transitions.
Click the name of the transition to which you wish to add a validator. The 'View Wor kflow
Transition' page will be displayed.
Click the'Validators tab.
Click the'Add' link. A list of all available validators will be displayed.
. Select avaidator from thelist and click the'Add" button.
0.If the validator requires one or more configuration parameters (e.g. the name of a group or
project role), the 'Add Parameters To Validator' page will be presented. Enter your criteria
and click the'Add' button.
11.The'Validators tab will be displayed, showing your new validator at the bottom of the list of
validators.

Note: from here you can:

» Click the 'Edit' link next to the validator's name to edit its configuration parameters (if
there are any).
» Click the'Delete' link next to the validator's name to remove the validator.

o

Adding a post function

Post functions carry out some processing immediately after a transition is executed (hence the
name post function), such as updating an issue's fields, generating change history for an issue,
adding a comment to an issue, generating an event (e.g. an email notification).

The JRA default workflow includes a number of default transitions. Additionally, JJRA ships
with the following ‘essential' post functions, which are automatically added to every
newly-created transition:

Essential post function
Set issue status to the linked status of the destination workflow step.
Add a comment to an issue if one is entered during a transition.
Update change history for an issue and store the issue in the database.
Re-index an issue to keep indexes in sync with the database.
Fire an event that can be processed by the listeners.

The 'essential’ post functions cannot be deleted, or reordered relative to each other, as this could
compromise other functionality. However, you can insert other post functions between them.

JRA shipswith four built-in post functions which you can optionally add to your transitions:
Optional post function Explanation

Assign to Current User Assigns the issue to the user who is executing
the transition. (Note: This post function will be
ignored unless the user has the 'Assignable
User' permission. You may want to use a
condition to ensure that the logged-in user has
this permission before executing the transition.)

Assign to Lead Developer Assigns the issue to the component lead (if one
exists) or project lead.

Assign to Reporter Assigns the issue to the user who created the
issue.

Update Issue Field Updates one of the issue's fields to a given
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value. Updateable fields are:
'Assignee

'‘Description’
'Environment’

'‘Priority'

'Resolution’

‘Summary'

'Original Estimate’
'Remaining Estimate’
Note that this post function cannot update
custom fields.

(You can also create your own post functions via the plugin system. See the Workflow Plugin Guide
for details.)

Note that the four optional post functions must be positioned before the 'Update change history for
an issue and store the issue in the database post function, except when used in the 'Create
transition.

A noteregarding the 'Create' transition:

Sometimesit is useful to perform particular processing (e.g. set a particular field) when an issueisfirst created. Y ou can do this by adding
post functions to the workflow's ‘initial transition’, which is executed whenever a user creates an issue, and puts the newly-created issue
into the workflow's 'initial step’. The 'initial step' is simply the first step in a workflow; every workflow has one, and only one, initial step
(called 'Open' by default, i.e. if you created a blank workflow or copied the default workflow). The ‘initial transition' (called 'Create’ by
default) is the first incoming transition of the 'initial step'.

When adding one of the optional post functions to the workflow's 'Create' transition (e.g. you might use the ‘Update Issue Field'
transition to set the 'Assignee’ field to a particular user when an issue is created), note that you need to put it before the 'Create
transition's default ‘Creates the issue originally' post function.

Special case:

If you need to set the 'Resolution’ field when creating an issue, put the 'Update Issue Field' post function after the default ‘Creates the
issue originally' post function, and use the 'l ssue Stor €' post function after that. Note that use of the 'l ssue Store post function (which is
available only for the 'Create' transition) should be kept to a minimum, as it does not generate change history and is incapable of
persisting fields that have a one-to-many relationship with the issue (e.g. 'Version' or ‘Component'). However, for setting the 'Resolution’
field during issue creation, this post function is useful.

To add a post function to a transition:

1.
2.

Log in asauser with the ' JIRA Administrators global permission.

Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

I1SSUE QDI‘.WIHISTHATIDP

Link to Administration section

Proje iewiad or create

Mata Drrtara mr Foaeben

Link to Administration section

In the left-hand navigation panel, under ‘Global Settings, click the 'Workflows' link.

The 'View Workflows' page will be displayed as shown under 'Creating a workflow' above.
Click the 'Steps' link next to the workflow to which you wish to add a condition.

The 'Workflow Steps' page will be displayed, showing the steps that make up the workflow, and
each step's Linked Status and Outgoing Transitions.

Click the name of the transition to which you wish to add a post function. The 'View Wor kflow
Transition' page will be displayed.
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7. Click the'Post Functions' tab. A list of the transition’s existing post functions (if any) will be
displayed. For example, the default workflow has the following built-in post functions for the
‘Start Progress transition:

All Conditions (1) Validators o)
0 Add a new post function to the unconditional result of the transition.

The Resolution of the issue will be cleared.
Edit | Move Down | Delete

— THEN
Set issue status to the linked status of the destination workflow step.
— THEN
Add a comment to an issue if one is entered during a transition.
— THEN
Update change history for an issue and store the issue in the database.
— THEN
Re-index an issue to keep indexes in sync with the database.

— THEN

Fire a Work Started On Issue event that can be processed by the listeners.
Edit

View Workflow Transition Post-Functions screen

8. Click the'Add' link. A list of al available post functions will be displayed.

9. Select apost function from the list and click the 'Add" button.

10. If the post function requires one or more configuration parameters (e.g. the name of an
event), the'Add Parameters To Post Function' page will be presented. Enter the appropriate
information and click the 'Add' button.

11.The'Post Functions tab will be displayed, showing your new post function at the bottom of
the list of post functions.

Note: from here you can:

» Click the 'Edit’ link next to the post function's name to edit its configuration parameters
(if there are any).

* Click the 'Delete' link next to the post function's name to remove the post function.

» Click the'Move Up' link to move the post function higher up in thelist (i.e. it will be
executed earlier).

» Click the'Move Down' link to move the post function lower down in thelist (i.e. it will
be executed later).

Using a post function to set afield

You can use a post function of type 'Update Issue Field' to set the value of an issue's field(s)
after a particular transition is executed.

Example: using a post function to set the 'Resolution’ field

For a particular step in a workflow, you might need to create a transition that will move the issue
to a'closed' status (e.g. 'CLOSED', 'RESOLVED', etc) — see 'open’ and ‘closed' issues. As part
of thistransition, you might want to automatically set the 'Resolution’ field. To do this:

1. Create/edit your transition. In the Transition View' field, either select 'No View For
Transition' or choose a screen that does not contain the 'Resolution’ field (e.g. the'Add
Comment And Assign' screen).

2. Add anew post function of type 'Update | ssue Field'. Select 'Resolution’ from the 'l ssue
Field' select list and select a suitable resolution from the 'Field Value' select list.

3. Once completed, the transition's list of post functions will appear as follows:
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All Conditions (5, Validators )
Add a new post function to the unconditional result of the transition.

The Resolution of the issue will be setto 1.
Edit | Move Down | Delete

— THEN
Setissue status to the linked status of the destination workflow step.
— THEN
Add a comment to an issue if one is entered during a transition.
— THEN
Update change history for an issue and store the issue in the database.
— THEN
Re-index an issue to keep indexes in sync with the database.
—THEN

Fire a Work Started On Issue event that can be processed by the listeners.
Edit

Resolution Post Function

To create atransition that unsets the 'Resolution’ field, follow the same steps but select 'None' from
the 'Field Value sdlect list when adding the post function. The list of post functions for this
transition will include the following statement:

The Resolution of the issue will be cleared.
Each time one of these transitions is executed, the 'Resolution’ of the issue is automatically set or
unset as specified in these post functions.

Using a post function to send a natification

You can use a post function of type 'Fire an event that can be processed by the listeners to fire
the 'Generic Event'. The 'Generic Event' is a built-in JIRA event whose purpose is to alow you to
to send email notifications after a particular transition is executed.

Alternatively, you could fire a custom event that you have created specifically for this transition.

When atransition is performed, JRA will:

« Look up the notification scheme associated with the issue's project, and identify the users
associated with the fired event;
« Send an email notification to each user.

(Note that the fired event is also propagated to all registered listeners.)

Example: using a post function to fire the'Generic Event'

Y ou can use the 'Generic Event' to send email notifications. To do this:

1. Create/edit your transition.

2. Gotothetransition's'Post Functionstab and edit the 'Fire an event that can be processed by
thelisteners post function.

3. Onthe'Add Parameters To Post Function' page, select 'Generic Event' from the list of events.

Working with transition properties

Properties are key-value pairs that are can be used to further customise transitions. For example,
transition properties help to extend the default workflow to allow language tranglations.

To view the properties of atransition:
1. Loginasauser withthe'JIRA Administrators global permission.
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2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or the title of the Administration box on the dashboard:

ISSUE ﬂDI"."IIHISTH.ATIUP
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3. Intheleft-hand navigation panel, under 'Global Settings, click the 'Workflows' link.

4. The'View Workflows page will be displayed as shown under 'Creating a workflow' above.
Click the 'Steps link next to the workflow to which you wish to add a condition.

5. The'Workflow Steps' page will be displayed, showing the steps that make up the workflow,
and each step's Linked Status and Outgoing Transitions.

6. Click the name of the transition for which you wish to view the properties. The 'View
Workflow Transition' page will be displayed.

7. Click the'View properties of thistransition' link. The 'View Workflow Transition
Properties page will display listing the properties currently set up for the transition. Y ou can
also add and delete properties for this transition on this page.

1.9.1.8. Using 'common transitions

A 'common transition' is a transition that is defined only once in the workflow, but can be used
more than once. That is, a common transition can have more than one originating step. The
advantage of common transitionsis that if atransition needs to be updated, the update only has to
be done in one place.

Y ou can edit common transitions in JRA, but they cannot be created by the method described in
'‘Adding a transition' (above). Instead, to create common transitions, you can either:

» Copy the default wor kflow — the default workflow contains common transitions. Although
you cannot edit the default workflow, you can copy it and then edit its steps and transitions to
suit your requirements.

e Createyour workflow in XML — see'Using XML to create a workflow' (below).

1.9.1.9. Using XML to create a workflow

JRA uses OSWorkflow, a flexible and customisable workflow engine. JJRA's workflow editor
generates OSWorkflow XML definition files that are stored in JJRA's database. If you need to
take advantage of some OSWorkflow feature that is not available in JJRA's workflow editor
(such as ‘common' transitions — see above), you can define the workflow in XML and then
import it into JIRA as described below.

Once the XML workflow has been imported, JJRA's workflow editor should be able to display
most OSWorkflow definitions even if it does not support creating or editing them. For example,
conditional results of workflow transitions are displayed in the 'Other’ tab on the 'View
Workflow Transition' page. The 'Other' tab is only visible if a transition has elements that the
editor does not directly support.

To import an XML workflow into JIRA:
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1. Loginasauser withthe'JIRA System Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE ﬂDF."IIHISTHATIUP
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In the left-hand navigation panel, under 'Global Settings, click the 'Workflows' link.
The 'View Workflows page will be displayed as shown in 'Creating a Workflow' (above).
Locate the'Add New Workflow' form at the bottom of the page.
5. Click the 'Import a workflow from XML' link. The 'ITmport Workflow' page will be displayed.
6. Inthe'Name' field, type a name (usually 2-3 words) to identify your new workflow.
7. (Optional) In the 'Description’ field, type a detailed description of your new workflow.
8. Either:

* Inthe'Workflow Definition (XML)' field, paste the contents of the workflow XML file; or

* Inthe'Fil€ field, typethe full path to the file (note that the path must be locdl, i.e. you will

need to first copy thefileto your JIRA server).

9. Click the 'Import' button.

Copying a wor kflow between systems

Sometimes it is useful to create a workflow in a test system and then copy it into a production
system. To do this:

1. Inthetest system, export the workflow to XML by clicking the ' XML link next to the workflow
in the list shown on the 'View Workflows' page, and save the output into afile.

2. Inthe production system, import the file by clicking the 'Import a workflow from XML' link as
described in '"Using XML to create a workflow' (above).

When importing an XML workflow into JIRA:

JRA's XML workflow definitions contain references to JRA meta attributes. For example, the id of the linked JRA status of each
workflow step is stored as a ‘jira.status.id' meta attribute in the step's definition. Therefore, when manually creating workflows in XML,
please ensure that all referenced external entities exist before you import the workflow into JIRA.

When copying a wor kflow between systems:

Please note that conditions, validators and post functions can have parameters that might be valid in one system and not in another. For
example, different systems might contain different sets of values for the 'Resolution’ field (since it is possible to define your own values).
This would be a problem if the ‘Update | ssue Field' post function is used to set the '‘Resolution’ field to a value that exists in one system
but not the other.

1.9.2. Activating Wor kflow

Once you have created a new workflow or modified an inactive workflow, you will need to activate
it.

The method of activating workflows depends on the edition of JIRA:
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« Standard edition only supports the default workflow, which is always active.

« Professional edition can only have one active workflow in the system at atime.

« Enterprise edition supports multiple active workflows through workflow schemes.
Workflow schemes associate particular workflows with particular projects and (optionally)
particular issue types. Therefore it is possible to use a different workflow for every
project/issue type combination, if you wish.

Some terminology:

« "Active" workflows are those that are currently being used.
« "Inactive" workflows are those that:
* inProfessional edition, are not the active workflow for the system.
* in Enterprise edition, are not associated with any workflow schemes, or are associated
with workflow schemes that are not associated with any projects.

Please note that if you edit an active workflow, it does not need to be re-activated after your changes. Read more about editing active
workflows.

1.9.2.1. Activating aworkflow in JIRA Professional Edition

To activate aworkflow in JIRA Professional edition:
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration' link on the top bar
or the title of the Administration box on the dashboard:

ISSUE QDMINISTHATIDP
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3. Intheleft-hand navigation panel, under "Global Settings’, click the "Workflows" link.

4. The"Workflows' page will be displayed, showing alist of all existing workflowsin your
system. Click the "Activate" link next to the workflow that you wish to activate.

5. Follow the activation wizard, which will guide you through migrating all existing issues to
this workflow.

Name Description Active? Steps Operation
jira (Read-crly System Workflow The default JIRA workflow. Active 5 Steps | XML | Copy
Copy of jira Workflow for testing Inactive |5 Steps | XML | Copy | De Iete@

Activate Workflow in JIRA Professional screen

1.9.2.2. Activating workflowsin JIRA Enterprise Edition

To activate aworkflow in JIRA Enterprise edition, you need to:

1. Create a Workflow Scheme that references your workflow, and (optionally) associate it with
the relevant issue type(s).
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2. Associate the Workflow Scheme with the relevant project(s).

Creating a workflow scheme

To create aworkflow scheme:
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE EDI‘.’IIHISTHATIEJP
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3. Intheleft-hand navigation panel, under "Schemes', click the "Wor kflow Schemes® link.

4. The"Workflow Schemes' page will be displayed, showing alist of all existing workflow
schemesin your system. Click the"Add Workflow Scheme" link.

5. The"Add Workflow Scheme" page will be displayed. Type a Name and (optionally) a short
Description for the new workflow scheme, then click the "Add" button. Thiswill create the
scheme.

6. The"Edit Workflows" page will be displayed, showing your newly-created scheme. Click the
"Assign a workflow to an issue type" link.

7. The"Add Workflow To Scheme" page will be displayed.

* Inthe"Issue Type" drop-down list, select an issue type that is relevant to your workflow.
Note: you can also select "All Unassigned Issue Types' to associate your workflow with all
issue types that do not have a specific association in this workflow scheme.

* Inthe"Workflow" drop-down list, select the name of your new workflow.

* Click the"Add" button.

8. Repeat the previous step until your new workflow has been associated with all the relevant issue
types. Note that you can choose different workflows for some issue typesif you wish.

Once a Workflow Scheme is fully defined you need to associate it with one or more projects (see
below) so that the scheme's workflows are actually used by your JIRA system.

Associating a wor kflow scheme with a project

To associate a workflow scheme with a project:
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
the title of the Administration box on the dashboard:

ISSUE ﬂDI‘.ﬂIHISTHATIDP
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In the left-hand navigation panel, click the "Projects” link.

4. A list of projectswill be displayed. Click the name of the project in which you are interested.
5. The"Administer Project” page will be displayed. Click the "Select” link next to the

"Workflow Scheme" property of the project.

Default Assignee: Project Lead

Motification Scheme: Mone | select schame )
Permission Scheme: Default Permission Scheme | select scheme | edit parmissions j
Izsue Security Scheme: Nonefsedac Eme
Workflow Scheme: No .
CVS Modules: None (| seleCtmeshHes

Project Category: Mone (| se Iectn:ateqc:r'l,' I
Select Workflow Scheme

The "Associate Wor kflow Scheme to Project” page will be displayed. Select the relevant
scheme from the list and click the "Associate” button.
Follow the wizard, which will guide you through migrating all the project's issues to the new

scheme's workflows.

Y ou can associate a workflow scheme with more than one project.

Editing a wor kflow scheme

To edit a workflow scheme, i.e. to change which workflows are associated with which issue
types:

1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration' link on the top bar

3.

or thetitle of the Administration box on the dashboard:

ISSUE ng‘ﬂIHISTHATIDP

Link to Administration section

inistration
ar create

nai'a . !:lﬁr\-'l'..-\.rﬁ A !ﬁﬁr\-lﬂl
Link to Administration section

In the left-hand navigation panel, under "Schemes', click the "Wor kflow Schemes® link.
The"Workflow Schemes' page will be displayed, showing alist of al existing workflow
schemes in your system. Click the "Edit" link next to the workflow scheme in which you are
interested.

The "Edit Workflows" page will be displayed.
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» To associate aworkflow with an issue type, click the "Assign a workflow to an issue type

link.
» Todisssociate aworkflow from an issue type, click the "Delete" link.

It is not possible to edit an active workflow scheme, that is, a workflow scheme that is currently associated with one or more projects.
Instead: copy it, edit the new copy and then associate all the relevant projects with the new copy.

Disassociating a wor kflow scheme from a proj ect

To disassociate a workflow scheme from a project:
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE EDI‘.’IIHISTHATIEJP
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In the left-hand navigation panel, click the "Projects” link.
A list of projects will be displayed. Click the name of the project in which you are interested.
The"Administer Project" page will be displayed. Click the "Select" link next to the "Workflow

Scheme" property of the project.
Default Assignee: Project Lead
Motification Scheme: Mone | select scheme )
Permission Scheme: Default Permission Scheme (| select scheme | edit permissions |

Izsue Security Scheme: None-—sada e TIE )
Workflow Scheme: Monge | select scheme )
CVS Modules: Mone | selecTmeshHas
Project Category: Mone | select cateqory )
Select Workflow Scheme
6. Select "None" from the presented list and click the "Associate” button.
7. Follow the wizard, which will guide you through migrating all of the project'sissuesto the

default workflow.

ok ow

All projects that do not have an associated workflow scheme use JIRA's default workflow.

1.9.2.3. Additional Resources

» Workflow scheme overview tutorial video — Watch this short tutorial video to see how to create
anew workflow scheme and associate it to a project in JJRA. Please note the JIRA version and
JRA edition of the tutorial video before watching.
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1.9.3. JIRA Events

JRA uses an event-listener mechanism to alert the system that something has happened, and to
peform appropriate action (e.g. send an email notification) based on the event that has occurred.
Every issue operation within JRA is associated with a particular event — e.g. the | ssue
Cr eat ed event isfired when an issue has been created.

A Listener can execute a specified action once it has been notified that a particular event has
been fired. For example, the MailListener can send an | ssue Creat ed email to a list of
recipients defined in the appropriate Notification Scheme, whenever an issueis created.

Some events are fired by JRA internaly — eg. an | ssue Updated or | ssue Moved
event. Other events are fired from within workflow transition post-functions — e.g. an | ssue
Resol ved event, or a Custom Event (see below).

1.9.3.1. Event Types

There are two types of events within JIRA:

« System - System events are used throughout JIRA internally, and cannot be added or deleted.
Y ou can, however, make them Inactive (see below).

o Custom - [JIRA Enterprise & Professional editions only] Custom events are used to generate
an email notification (or invoke alistener) from a particular workflow transition's
post-function. Y ou can add/delete as many custom events as you need. Note that only
inactive custom events can be deleted.

An event can bein either of the following states:

« Active— the event is associated with at |east one notification scheme or workflow transition
post-function

« Inactive — the event is not associated with any notification schemes or workflow transition
post-functions.

Note that the event state does not indicate whether the event is able to be fired. A custom event
will only be fired if it is associated with a transition post-function for an active workflow (see
‘Activating Workflow").

System events

JRA's built-in system events are:

Issue Created: An issue has been entered into the system.

Issue Updated: An issue has had its details changed.

Issue Assigned: An issue has been assigned to a new user.

Issue Resolved: An issue has been resolved (usually after being
worked on and fixed).

Issue Closed: An issue has been closed. (Note that an issue
may be closed without being resolved; see
Statuses).

Issue Commented: An issue has had a comment added to it.

Issue Comment Edited: An issue's comment has been modified.

Issue Reopened: An issue has been re-opened.

Issue Deleted: An issue has been deleted.
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Issue Moved: An issue has been moved into this project.

Work Logged On Issue: An issue has had hours logged against it (i.e. a
worklog has been added).

Work Started On Issue: The Assignee has started working on an issue.

Work Stopped On Issue: The Assignee has stopped working on an issue.

Issue Worklog Updated: An entry in an issue's worklog has been
modified.

Issue Worklog Deleted: An entry in an issue's worklog has been deleted.

Generic Event: The exact nature of this event depends on the

workflow transition post-function(s) which invoke
it. As with Custom Events, you can use the
Generic Event to generate an email notification
(or invoke a listener) from a particular workflow
transition's post-function (see Workflow and
Noatifications).

Custom Events

You can fire a custom event from a custom transition post-function in a custom workflow. The
appropriate listeners will be aerted of the custom transition by the firing of this event. For example,
the associated notification scheme can be configured to notify users of the workflow transition based
on the firing of this custom event.

1.9.3.2. Configuring Notifications for a Custom Event

Custom events are most commonly used to generate notifications for custom workflow transitions.
For example, your organisation might need you to modify the default workflow by adding a
workflow step called "QA_Inspection” (e.g. between "Resolve Issue” and "Close Issue"). Y ou would
typically also need to generate an email notification to the QA team whenever an issue progresses to
the "QA_Inspection” step of the workflow.

There are three overall stepsto achieve this:

1. Add acustom event to the system (e.g. "Issue Awaiting QA").
2. Configure the notification scheme to send an email when the custom event is fired.
3. Configure the workflow transition post-function to fire the custom event.

Step 1. Add a Custom Event

Navigate to the Administration link from the main menu.

Select the Events link under the Global Settings section in the sub-menu.
Add a name and description for the new event.

Select adefault email template to be associated with the event.

Click Add.

Add New Event

abrwdE

Add a new event with a description and a default email template.

Name: |Gustom Event

Description: [This is my custom event.

Template: |[Generic Event |~
Select the default email tamplate for this ewvent.

Add I
Add a Custom Event
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The custom event must be associated with a default email notification template. A notification
scheme configured to notify users of this event will use this email template when sending the
notification.

The custom event will appear in the list of events defined within the system. Initially, the event
will be marked as inactive as it is not associated with a notification scheme or workflow
post-function.

Step 2. Configure Notification Schemeto send mail on Custom Event

1. Navigate to the Administration link from the main menu.

2. Select the Notification Schemes link under the Schemes section in the sub-menu.

3. Select the notification scheme to edit.

4. Add the recipients for the custom event as required - further details available here.
& Single User (festuser) (osie)

o Component Lead |

Add Custom Event Recipients

Step 3. Configure Workflow Transition Post-Function to Fire Custom Event

1. Navigate to the Administration link from the main menu.

2. Select the Workflows link under the Global Settings section in the sub-menu.

3. Navigate to workflow transition post-function screen to be edited — further details available
here.

4. Update the post-function to fire the custom event.

5. Activate or associate the workflow (and scheme) with the appropriate project (see'Activating
Workflow").

All Conditions (1) Validators (o)
Add a new post function to the unconditional result of the transition.

The Resolution of the issue will be setto 1.
Edit | Move Down | Delete

— THEN
Setissue status to the linked status of the destination workflow step.
— THEN
Add a comment to an issue if one is entered during a transition.
— THEN
Update change history for an issue and store the issue in the database.
— THEN

Re-index an issue to keep indexes in sync with the database.

—THEN

Fire a Custom Event event that can be processed by the listeners.
Edit

Fire Custom Event from Workflow Transition Post-Function

1.9.3.3. Updatesto Workflows on Disk

Asof JRA 3.6, al event references are made through the EVENT | D. For pre-JIRA 3.6 data, all
database tables (Workflow, Notification, etc.) are updated automatically. However, it is
necessary to manually update event references in workflows saved to disk. This upgrade guide
provides details on the changes required.

1.10. Importing from Other Systems
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1.10.1. Importing Data from Bugzilla

JRA can import your bugs from Bugzilla. Currently, the importer is compatible with Bugzilla 2.20
and above. Users of older Bugzilla versions will need to first upgrade the database tables to a
supported version with Bugzilla's checksetup.pl script.

Due to a change to the database schema in Bugzilla versions 2.22.2 and later, attachments are not imported into JIRA. For details please
see JRA-12389.

The data from the Bugzilla database is appended to the existing data in JIRA. The tool imports the
following data from the Bugzilla database:

In Bugzilla In JIRA Special Notes

Bugs Issues »  Attachments are extracted
from the Bugzilla database
and saved to disk.

o Statuses, Bug Severity, Issue
Types, and Resolutionsin
Bugzilla are mapped to the
defaultsin JRA.

e Statusesin Bugzillaare
mapped to JIRA. Bugsin
Bugzillain the ' NEW',
'UNCONFIRMED', or
'ASSIGNED' status with no
assignees are 'Open' in JIRA.

e Issue Types of bugs from
Bugzillaare al '‘Bugs or
‘Improvements’.

* Bug_Severity in Bugzillais
mapped to Prioritiesin JIRA.
Bugswith
'ENHANCEMENT' severity
in Bugzilla are treated as
'Improvement’ issues with
'MINOR' Priority in JRA.
Note: if you have customized
the Bugzillalist of priorities,
you will need to edit the
Importer source and define the
new mappings.

»  Thefirst description for a bug
in Bugzillais stored as JRA's
Description. All other
descriptions are stored as
comments logged to that
issue.

» If auser hasvoted one or
more times for aBugzilla
issue, aJIRA voteis stored

for that user.
Product Project »  Theproject key and project
lead can be set by the user.
Version Version e Versionsfor imported projects

are imported from Bugzilla,
and set to Un-Released and
Un-Archived state.

e TheJRA "Fix For" Versionis
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set to the Bugzilla bug
'milestone, if it exists. Note:
this codeis not well tested -
please let us know if you have
problems.

Component Component

User User e Usersareimported 'on
demand', so users who have
not interacted with the system
in any way are not imported.

o Passwords from Bugzillaare
not imported for v2.16+ of
Bugzilla (as they are hashed
in the database). Users from
Bugzillawill need to get their
passwords emailed to them
the first time they log into
JRA.

»  Userswith no real name
stored in Bugzillawill get the
portion of their email address
(login name) before the" @"
character astheir Full Name
inJRA.

If you are using External User
Management, the import
process will not be able to
create JIRA users; instead, the
importer will give you alist of
any new users that need to be
created. You will need to
creste the users in your
external user repository before
commencing the import (this
way, votes etc can be
imported correctly).

If you have a user limited
license (e.g. personal license),
any users you import over and
above your user limit will be
crested in JRA without
permission to log in to JIRA.
You will not be able to select
which of your users are
assigned login permissions
under the user limit, when you
perform the import. However,
you can change this after the
users are imported, by editing
user permissions.

1.10.1.1. How to import from Bugzilla

Note: Before you begin, please backup your JIRA data.

1. Inyour Bugzilla system, run the Bugzilla'Sanity Check' to ensure your datais error-free.

2. Make sure that the Bugzilla database you wish to import from is running on MySQL.

3. Download and install the MySQL JDBC driver into JIRA. To do this, download the MySQL
Connector/J driver. The package contains afile "mysgl-connector-java-xxx.jar". Copy thisto

Page 204


http://www.atlassian.com/software/jira/docs/latest/configure.html#options
http://www.atlassian.com/software/jira/docs/latest/configure.html#options
http://www.atlassian.com/software/jira/docs/latest/usermanagement.html
http://www.atlassian.com/software/jira/docs/latest/usermanagement.html
http://www.atlassian.com/software/jira/docs/latest/backup_data.html
http://www.mysql.com/products/connector/j/
http://www.mysql.com/products/connector/j/

JIRA Administrator's Guide

thecomon/ | i b/ directory in JRA Standalone, or equivalent "lib" directory in your app

server. Restart JIRA so the driver isloaded.
4. InJIRA's default permission scheme (associated with newly imported projects), ensure that the

'‘Browse, 'Create’ and 'Comment’ permissions are granted to the group ‘jira-users (or agroup
with the 'JIRA Users global permission).

5. Loginasauser with the'JIRA System Administrators global permission.

Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE ﬂDI‘."IIHISTHATIUP

Link to Administration section

inistration

Proje iew.at or create

na'l_'a . _Dﬁr\-'l'_.-\.rﬁ ~r !ﬁﬁr\-lﬂl
Link to Administration section

7. Onthe panel on the left, under thetitle 'Import & Export’, click 'External System Import’

« Import & Export

0O Backup Data to HhL
0O Bestare Data from HML

O External System lmport

Link in Admin section
8. The'Import Data page will be displayed. Select 'Bugzilla.

9. You will now be prompted for connection details to Bugzillas MySQL database:

Import Data from Bugzilla

Step 1 of 3: Enter Bugzilla database connection details.

Bugzila Database URL: | dhc:mysgli/localhostbugzila?auto Reconnect=trueduselUnicode=tru
Database Login Mame: |bugzi||a_usemame

Database Login Passward: |bugzi||a_password

Driver Mame: |oom.mysq|.JdbC-Dri‘u*er

Next »> | Cancel |

Bugzilla Importer Connection screen

Set the IDBC URL, database username and password for your system. The JDBC URL is of the
format:

j dbc: nysqgl : host[: port]/dat abasenane?par anet er s

host isthe server hosting JIRA, whose MySQL allows incoming TCP connections on port port
(defaults to 3306). databasename is the MySQL database name (usually 'bugs).
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The database name, username and user password can usually be found in the 'localconfig' file
in Bugzilla's root directory, or in /etc/bugzill&/.

10. Click 'Next >>' to advance to the project selection page. If you have got the connection
details wrong, you may have to wait about 30s for the connection attempt to time out.

11. v ou will now be presented with alist of projectsin Bugzilla:

Select Bugzilla projects to import

Step 2 of 3: Select Bugzilla projects to import

Projects to Import: Tapestry -

Tomcat 3
Tomcat 4
Tomcat 5
Turbine
Velocity
WSRP4]
Watchdog
WebsH
HML-RPC
XMLBeans
Kalanc
Kalan)l
Kalan)2
Kerces-C++
Kercesq
Xerces-P

Xindice

*mlCommons

Send email notifications: [~

Check if you wart newly created issues to generate trigger notification everts

Reuse existing user [~
ACCOUNtS!  Check to assign Bugzilla issues to existing users, if email addresses match
Import only new issues: [~
Check if you have previously imported this Bugzilla project, and wish to anly import Bugzilla issues not previously seen.
Reindex afterwards: [&

Check to reindex data afterwards (optimizes search speed)

Import work history and time [~
estimates: checkto have the importer try to import work history and the estimatediremaining time

MNext Cancel |

watch logs in a separate window

Choosing Bugzilla projects to import

Select the projects you wish to import (even if there is only one — select it!), and set import
options via the checkboxes (the default checkbox settingsis correct for most users). Click
'Next >>' to proceed.

12. v ou will now be prompted to choose a project key (the per-project prefix to attach to bug
keys), and a project lead for each project to be imported. | mportant: do not use dashes or
numbers in the project key!
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Select keys for imported projects

Step 3 of 3: Select keys for imported projects

Project:xerces-F
KEE,-'Z }{ E H
*Lead Devefoper|ta ot &

{Enter the username of the lead dewveloper

Project:xindice
I TN
*Lead Developeriact i

{Enter the username of the lead developer

Project:=mlCommons
LI TR
*Lead Developerkact =

{Enter the username of the lead developer.)

Import | Cancel |

watch lodgs in a separate window

Choosing JRA project keys and leads for projects

Click 'Import’ when you are done to start the import. As imports frequently take along time, you
can watch the logs as they are generated by clicking the ‘watch logs in separate window' link.
Logs are also sent to stdout, and will appear in your app server'slog:

I mporting project(s) 'Xerces-P', 'Xindice', 'Xm Conmons

2004-02-27 15:34:10,031 INFO [atl assian.jira.util.BugzillalnportBean] I|nmporting Project
2004- 02- 27 15:34:10,052 INFO [atl assian.jira.util.BugzillalnportBean] Inporting Project
2004-02-27 15:34:10,061 INFO [atlassian.jira.util.BugzillalnportBean] I|nmporting Project
2004-02-27 15:34:10,069 INFO [atlassian.jira.util.BugzillalnportBean] 3 projects inport
2004-02-27 15:34:10,069 INFO [atlassian.jira.util.Bugzillal nport Bean]

| mporting Versions from project 'Xerces-P', 'Xindice', 'Xm Conmons'

2004-02-27 15:34:10,071 INFO [atlassian.jira.util.BugzillalnportBean] Inporting Version
2004-02-27 15:34:10,080 INFO [atlassian.jira.util.BugzillalnportBean] |nporting Version
2004-02-27 15:34:10,087 INFO [atlassian.jira.util.Bugzillal nportBean] |nporting Version
2004-02-27 15:34:10,093 INFO [atl assian.jira.util.Bugzillal nportBean] Inporting Version
2004-02-27 15:34:10,098 INFO [atl assian.jira.util.Bugzillal nportBean] Inporting Version

2004- 02- 27 15:34: 10,228 INFO [atl assian.jira.util.Bugzillal mportBean] I|nporting Conpone
2004-02-27 15:34:10,292 INFO [atlassian.jira.util.Bugzillal nportBean] Inporting Conmpone
2004-02-27 15:34:10,346 INFO [atlassian.jira.util.Bugzillal nportBean] |nporting Conmpone

| mporting |ssues fromproject(s) 'Xerces-P, 'Xindice', 'Xm Comons'

2004-02-27 15:34:11,341 INFO [atlassian.jira.util.BugzillalnportBean] |nporting |Issue:
need Apache |icense"

2004-02-27 15:34:11,343 INFO [atlassian.jira.util.BugzillalnportBean] |nporting User:
j asonl@peni nformati cs. com

2004-02-27 15:34:16,430 INFO [atl assian.jira.util.Bugzillal nportBean] Inporting |Issue:
getAttributes() in list context"

2004-02-27 15:34:16,545 INFO [atl assian.jira.util.Bugzillal nportBean] Inporting |Issue:
nmust be updat ed”

2004-02-27 15:34:16,680 INFO [atlassian.jira.util.BugzillalnportBean] Inporting |Issue:
rohi bits sub-classing of wapped cl asses"

2004-02-27 15:34:16,878 INFO [atlassian.jira.util.BugzillalnportBean] Inporting Issue:
Perl is broken (can't get attributes)”

2004-02-27 15:34:16,909 INFO [atlassian.jira.util.BugzillalnportBean] Inmporting User: d
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2004- 02- 27 15:35:09,364 INFO [atl assian.ji
2004- 02- 27 15:35:09,580 INFO [atl assian. i
2004-02-27 15:35:09,581 INFO [atl assi an.ji
| nporting Votes

2004- 02- 27 15:35:09, 747 I NFO [at] assian.ji
2004- 02- 27 15:35:09, 748 I NFO [atl assian.ji
2004- 02-27 15:35:11,282 WARN [jira.issue.i

wi th val ue: 0002-11-30 00:00:00.0
2004-02-27 15:35:29,170 INFO [atl assi an.ji
| mport SUCCESS and took: 79142 ns.
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ira.util.Bugzillal nportBean] Inporting User
ira.util.Bugzillal nportBean] 144 issues inp
ira.util.Bugzillal nport Bean

ra.util.BugzillalnmportBean] O votes inport
ra.util.Bugzillal nmportBean] Reindexing (th
ndex. Abst ract Docurment] Unable to index fie

ra.util.Bugzillal nportBean]

It does not matter if your browser window times out — the import will continue regardless.

13.0nce completed, you will see the 'Import SUCCESS message, either in the logs (as above) or

on the subsequent page:

Bugzilla import log

Log: [[15:34:10]

Importing project(s) 'Herces-P', 'Eindice'
[15:34:10] Importing Project: Xerces-P
[15:34:10] Importing Project: EmlCommons
[15:34:10] Importing Project: Hindice
[15:34:10] 3 projects imported from Bugzilla
[15:34:10]

Importing Versions from project 'Herces-P', 'Eindice'

34 1.5.6
unspecified
SWIG-1.3
1.3

[15.
[15:
[15:
[15.
[15:
[15:
[15:
[15.

10]
34.10]
34:10]
-10]
.10]
.10]
-10]
-10]
[15:34.10]
[15.34.10]

Log of the events for the import.

Importing Version:
Importing Versiomn:
Importing Version:
Importing Version:
Importing Version: 1.4
Importing Version: 1.x
Importing ¥ersion: 1.5.7
Importing Version: GCVS
5.
5

[ R

Importing Version: 1.5 2.0
Importing ¥ersion: eci

pecified

gl—‘

'Em1Commons '

'EmlCommons '

Final Bugzillaimporter screen
Congratulations, you have successfully imported your Bugzilla projectsinto JIRA!

If you have any questions or encounter any problems, please contact Atlassian.

1.10.1.2. Importing only new bugs (r epeated imports)

It is possible to re-import a Bugzilla project, and have JRA import only 'new' bugs not
previously imported. This alows for a transition period in which the imported JRA project can
betrialled, but bugs still logged in Bugzilla need not be lost.

To import only new bugs, click the 'Import only new issues checkbox in the importer.

1.10.1.3. Searching by Bugzilla 1D

The Bugzillaimporter creates a'Bugzilla D' custom field for imported issues, linking back to the

original Bugzillabug URL.
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Xalan]2
» xsl:output generates incomplete meta tag

Created: 09/May/02 02:00 PM  Updated: 02/Sep/04 02:17 P

Component/s: Xalan
Affects Version/s: 2.2,
Fix Version/s: Mone
Environment: Operating System: Other

Platform: Cther

Bugzilla Id: http:ffissues.apache.org/bugzilla/show_bug.cgi?id=8947

Bugzilla ID custom field

If you intend to use this, you will need to configure the URL to Bugzilla in
jira-application.properties. The custom field can also be made to display just the ID (unlinked) in
jira-application.properties. If you don't need this custom field, delete it or hide it.

The custom field is searchable, so you can search for JIRA issues by their old BugzillaID. Thereis
also a portlet which lets you search by BugzillaID:

Search by Bugzilla 1D

Bugzilla 1D

Bugzilla ID Search Portlet on Dashboard

1.10.1.4. Importer Source code

The Bugzilla importer source code is available here (BugzillalmportBean.java). For some
customisations you may wish to make, editing this source code is required, as described below. For
users of JIRA Standalone, there is a mini_build-system which you can use to quickly compile and
test modifications.

1.10.1.5. Common Customisations

Importing custom priorities, statuses and resolutions

Bugzilla has a standard set of priorities, statuses and resolutions, but these can be augmented with
new ones by editing a Bugzilla config file (‘localconfig). If your Bugzilla has custom statuses, JJRA
will set the status of affected imported issues to "Open”, and log a message ("... defaulting to JJIRA
status Open"). For other unknown fields (priorities, resolutions) JJRA will just not set the field,
which may cause problems later (eg. issues Resolved but without a resolution are listed as open in
the standard filters).

To avoid problems, it is a good idea to check whether your Bugzilla uses any custom resolutions,
statuses or priorities:

nmysqgl > sel ect distinct(priority) from bugs;
foocoooocoos +
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| priority |
Foococooocoooo +
| P2 |
| P4 |
| P3 |
| P1 |
B +

4 rows in set (0.00 sec)
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nysqgl > sel ect distinct(resolution) from bugs;

FI XED
DUPLI CATE
VONTFI X

LATER

I NVALI D
WORKSFORVE
REM ND

8 rows in set (0.00 sec)

rrysql > sel ect distinct(bug status) from bugs;

| RESOLVED |
| CLOSED |
| NEW |
| ASSIGNED |
| REOPENED |
| VERFIED |
|

7 rows in set (0.00 sec)
(the above are al standard).

If your bugs use anything non-standard, you will need to edit the

mappings in BugzillalmportBean.java:

static
/1 bugzilla's priorities mapping to JIRA priorities
priorityMap. put ("bl ocker", "" + | ssueFi el dConst ants. BLOCKER PRI ORI TY_I D);
priorityMap.put("critical", "" + |IssueFieldConstants. CRI TI CAL_PRI ORI TY_|I D)
priorityMap. put("mjor", " " + |ssueFi el dConstants. MAJOR PRIORI TY_I D);
priorityMap.put("normal", "" + |ssueFiel dConstants. MVAJOR PRI ORI TY_|I D)
priorityMp. put (" enhancenent”, "" + |ssueFiel dConstants.M NOR_PRI ORI TY_I D);
priorityMap. put("mnor", "" + | ssueFi el dConst ants. M NOR PRICRITY_I D);
priorityMap.put(“trivial", "" + |IssueFieldConstants. TRIVIAL_PRIORITY_ID);
/1 bugzilla resolutions mapping to JIRA resol utions
resol uti onMap. put ("", null);
resol uti onMap. put (" FI XED", "* + | ssueFi el dConst ant s. FI XED_RESCLUTI ON ID);
resol uti onMap. put ("1 NVALI D', "" + |ssueFiel dConstants.| NCOWLETE_ RESOLUTI ON
resol uti onMap. put ("WONTFI X", "" + |ssueFi el dConstants. WONTFI X_RESCOLUTI ON_| D
resol uti onMap. put (" LATER', "" + | ssueFi el dConst ant s. WONTFI X _RESOLUTI ON_I D) ;
resol uti onMap. put (" REM ND" "" + | ssueFi el dConst ants. WONTFI X_RESOLUTI ON_| D)
resol uti onMap. put (" DUPLI CATE" "" + | ssueFi el dConst ants. DUPLT CATE_RESOLUTI O
resol uti onMap. put (" WRKSF(RNE“, "" + | ssueFi el dConst ant s. CANNOTREPRODUCE_RE
resol uti onMap. put (" NEEDTESTCASE", "" + |ssueFi el dConst ants. | NCOVWPLETE RESOL
/1 bugzilla status mapping to JI RA status
st at usMap. put (" UNCONFI RVED', "" + |ssueFi el dConst ants. OPEN_STATUS | D) ;
statusMap. put ("NEW, "" + | ssueFi el dConst ant s. OPEN_STATUS |1 D) ;
st at usMap. put ("ASSI GNED', "" + |ssueFi el dConstants. OPEN_ STATUS I D);
st at usMap. put (" RE(PENED‘, "" + | ssueFi el dConst ants. REOPENED STATUS | D);
st at usMap. put ("RESOLVED', "" + |ssueFi el dConstants. RESOLVED STATUS | D);
st at usMap. put ("VERI FIED', "" + |ssueFi el dConstants. RESOLVED STATUS | D);
st at usMap. put (" CLOSED", "* + | ssueFi el dConstants. CLOSED _STATUS I D);
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/1 wor kfl ow Mappi ngs

wf St epMap. put ("1", new Integer("1"));
wf St epMap. put ("2", new Integer("2"));
wf St epMap. put ("3", new Integer("3"));
wf St epMap. put ("4", new Integer("5"));
wf St epMap. put ("5", new Integer("4"));
wf St epMap. put ("6", new Integer("6"));
wf St at usMap. put ("1", "Open");

wf St at usMap. put ("3", "In Progress");
wf St at usMap. put ("4", "Reopened");

wf St at usMap. put ("5", "Resol ved");
wf St at usMap. put ("6", "C osed");

}

(Note: wfStepMap and wfStatusMap should usually not be touched, unless you are importing into
project with a non-standard workflow).

Changing the imported user name for mat

Bugzilla uses email addresses for usernames (eg. "joe@example.com™). You may wish to
automatically strip everything after the ‘@' to form a shortened username ("joe"), or otherwise alter
imported names (eg. read from a lookup table to conform to a company-wide standard). This
requires editing the BugzillalmportBean source (see above). The relevant code to modify isincluded
in BugzillalmportBean.java, but commented out:

/ * %

* Gven a Bugzilla '"profile' user record, infer a JIRA usernane fromit.
* |n Bugzilla your username is your email address, and this will becone your JIRA use
* is overridden to inplenent a different schene.
*/
protected String getUsernaneFronBugzill aProfil e(ResultSet bugzillaProfil eResultSet)
t hrows SQLExcepti on

return Text Uil s.noNull (bugzillaProfil eResultSet.getString("login_nanme")).toLowerC

/[l Aternatively, use the first part ('joe' in 'joe@onpany.comn)

/1 String nane = bugzillaProfil eResultSet.getString("loglin_nanme");
/1 nane = Text UWils.noNull (nane).trim);

/1 int i = nane.indexO("@);

H if (i '=-1) nane = nane. substring(0, i);

return nane;

}
1.10.2. Importing Data From Mantis

JRA isableto import data from Mantis, an open-source PHP-based bug tracker. The Mantis import
is amost identical to the Bugzilla importer (just expecting a different database format), so please
refer to the Bugzilla documentation for a walkthrough.

In addition to the Bugzillaimporter's features, the Mantis importer al so:

1. Createsacustom field, "Mantis Link", containing alink to the old Mantis bug URL. Thisfield
can be hidden when no longer useful.

2. Createsacustom field, "Mantis ID", containing the mantis bug ID (useful for searching)

3. Creates and uses a custom "Not a bug" resolution type.

4. Converts Mantis links (#1234) to JRA links (TST-123) in text.

1.10.2.1. Importer Source code

The Mantis importer source code is available here (see aso here) — fixes and improvements
welcome.

Note: Before you begin, please backup your JIRA data.
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1.10.3. Importing Data From FogBugz

1.10.3.1. Overview
The FogBugz importer allows you to import your bugs from an existing FogBugz installation.

Importing from a FogBugz file is atwo step process. First, you will need to create a mapping file
by running the FogBugz import wizard. (The mapping file is a plain text properties file that you
can also manually edit. It will map your CSV fields to fields in JRA.) Then, to perform the
import, simply enter the connection details and the location of your configuration file.

1. Running the FogBugz Import Wizard
1. Configure Project
2. Assign field mappings
3. Mapfield values
4, |ssuelinks

5. Savingthefile
2. lmporting your FogBugz file

Note: Before you begin, please backup your JIRA data.

Notes about the FogBugz | mporter

1. Attachments: JRA will import all attachments stored in the FogBugz dB. Any e-mail issues
will be parsed for attachments and the e-mail text saved as a comment. The dates and user
attaching the attachments will be retained.

2. Link rewriting: FogBugz allows for links to other issues to be automatically generated by
using the format "bug issueld" or "caseissueid". After import, any string matching this
pattern will be rewritten to their new JIRA key. For example, acomment " Please see case
100" may be rewritten to "Please see IMP-100".

1.10.3.2. Step 1. Running the Import Configuration Wizard

The wizard allows you to choose projects, custom fields and issue links to import. Once this is
completed, you can save the file on the server and use it in the import process.

Before you start the FogBugz Import Wizard, please ensure that you have copied the JDBC driver for your database to (your
JI RA hone)/common/ | i b/ .Youwill need to restart JIRA in order to allow the application to pick up the driver.

To run the FogBugz Import Wizard:
1. Loginasauser with the'JIRA System Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or thetitle of the Administration box on the dashboard:

ISSUE QDMINISTHATIDF

Link to Administration section

inistration

or create

Mot Drrtars mr lamben

Page 212


http://www.atlassian.com/software/jira/docs/latest/backup_data.html
http://www.atlassian.com/software/jira/docs/latest/global_permissions.html

JIRA Administrator's Guide

Link to Administration section

3. Onthe panel on theleft, under thetitle ITmport & Export’, click 'External System Import.'
4. The'Import Data’' page will be displayed. Select 'FogBugz'.

S. The'l mport issues from a FogBugz installation' page will be displayed:

Import issues from a FogBugz installation

Toimportissues from FogBugz you must have a valid configuration file saved on the server. Run the FogBugz
Import Wizard to create or edit a configuration file.

The wizard will allow you to choose projects, custom fields and issue links to import. Once this is completed, vou
can save the file an the server and use itin the import process.

* FogBugz Database URL: |idbcijtds:sglserveriilocalhost 1433/FogBUGZ
Database Login Name: |jira
Database Login Password:  jira
* Driver Mame: |net.sourceforge jtds jdbc.Driver
* Existing configuration file: ||

Location of your configuration file on the server. No configuration file® Run the Import
Wizard first.

[ Import ][ Cancel ]

Import Configuration Wizard
6. Click thelink 'Run the FogBugz Import Wizard.

Project Configuration

The first step is to choose which projects are to be imported. Choose a valid project key for each
project you want to import, and leave blank if you do not wish to import the project. In JRA
Enterprise Edition, you can also choose a project category that the project should be created in. This
will only apply if the project key does not exist and a new project is created.

FogBugz Import Wizard: Project Key Mappings (Step 1 of 6)

All FogBugz projects have been listed helow. Choose avalid project key for each project you want to
import. Leave blank if you do not wish to import the project.

FogBugz project name Project Category Target project key

.....................................

Finance Project iFront Office jjs|| |FIN

....................................

Mone

JIRA Security Systemn J55
Fielakers FIR
Misc Projects Front Office s | |M3C
RBS Front Office » | |RB3S
Hilla Hanne Canaral e e ek MEES - - e

Project Configuratioﬁ

Page 213



JIRA Administrator's Guide

Issue Field M appings

The second step is to decide which of the optional FogBugz fields you wish to import. Most of
the fields in FogBugz are automatically mapped to appropriate JIRA fields. Y ou can choose to
map the fields ixBug (internal FogBugz issue id), sCustomer Email (e-mail address of the issue
if created by e-mail) and sComputer (custom field) to any existing global JJRA custom field.

FogBugz Import Wizard: Issue Field Mappings (Step 2 of 6)

The fields below are fields that can be mapped to JIRA custom fields. Please choose an existing
custom field to import into. Please note that anly Global custom fields will e shown.

FogBugz Field Corresponding JIRA field
ixBug FogBugzld w

sCustomerEmail Customer Email LS

sComputer (Clients e
Mone
FogBugz Import Wizard: |ssue Field Mappings Custom Fields g [ Mext == ] [ Zancel

Customer Email

FogBugzld
Impact

Manager

Review Category

Issue Field mappings

Value Mappings

Value mappings are how values from your FogBugz importer can be ‘transformed' during import.
Thefields sPriority, sFullName, sComputer and sCategory can have their values mapped. The
first screen allows you to choose which fields you would like to map values.
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FogBugz Import Wizard: Field Value Mappings (Step 3 of 6)

The importer allows you to transform values of various fields during the impon process. Check the
hoxes nextto fields below if you want to map their data during impaort

FogBugz Field Distinct IMap field
values value

sPriority 7

sFullMame 66 ]

You can map the user name in FogBugz to a specific userld in JIRA. A username will be
sutomatically generated if yvou dont map a usernams explicitly.

sComputer 44
The sComputer fizld is a custom field that can represent the source of the Bug in
FogBugz. This will be treated as 8 multi valued field if there are any commas in it.

sCategory
The sCategory fizld refers to the issue type fisld in JIRA

Lad
<

FogBugz Import Wizard: Field WValue Mappings [ == Previous H Mext == ] [ Cancel ]

Step 3 of 8

Choose field for Value mappping

On the next screen, all unique values for each field you selected to be mapped have been displayed.
Y ou can now map any of these values to a new value. Leave the field blank if you wish to import the
value as-is. If you want to clear afield, enter the keyword <<blank>>.

For sPriority and sCategory you will get a select list with the available values in JRA. sFullName
refers to the usernames that will be created in JRA. If you don't specify any particular mappings, the
user name will be created from the first letter of the first name and the last name, all in lowercase.
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FogBugz Import Wizard: Field Value Mappings (Step 4 of 6)

All unique values for each field you selected to be mapped have been displayed. You can now map any
ofthese values to theirvalues in JIRA Leave the field blank if you wish to import the value as-is. If you
want to clear a field, enter the keyword =<blank>=.

FogBugz Field Map field value
sPriority ) )
Value from importer Target value in JIRA
Dontdo! | Other E.
ContDo
In Progress ar Urgent | | critical E.
Leave until really bored: | Trivial 8
/Mo mapping
— Import as blank
Blocker
Medium: @ "
4 Critical
Mext / Pending: & Major
4 Minar
Linpricritised:
Other...
FogBugz Import Wizard: Field Value Mappings [ == Previous H Mext == ] [ Cancel ]

Step 4 of &
Value mappping
If you are using External User Management, the import process will not be able to create JIRA users; instead, the importer will give

you a list of any new users that need to be created. You will need to create the users in your external user repository before
commencing the import.

If you have a user limited license (e.g. personal license) and have reached your user limit, you can import additional users but any
new users added will not be ableto login to JIRA.

If you have a user limited license (e.g. personal license), any users you import over and above your user limit will be created in JIRA
without permission to log in to JRA. You will not be able to select which of your users are assigned login permissions under the
user limit, when you perform the import. However, you can change this after the users are imported, by editing user permissions.

IssueLinks

FogBugz has two types of links, Duplicates and BugRelations. On this screen, you can map the
linksto existing JRA link types. Leave as none to not import the links.
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FogBugz Import Wizard: Issue Link Mappings (Step 5 of 6)

FogBugz has two types of links, Duplicates and BugRelations. You can map the links to existsing JIRA
link types.

FogBugz Link Corresponding JIRA Link Type

Duplicates: | pyplicate

BugRelation: | pjane w

FogBugz Import Wizard: Issue Link Mappings [ Fﬂ Frevious H [ext == ] [ Cancel

Step & of B

Issue Links

Saving the configuration file

The final step of the Wizard is to save the file on your server. Please ensure you enter a valid path.
Y ou can also choose to continue on with the import without saving the file.

Y ou can also see a preview of the mapping file that will be saved.

1.10.3.3. Step 2. Importing the FogBugz file

Once you have your configuration file, you can now import the FogBugz file into JIRA.
1. Loginasauser with the'JIRA System Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE QDF.WIHISTHATIDP

Link to Administration section

inistration

ar create

Mata Drrtara mr Foaeben

Link to Administration section

3. Onthe panel on theleft, under thetitle Tmport & Export’, click 'External System Import.'
4. The'Import Data’' page will be displayed. Select 'FogBugz'.

S. The'l mport issues from a FogBugz installation’ page will be displayed:
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Import issues from a FogBugz installation

Toimportissues from FogBugz you must have avalid configuration file saved on the server. Run the FogBugz
Import Wizard to create or edit a configuration file.

The wizard will allow you to choose projects, custom fields and issue links to import. Once this is completed, you
can save the file on the server and use itin the import process.

" FogBugz Database URL: |idbcijtdsisqlserverilocalhost1433/FogBUGE
Database Login Mame: |jira
Database Login Password: (jira
* Driver Name:  |netsourceforge jtds. jdbo.Driver
* Existing configuration file: |

ocation of your configuration file on the server. Mo configuration file® Run the Import
Wizard first.

[ Import ][ Cancel ]

Import Configuration Wizard
6. Type thelocation of your FogBugz file and your configuration file, and click the 'Import'
button.

The 'Settings page gives you precise control over what will be imported on each import run.

Once the import has begun you'll be able to follow live progress of the import, with the screen
refreshing at around every 10 seconds. You can change this value by updating the field at the
bottom of the page. The importer also give you stats about what objects have been imported and
time elapsed so you can have an idea as approximately how long the import will take. You can
also choose to Abort the import, which will cease importing after the current issue is done.

1.10.4. Importing Data From CSV

1.10.4.1. Overview

The CSV importer provides a powerful and flexible way to import data from a comma-separated
file, which isaformat supported by most applications (e.g. Microsoft Excel).

Please note that there a number of import methods available for importing data into JIRA from other issue tracking systems. It may
be more appropriate to use a method other than the CSV importer, depending on what system you are importing data from. Details
on other methods of importing data are available here.

Importing from a CSV fileis athree step process. First, you need to prepare and verify your CSV
file. Next, create a mapping file by running the CSV import wizard. (The mapping fileis a plain
text properties file that you can also manually edit. It will map your CSV fields to fields in
JRA.) Findly, to perform the import, ssmply enter the location of your import file and your
configuration file.

1. Preparing your CSV file

2. Running the CSV Import Wizard
Configure Project

Assign field mappings

Map field values
Miscellaneous information

Saving thefile

agrwWNE
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3. lmporting your CSV file
Note: Before you begin, please backup your JIRA data.

1.10.4.2. 1. Preparing your CSV file

The first thing you need to do is to ensure that your CSV is a valid CSV format. A good way to
check isto import your file into a spreadsheet (e.g. Microsoft Excel, Open Office) and see if the data
is as expected. Thisis also agood opportunity to do any massaging of the data, if you wish.

If you have values that signify a blank value (e.g. <blank> or None), it's best if you ssmply remove
them in this step.

For built-in JIRA fields (e.g. Fix-for version, Affects version, Component), if you wish to set more
then one value for an issue, you will need to have a value per column in your CSV, with each
column given a distinct name. For example:

| ssueType, Summary, Fi xVer si on_1, Fi xVer si on_2
bug, "First issue",vl,

bug, "Second i ssue", v2,

bug, "third issue",vl, v2

In this example, the third imported issue will have its Fix-for version set to multiple values.

For custom fields the situation is different, and multiple values are comma-separated. See below for
details.

Valid file format

The CSV importer assumes a Microsoft Excel styled CSV file. Fields are separated by commas, and
enclosed in quotes if they contain commas or quotes. Embedded quotes are doubled.

There are two requirements of the CSV, in addition to being well-formed in general:

e TheCSV filemust contain a heading row. The CSV configuration wizard uses the CSV header
row extensively. The header values should not have any punctuation (beyond the commas
separating records) such as apostrophes or the importer may not work correctly.

e Asaminimum, the CSV file must contain a column for Summary data.

Y ou can also have multi-lined CSV. For example, hereisavalid file with asingle record:
Surmary, Descri pti on, St at us

Login fails,"This is on
a new |ine", Open

CSV fileencoding

JRA will read the CSV file using the system encoding, which can be seen in Administration ->
System Info. Make sure that you either save the CSV file with this encoding, or set -Dfile.encoding
on startup to force the system encoding to be what you're using (utf8 is best).

I mporting Comments from CSV

If a row contains more columns than there are header columns, then the excess columns will be
added as comments (though see JRA-7672.

1.10.4.3. 2. Running the CSV Import Configuration Wizard

The next step of the import process is to run the import configuration wizard to determine how the
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CSV data can be mapped to JIRA fields.
1. Loginasauser withthe'JIRA System Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration' link on the top bar
or the title of the Administration box on the dashboard:

ISSUE QDMINISTHATIDP

Link to Administration section

Proje Viewiad or create

Mzt Ormnetmrm Aar sl
Link to Administration section
On the panel on the left, under thetitle 'Import & Export', click 'External System Import.’
The'Import Data' page will be displayed. Select 'Comma-separ ated values (CSV)'.
The'Import issuesfrom CSV file' page will be displayed. Click the'CSV Import Wizard'
link.

The'CSV Import Wizard: Setup' page will be displayed:

aprw

o

CSV Import Wizard: Setup

The CSV Import Wizard helps to write an import configuration file required by JIRA for 8V import. Enter the location of vour C8V file and optionally
the location of an existing configuration file you wish to edit. You can also specify the CEY delimiter used if itis not the defadlt cornma delirmiter.

* oSV Import file jocation; D datatimpor] csv

Location of wour CSW import file on the sener
Existing configuration file:

The location of an existing configuration file to edit. Leave blank for a fresh impont configuration.

CSW Delimiter:

The delimiter used to separate the values. Leawe blank for default (default: commay

| startImportiizard | [ cancel |
S

Import Configuration Wizard

Y ou can optionally specify the delimiter your CSV file used. Leave the field blank if you
wish to use the (default) comma delimiter. Please note that the delimiter can only be one
character long.

7. Click thelink 'Start Import Wizard.

2.1 Project Configuration

The first step is to choose which project the issues will be imported into. Y ou can import into a
new project or an existing project. If certain project details (e.g. name and key) match an
existing project, then the issues will be imported into an existing project. Note that if you are
creating a new project, no validations are performed at this time — invalid data will result in a
failure later, at import time.

If you want to import into multiple projects, you must map project information from the CSV file
itself. That means that all rows must have the project information in them.

The recommended import method is a single project per CSV file, imported into an existing
project.
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C3V Import Wizard: Project Configuration (Step 1 of §)

Choose a projectthatthe issues will be impored into. You can import into a new project or an existing project. Ifyou want to importinto
multiple projects, yvou must map project infarmation from the S8V file itself.

Select how you wantto importyour & mport issues into an existing project

nroject O Importissues inta & new project
O Froject infarmation contained in 5V file
Select an existing project. | Test Project { % | This is a test project
CEY Import Wizard: Project Configuration I Mest > [ Cancel
Step 1 of 5 %—J

Project Configuration

2.2 Issue Field Mappings

The second step is to decide which CSV fields you want to import. The screen shows all the columns
that are found in your CSV file, and a sample data row. On this screen you can map each column of
your CSV file to system fields in JIRA, or leave as None to not import. You can optionally create
new custom fields on the fly or import into an existing custom field.

CSV Import Wizard: Issue Field Mappings (Step 2 of 5)

Below are the columns from your CEV file with sample data. Choose a JIRAfield that each column corresponds to or leave as Mohe to
notimpor. You can optionally create new custom fields on the fly or impor into an existing custom field.

Check the Map field value box if vou want to convert old field values to anes compatible with JIRA {you'll be prompted far mare
information in the next step).

Mote: Mo validations are performed on fields mappings until data import occurs. So please try to ensure that vour data is correct and
valid. We recommend that you Issue Type and Summary fields as a bare minimum, oryour import is unlikely to be successful.

CSV header row Sample data Corresponding JIRA field Map field value
Id 1
Mone v =
Mone ”~
Title Custam Field with large description causes crash Vvarsion & Componant Flalds |
for custom field layout w
Aftects Version
Description 1. Created a custam field layout 2. | added a Fixed “ersion N
custarn field with a considerably large description lesua Salds
3. Iwas changing the ordering of the newly added Assignes
custom field in the layout and on first click it failed. Cornment Body
|3E™m not quite sure why jira is copying the Date Created
custom field description into the field layaut iterm Date Modified
fnot norrmalized), but this causes a big problem Description
hecause the column sizes are not the same. Date Due
Ervvironmemt
Author Wark Chai lssue Type |
Friarity
Reporer
Create Date (Dated 51 0501 Fesolution |
Status
Summary 3
Create Date (Time)  9:48:14 AN — O

[ — s

Issue Field mappings

Asno vaidations are performed on field mappings until dataimport occurs, please try to ensure that your dataiis correct and valid.
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System Fields

Y ou can select multiple fields to be combined into Version and Component fields. For example,
you can import from 'Raised Version' and 'Found in Version' into the 'Affects Versions field.
For Versions and Components, the importer will detect if the version exists in JIRA for the
project . If it doesn't exist, then it will automatically created.

User fields (Assignee and Reporter) are assumed to be in a'FirstName LastName' format. New
users will be created with the username as 'FirstNamelLastName'; spaces, apostrophes and
brackets are stripped out. If the name only has one word, that one word will be used as the
username.

If you are using External User Management, the import process will not be able to create JIRA users; instead, the importer will give
you a list of any new users that need to be created. You will need to create the users in your external user repository before
commencing the import.

If you have a user limited license (e.g. personal license), any users you import over and above your user limit will be created in JIRA
without permission to log in to JIRA. You will not be able to select which of your users are assigned login permissions under the
user limit, when you perform the import. However, you can change this after the users are imported, by editing user permissions.

In most cases when importing system fields values like Priority, >Issue Type, Status and
Resolution, you will need to map the field values. The mapping needs to be done even if the
imported CSV file has the values set to 'valid' names, e.g. Issue Type set to 'Bug' or ‘New
Feature'. The only alternative to mapping the values is to change the CSV file such that it
contains the exact IDs of JIRA's priorities, issue types, statuses and resolutions instead of their
names. This requires you to determine the correct IDs and then update the whole CSV file, so it
is easier to map the values during the import.

Time Tracking Fields

Asof JRA 3.7 you can now import into the 'Original Estimate, 'Remaining Estimate', and 'Time
Spent’ fields. For these fields to be available you must have enabled time tracking within JIRA.
The importer expects the estimate or time spent to be expressed in seconds. A value that is not
able to be converted to a numeric value will be ignored and not imported.

The portion of the importer that converts the raw string to a java.lang.Long which represents

number of seconds is customizable. If you are trying to import data that needs to more
intelligently process the value (more than just converting the string to a numeric value) you can

write your own java class. It needs to implement the
com.atlassian.jira.imports.csv.mapper. TimeEstimateConverter interface and you can direct the

importer to use your class by specifying in the csv.properties configuration file the
'settings.advanced.mapper.time.estimate.converter' property (i.e.
settings.advanced.mapper.time.estimate.converter=com.atlassian.jira.imports.csv.mappers.SimpleTimeEstim
com.atlassian.jira.imports.csv.mappers.SimpleTimeEstimateConverter)

Custom Fieldsand theimporter

You can also map a column to an existing custom field or create a new custom field on the fly.
Currently you can only create certain custom fields on the fly. All custom fields created this way
will be globally scoped. Moreover, if the name matches an existing custom field, that existing
custom field will be used instead. If you are worried about how this works exactly, we
recommend that you create your custom fields first before importing them.
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CSV header row Sample data Corresponding JIRA field

Id 1
ey cugtom field b

Custam field name:  |\Mew D

Custom field type: |-

Multiple Select List
Title Custom Field with large description causes crash far custam User Field
field lawaut Mone Date

Description 1. Created a custorn field layout 2. 1 added a custormn field with a Select List

bl -

Creating custom fields on the fly

If you map to aselect list custom field, all unique values will be created as options at import time. If
you map to a multiple select field, its values should be separated by a comma. If the field values
have commas in them, the commas should be escaped with a backslash. Thus the field:

"Vl ly\, |, \vally\, 11"

would be trandlated into one field with multiple values:

« Wadlyl
. Walyll

Once again, no data validations are done at configuration time, so you should ensure that the data
you are trying to import is of acompatible type.

2.3Map Field Values

You may wish to map certain values in your CSV file to a different value. For example, you might
map the field 'Severity' to JJRA's 'Priority' field. JRA expects the ID of priorities that exist in
JRA. Thus for this field, you'll need to check the Map field value check-box. This will affect the
next screen that you will come to.

Value Mappings

Value mappings determine how values from your CSV importer will be 'trandated’ to match the
values expected by JRA. This is usually required for fields such as 'Issue Type€, 'Resolution’,
'Priority' and 'Status, but can also apply to other fields. On this screen, all unique values for each
field you selected to be mapped have been displayed. Y ou can now map any of these values to their
values in JRA. Leave the field blank if you wish to import the value as-is. If you want to clear a
field, enter the keyword <<blank>>.

On the 'Field Mappings screen, each field has a checkbox under the heading ‘M ap values. If you
check these boxes you will be able to map the values of these fields when you progress to the next

page.

Page 223



JIRA Administrator's Guide

CSY Import Wizard: Value Mappings (Step 3 of &)

All unigue values for each field you selected to be mapped have been displayed. You can now map any of these values to their values in
JIRA Leawe the field hlank ifyou wish to impaort the value as-is. Ifyou wantto ciear a field, enter the keyword <<blank=>»

You can also create missing priorities, resolution and issue types on the fiy by clicking on the e}' icon next to for the appropriate field.

CSY header row Map field value

Classification

(imported astype) Yalue in CSY file Target value in JIRA

Change Reguest [

Defect: Bug A :2: Add new issue type 'Defect
Failure: Bug v cg; Add new issue type 'Failure!
Mew Task: | Task v ':2:' Add new issue type "Neve Taskd
Suggestion: | mprovement ¥ | b Add newissue type 'Suggestion

Value mappping

For fields mapping to Resolution, Priority and Issue Type, you will get a select list with the
available values in JIRA. In addition you can quickly create values that do not exist in JRA by
clicking the green plus symbols. These will become issue constants that you can change at alater
time.

For fields mapping to Status, you will get the select list with JIRA's available values, but no plus
symbol for creating new status values.

For these fields, there are two special options in the select list in addition to JRA's available
values, 'Import as blank' and 'No mapping'. 'Import as blank' causes the JRA value to be
blank for that field. 'No mapping' attempts to import the value in the CSV file as-is. Note that
using 'No mapping' for afield value will result in afailed import if the value is not valid for that
JRA field.

For fields mapping to Status and Issue Type, default values are used when the blank option is
selected.

2.4 Miscellaneous I nfor mation

Y ou will be asked to enter some extrainformation on this screen, such as;

1. The domain name of the usersthat will be created in the system.

2. If you areimporting date fields, you will also be asked to supply the date format that is used
inyour CSV file. Note that this could be different from the date format that is used in JIRA.
All date fields will be interpreted using the format you supply.

CSY Import Wizard: Miscellaneous (Step 4 of 5)

You'll be asked for any extra information that is required below

E-rmail suffix far new users: [(@atlassian.com

An e-mail suffix for newly created users (e.g. [@atlassian.com)

Date formatin impart file: hbA/ddAqy

Flease specify the format that dates in the import file are in (2. 9. dd/hbdhannd.
Flease uze syntax valid for SimplebateFormat (link will open new wind o),

CSW Impaort Wizard: Miscellaneous [ << Pravious H et 3> ] [ Cancel
Step 4 of §

Miscellaneous information

2.5 Saving the Configuration File
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The final step of the Wizard allows you to save the configuration file on your server. Saving the
configuration file enables you to import more CSV files later without going through the
Configuration Wizard again. Please ensure you enter a valid path. Alternatively, you can choose to
continue on with the import without saving the configuration in afile.

Y ou can aso see apreview of the mapping file that will be saved.

CSV Import Wizard: Save Configuration File {Step 5 of 5)

ou hdve now finished your configuration file! You may now save itin a location on the server or copy and paste from the area below.

Canfiguratian file lacation: |

Enter the location to sawe yvour configuration file to

CEW Import Wizard: Sawe Configuration File

ctep 5 o8 [ << Previous ][ Sawve configuration file ][ Impaort without saving ] [ Cancel ]

Saving the file

1.10.4.4. 3. Importing the CSV file

Once you have your configuration file, you can then import the CSV fileinto JIRA.
1. Loginasauser with the'JIRA System Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE ﬂDI‘.ﬂIHISTHATIDP

Link to Administration section

inistration

or create

Mot Draetmrs Ar baslan
Link to Administration section
On the panel on the left, under thetitle 'Import & Export', click 'External System Import.’
The'Import Data' page will be displayed. Select 'Comma-separated values (CSV)'.
The'Import issuesfrom CSV file' page will be displayed.
. Typethelocation of your CSV file and your configuration file, and click the 'Import' button.

The 'Settings page gives you precise control over what will be imported on each import run.

o0 A w

Once the import has begun you will be able to follow the progress of the import, with the screen
refreshing around every 10 seconds. Y ou can change this rate by updating the field at the bottom of
the page. The importer also give you statistics about what objects have been imported and time
elapsed so you can have an idea as approximately how long the import will take. You can also
choose to 'Abort' the import, which will cease importing after the current issue is done.
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Import Data from CSY file

CSY import successfully completed
The imparter has completed successfully withaut any errars.

Statistic Data
Elapsedtime 21.094s
Failures 1]

Jsers imported M
Projects imparted 1
Wersions imported 10
Caompaonents imparted 22
|lssues imported 10

Mew custom fields created G
Import logs

LXTEINALLUSTON 1IR1AVALURES SACHE | CUSTONL1e LALA=<NUl 1>, EEY=CUSTONT1ELlA_FV¥LD ALEL
ID,wvalue=1]

[17:45:35] Custon field not found. Creating a new custom field for
ExternalCustonFieldValueflhdeeSe[custonfieldId=<mill> key=custonfield Rewision,va
1.02 alpha]

[17:45:36] Importing issue number Z : ImportIzsueBean@lblfd2c[Link Host PC
Geszion Timeout needs to be longer.,l,<tall-]

[17:45:37] Importing issue number 3 @ InportIzsueBean@lO7eodd[x+*

dha rfdn_ routing (20) *¥¥ message causes program to terminate.  1,<nullx]
[17:45:37] Importing issue mumber 4 @ InportIzsueBeanflb75hez[Do not send

DEMAND _READ recuest to non-authenticated dewice.,l,<nullx]

[17:45:38] Importing issue nuwber 5 @ InportIzsueBeanfflSh8d[Fob's test,l,<nullx]
[17:45:38] Importing issue numwber & : InportIzsueBeanflafdSfd[Move to Hexidecimal
HNetwork IDs,5,<mulllk]

[17:45:39] Importing issue mumber 7 @ InportIzsueBeanfl5o0l6d[Establish dial-up
access to Neutrino system. ,3,<null>]

[17:45:40] Importing issue number & : ImportIssueBeanBlad0fff[Fix LIHA to support
miltiple Link Host sessions,l,«<nuall>=]

[17:45:40] Importing issue number 9 : InportIssueBeanfBedd??[dba xxx error il

£ >

Import ancther file

Import completed

1.10.4.5. Known I ssues

e The CSV Importer doesn't import all the objects availablein JRA at present. Y ou can find
these limitations at issue JRA-5774.

« Thereisaknown problem that prevents the CSV Importer from being used with JIRA
instances running on JBoss 4.x. Thisis due to a compatibility issue between the JBoss 4.x
commons-collections.jar and the JRA commons-collections.jar. The workaround is to
replace the commons-collections,jar in JBoss 4.x with the more recent JIRA version. Please
see JRA-6473 for further details.

1.11. Moving or Archiving Individual Projects

1.11.1. Moving or Archiving Individual Projects

Over time, your organisation's requirements may change. This can lead to needing to:
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Archive a completed or obsolete project.

Split alarge JIRA instance into several JRA instances, with particular projectsin each.
Restore a single project from a backup file into a JRA instance.

Restore an entire JIRA instance, from a backup into a new empty JIRA instance.

HownhE

1.11.2. Archiving a Project

It is sometimes necessary to archive an old project, while retaining the project's data for future
auditing purposes. There are a number of ways to achieve this:

1.11.2.1. Online ar chiving

Archiving a project online means keeping all of the project's issue data in your live JRA instance.
The advantage of archiving a project online is that you can easily make the project accessible again
if required.

There are two ways to archive a project online:

'Hiding' a project

A 'hidden’ project will still be visible via the 'Administration’ menu, but it will no longer appear in

the 'Browse Projects list, and noone will be able to search, view or modify any of the project's

issues.

1. Create anew permission scheme. Leave al of the permissions empty.

2. Associate the new permission scheme with the project that you wish to hide (see Assigning a
Permission Scheme to a Project).

Making a project 'Read-Only'

If you make a project read-only, the project will be visible via the 'Administration’ menu, and will
appear in the 'Browse Projects’ list. The project's issues will be searchable and viewable, but noone
will be able to modify them.

1. Create anew permission scheme. Grant the 'Browse Project’ to everyone who needsto be able
to search or browse the project, or view itsissues. Leave all of the other permissions empty.

2. Associate the new permission scheme with the project that you wish to hide (see Assigning a
Permission Scheme to a Project).

Accessing an ar chived online proj ect

If you archived a project online, by hiding it or making it read-only, then all of the project's data can
be made accessible very easily. Simply associate the project with a permission scheme where the

appropriate permissions (e.g. 'Edit Issu€, 'Assign Issu€, 'Resolve Issu€, etc) are assigned to the
appropriate people.

1.11.2.2. Offline archiving

Archiving a project offline means creating an XML backup, then deleting the project and al of its
issue data from your live JRA instance. The project will no longer be available via the
'‘Administration’ menu or the 'Browse Projects' list, and its issues will no longer exist in your live
JIRA system.

The disadvantage of offline archiving is that there is no easy way to restore a deleted project to your
live JIRA instance.

If there is a possibility that you will need to restore the project into your live JRA instance at some point in the future, then online
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archiving is recommended. Offline archiving should only be done if you are certain you will never need to restore this project to a
live JIRA instance (i.e. you will only ever restore the data to a non-production instance).

Archiving a project offline

1. Createaglobal XML backup of your entirelive JIRA instance.

2. Import the XML backup into atest JRA instance. Make surethat the test JIRA instance
uses a separ ate database from your live JIRA instance, astheimport will overwrite all
datain the database.

3. Inyour test JRA instance, verify that you can view the issues of the project that you are
archiving.

4. Inyour live JIRA instance, select Projects from the Administration menu, then click the
Delete link to delete the project and all of itsissues.

Accessing an ar chived offline project

1. Import the XML backup into atest JIRA instance. Make surethat thetest JIRA instance
uses a separ ate database from your live JIRA instance, astheimport will overwrite all
datain the database.

Restoring a deleted proj ect

If you wish to restore a project from a backup file, please refer to the instructions in the Restoring
a Project from Backup documentation.

1.11.3. Splitting a JIRA instance

Occasiondly an organisation may need to split its existing JRA instance into two separate
instances. For example, there might be a requirement to have some particular projects in one
JRA instance, and other projectsin a second instance.

This requires two separate server licenses.

To split aJIRA instance,

1. Backup your database, using your database backup procedures, and verify the backup.

2. Backup your attachments directory and verify the backup.

3. Install JRA onyour new server. NOTE:

* TheJIRA version number on your new server must be the same as (or higher than) the
version number on your existing server.

» TheJIRA edition on your new server must be the same as (or higher than) the edition on
your existing server. E.g. If your existing server is running JJRA Professional edition, the
new server must be running either JJRA Professional or JIRA Enterprise edition (not
JRA Standard edition).

* Do not connect two JIRA instances to the same external database instance.

Create an XML file from your existing JRA server, as described in Backing up data.

Import the XML file into your new server, as described in Restoring data.

Copy the attachments directory from your existing server to your new server, and configure

your new server to use its own directory (for details please see Enabling File Attachments).

. At this point you should have two JRA instances with the same users, projects, issues and
attachments. Login to both instances and perform some random searches to verify that the
dataisidentical in both instances.

8. Delete the non-required projects from each JIRA instance.

o0k

\l
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1.12. Integrating with Sour ce Control

1.12.1. Integrating JIRA with CVSand ViewCVS

JRA's CVS integration shows the related CVS commit information for an issue. When a CVS
commit message mentions an issue, JIRA picks this up and displays the commit log in atab in the
mentioned issue.

JRA's CVSintegration features include:

Ability to interact with a CV S server log directly vialocal access, pserver or external (ssh)
protocols, or to parse a CV S log file generated by an external process.

Access to the version control information in JJRA can be easily controlled using flexible
permissions. If you are running a public instance of JJRA, and do not want the rest of the world
to see the version control information, JIRA can be configured to restrict access to that
information to the chosen users.

ViewCV S or FishEye are supported out-of-the-box; and Subversion is available as a plugin
(drop-in extensionsto JIRA).

If CVSintegration is configured, the files and revisionsin JIRA are linked to the relevant pages.
E.qg. the following screenshot shows a JIRA project:

All Comments Work Log Change History Sort Crder: i

John Smith committed 12 files to JIRA CVS' [22/Febi0z 12:66 F )

- Fixed JRA-13

- Going to the Issue Mavigator or Create Issue page with no projects results ina message, and a link to directly add a
project {if an administratar).

- All pages will automatically selectthe project now ifthere is only one project defined - smart UII

DEL wehiincludesipanelsiAttic/selectedproject jsp Fev. 1.3 (40 -0lines)
wehiincludesipanelsiAtticinavigator _filterform.jsp Rev. 1.18 (427 -1 lines)

DEL srofcomfatlassiandiraiwebitagsidtticySelectedProjectTag.java Fev. 1.2 (40 -0lines)
srofcomfatlassiandiraiweblactionfissue/ttticilssueMavigator java  Rev. 1.1 {419 -12 lines)
srofcomfatlagsiandirabwebfactionfissueittticiCreatelssue. java Rev. 111 (42 -2 lines)

ADD wehiincludesficonsiAttic/priority.jsp Rev. 1.1 {40 -0 lines)
ADD wehiincludesiiconsitticistatus jsp Rev. 1.1 (+0-0lines)

The Version Control tab

Because ViewCV Sis configured, JIRA has turned the displayed commit information into
ViewCV S links. Clicking the name of the file will take the user to the ViewCV S file summary
page. Clicking the revision will take the user to the page that shows the contents of thefile asit
was at that revision. Clicking the 'diff' summary will show the ViewCV S 'diff' page between the
shown revision of the file and its previous revision.

Each project in JRA can be associated with a CVS module. In JJRA Standard, a project can be
associated with only one module. In JIRA Professional and Enterprise editions, a project can
have multiple modules.

There are 3 steps to configure CV Sintegration in JIRA:

1. CreateaCVS module
2. Associate project(s) with CVS module(s)
3. Grant permission to view CVS information

1.12.1.1. How JIRA's CVSintegration works
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JRA retrieves the CVS commit information for an issue by parsing the output of the ‘cvsrlog' (or
cvs log) command of each associated CV'S module and scanning it for the issue's key. If an issue
key isfound in the commit message, the commit message is displayed on the Version Control tab
for the issue.

If you have alowed JIRA to automatically synchronise with the CVS repository, JRA will
periodically run the ‘cvs rlog' command for the module and store the results in afile which path is
specified by the modul€e's Log File Path attribute. The fileis then parsed for commit information.

Even if you are using local repository access JIRA will obtain the CV'S log for the module and then parse it. JRA does not access
the CV S repository directly.

If you have chosen to update the log manually, JRA will only periodically parse the CVS log
specified by the modul€e's Log File Path attribute.

As JRA parses the module's CVS log and keeps relevant commits in memory, the required
memory for JRA isrelative to the size of the CVS module.

Please note;

e Currently, JIRA isableto retrieve CVSlog data vialocal access, pserver protocol or ssh (ext
method). If your CV Sis not reachable by these methods you can disable automatic log
retrieval (see below).

« If youwould like JIRA to automatically keep synchronised with your CV S repository, the
communication between JIRA and the CV S server might be fairly bandwidth intensive as
JRA will periodically retrieve the CVS modul€e's log data from the CV S repository. If thisis
causing problems, consider adjusting the frequency (see below) or disabling CVSlog
retrieval.

« JRA loads and parses the output of the ‘cvslog' command for each CVS module and keeps
'relevant’ commits in memory. Therefore JIRA's memory requirements depend on the number
of relevant commits found in the CVS module. Relevant commits are CV'S commits which
have at least one potential JIRA key in their commit messages.

e Only commit messages which contain a possible JIRA issue key are linked to an issue.

« JRA's'System encoding' is used when parsing the CV S logs, so it heeds to match that of the
CVSlog. The system encoding can be seen at Admin -> System -> System Info. See also
how to set the system encoding.

1.12.1.2. Creating CVSModulesin JIRA

A CVS'modul€ refersto atop-level directory in a CV S repository. To create a CV S module:

1. Create or decide which existing directory will be used to store CVS modul€e'slog data (The
file with the output of the 'cvslog' command). JJRA must have read and write access to the
directory. The write access is required even if you choose to update the CV S log manually as
JRA needsto use this directory to create alock file in order to synchronise access to the
CVS modul€e'slog.

Log in asauser with the'JIRA System Administrators global permission.

Bring up the administration page by clicking either the'Administration' link on the top bar
or thetitle of the Administration box on the dashboard:

ISSUE ﬂDMIHISTHATIDP

wn
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Link to Administration section

Proje Viewiad or create

nai_a . !:lﬁr\-'l:.-\.rﬁ A !ﬁﬁr\-lﬂl
Link to Administration section

4. Onthe panel on the left, expand the sub-menu titled ‘Global Settings'if it isnot open aready.
Click onthelink labelled 'CVS Modules. This should bring up the 'CVS M odules page.
5. Click onthe'Add new CVS modul€ link on this page.

6. Thiswill bri ng up the'Add CVS M odul€e' page.

Add CVS Module
LIse this pade to add a new CWE module.
Once the madule is created, it can be associated with one or mare projects.

Hote: If vour module is fairly large, this operation might take some time.

*
Natrne: |
The name of this cus module within JIRA.

Description: |

CVS Module Details

£
CVS Root |
CW5 Root string that is used to retriewe the module's CW5S log
JIRA supports peenier, ext gsh) and local repositorny access methods.

£
Wociie |
Matme, The name of the module as it iz called in the CWS repositany,

* Log Retrieval o Atarmatically retrieve the CWS log " lwould like to update the log myself

: Log File Path: |
The full path to a file for storing WS logs, &g, CADOCUME~NSam\LOCALS~ 1T empievs-moduled.log.
The log file will be
periodically updated by JIRA ar by an extarnal process, depending on your choice abowe.

"CVS Timeout [BO0

The number of seconds a WS operation (e.q. rlog) takes to timeout. Default - 600 seconds

Fassword: |

The pasaword used to authenticate against a CWS repositony.
Mandatany if you wwant JIRA to retrieve the CW5 log.

ViewCvs Details

Base LRL: |
The base URL of the WiewCWs site for this module.

Root

Farameter: The wvalue of 'root parameter WiewWs uses for this module.
Leawe this fiald blank if WiewCWs is set up with a single CWS root.

add | cancel |

Adding aCVS module
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Fill in asfollows;

1.

2.
3.

For Name put a short descriptive name, possibly just the name of the CVS module as it
appearsin your CVSrepository.

(Optional) For Description put a short phrase that describes this CVS module.

Specify CVS Root that will be used to retrieve the CVS modul€e's log or was used to
retrieve the log. The CV S Root is heeded while parsing the log dataso it is required even
if you choose to retrieve CV Slog manually. Please provide 'full' CVS Root details. For
example:

» /some/local/path (for local repository access)

e pserver:username@hostname:port/some/path (for pserver access)

» ext:username@hostname:/some/path (for ssh access)

If JIRA finds trouble understanding your local CVS Root (e.g. on Windows systems)
please prefix the path with :local:. For example, :local:d:\some\path.

For M odule Name specify the name of the module asit is called in the CV S repository.
Thiswill usually be the top-level directory (eg. mypr oj ect ), but can also include
subdirectories (nypr oj ect / subpr oj ect/ src/ j ava) - basicaly anything that can
beparsedtoacvs checkout command.

Thisinformation is required to retrieve the CVSlog as well asto parseit, so you will
need to provide the module's CV'S name even if you choose to retrieve the CVSlog
manually.

For Log Retrieval choose whether you would like JIRA to automatically synchonise with
the CV Srepository. If you choose 'Automatically retrievethe CVSlog, JRA will
periodically retrieve the CVS log for the module automatically and then parseit for
commit information. If you choose'l would like to update the log myself’, JRA will not
retrieve the log, but will periodically just parseit. If you choose this option you will need
to update the CV S log by other means (e.g. manually or using a scheduled script) to keep
the CVSinformation in JIRA current.

For Log File Path specify the full path to the file that will contain the CVSlog data. This
file should be located in a directory mentioned in step 1. If you would like JIRA to
periodically update the contents of the log this file does not need to exist at the moment,
as JIRA will automatically createit. If you choose to manually update the file please
ensure that the log file already exists at the specified path and is readable by JIRA.

For CVS Timeout, specify how many seconds it takes the CV'S operation (e.g. rlog) to
timeout

The Passwor d needs to be provided only if you let JIRA automatically retrieve the
module's CV S log. Please specify the password that is needed to retrieve the log using the
method specified in the CVS Root. If no password is required, leave the field empty.
(Optional) For Base URL inthe 'ViewCV S Details' section of the page, enter the fully
qualified URL (i.e. include 'http://* or 'https://' at the beginning) to the ViewCV S site of
the CVS module. The URL needs to point to the root of the module on the ViewCV S site.

If you are integrating with FishEye you do not need to perform any special steps. FishEye can resolve al the URLsthat ViewCV'S
expects. Y ou just need to enter the fully qualified URL to your FishEye installation and the specific repository you wish to view.
Thisisthe same URL you would get if you were to browse to the project within FishEye.

10. (Optional) For Root Parameter in the 'ViewCV S Details section of the page, enter the

name of the Project Root that is used in ViewCV S to navigate the CVS module. This
parameter is required only if ViewCV S has been set up to work with multiple CVS
modules, and this module is not the default module on the ViewCV S server. The value
that should be placed in thisfield is the same as the value of the 'root' URL parameter that
appears on every ViewCVS URL (e.g. when viewing afile). If the URL that appearsin
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your browser when viewing afile from this CVS module on ViewCV S does not have the
'root’ parameter, leave thisfield blank.
7. Click the'Add' button.
8. Thisshould bring you back to the 'CVS M odules page, where you should see the new CVS
module listed. Y ou can edit and delete this module here.

If JRA has trouble understanding your local CV'S Root (e.g. on Windows systems) please prefix the path with :local:. For example,
:local:d:\some\path

1.12.1.3. Associating Project(s) with CVS M odules
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
the title of the Administration box on the dashboard:

ISSUE ﬂDI‘.ﬂIHISTHATIDP

Link to Administration section

inistration

or create

Mot Draetmrs Ar baslan
Link to Administration section

3. Intheleft-hand navigation panel, click the 'Projects' link.

4. Thiswill bring up the 'Projects page. It lists all the existing projects. Select a project that you
would like to associate with the CVS module.

5. Theproject's summary page sill be displayed. Next to 'CVS Modules click the 'Celect Modul€e
link. Thiswill display the 'Select Version Control Modules' page, where you can associate the
project with a CV'S module (or with multiple CVS modules, in JRA Professional and Enterprise
editions).

6. Select the appropriate module(s), and click the 'Select’ button.

1.12.1.4. Configuring Permissions

The 'View Version Control' permission needs to be given to users/groups/roles that should be
allowed to see CVS commit information. Note: by default this permission is given to the
'Jira-developers group. Please read the Project Permissions section, and follow the instructions given
there to assign the 'View Version Control' permission.

1.12.1.5. Disabling Automatic CVS Log Retrieval

To disable automatic CVSlog retrieval for a CVS module please choose the 'l would like to update
the log myself' option for the modul€e's'L og Retrieval' attribute.

If you have disabled automatic CVS log retrieval for the CVS module, JRA will only parse the
CVSlog periodically. Therefore, for the new commit information to appear in JIRA, the log needs to
be updated by other means. This can either be done manually, or a scheduled CV S update script can
be used.
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Before updating the module's CVS log, please check for the existence of a lock file with name 'cvslog.writelock' in the same
directory asthe CVSlogfile. If thelock file exists, please wait until it is removed before updating the log.

When updating the CV S log for amodule, please create alock file with the name cvslog.write.lock in the same directory asthe CVS
log file to ensure that JIRA does not start parsing the log while it is still being updated. Please do not forget to remove the lock file
after the update has finished.

1.12.1.6. Adjusting the Frequency of Module Updates

To minimise the network traffic between JRA and the CVS server, JIRA updates and re-parses
the commit information of the associated CV S modules only once during the specified period of
time. By default, this period of timeis 1 hour, but it can be adjusted if required.

When the first CVS module is created in JRA, a background service is automatically started.
The service is caled 'VCS Update Service. To change the frequency of the module updates,
follow these steps:

1. Loginasauser with the'JIRA System Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or thetitle of the Administration box on the dashboard:

ISSUE QDMINISTHATIDF

Link to Administration section

inistration

or create

Mot Drrtars o loamben

Link to Administration section

3. Open the'System' tab of the left-hand menu, if it is not already open.

4. Select 'Services from the 'System' tab. A page showing all the configured services will
appear. If at least one CV S module has been configured, the 'VCS Update Service' should be
present in the list.

5. Click the 'Edit’ link in the right-most column of the 'VCS Update Service'. Thiswill display
a page where you can set the delay for the service.

6. Change the value asrequired. Remember that the delay is specified in minutes.

7. Click the'Update' button to make the changes take effect.

Please keep in mind:

« The CVS modules are updated one after another every specified period of time. That is, itis
not possible to specify a different update delay for each configured CVS module.

» If you are using automatic log retrieval for your CVS modules and you set the delay to avery
low value, the bandwidth consumption between JIRA and the CV S server might be very
high.

« If thedelay is set to avery large value, the 'new' cvs commit messages will not appear in
JRA for sometime.

1.12.1.7. CVS Aliases

JRA does not currently support CVS aliases. If you have a CVS dlias that references more than
one module, please create each CVS module in JRA and then associate each module with the
relevant JIRA project(s) (assuming you are using JRA Professional or Enterprise edition, as
Standard edition only supports one CV S module per project). The feature request for adding CVS
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alias module support to JRA is JRA-4586. Please vote for the issue to increase its popularity. Please
refer to this document, which describes the way Atlassian implements new features and
improvements.

1.12.2. Subversion integration

JRA's Subversion integration lets one see Subversion commit information relevant to each issue.
Subversion integration isimplemented as a plugin (drop-in extension) to JIRA.

All Comments Change History P4 Changes Q
Revision Date User Message
#11 FriMov 12 Mike Big, very exciting commit for TEST-2!

17:30:39 Files Changed

EST 2004

ADD frunk/maoved.td (from Arunk/copieddocument.bd #10)
pDEL trunk/copieddocument.bd

ADD frunkMewFile java

peL trunkimydocument. b

Revision Date User Message
#10 Thu Moy Mike Fixed TEST-3
11 )
18-12-59 Files Changed
EST 2004 mooiFy trunkimydocument.bd

Subversion tab screenshot
Commits will appear in thistab if the commit log mentions the issue key (‘'TEST-3' above).

For more information, see the Subversion plugin page online.

1.12.3. Perforceintegration

The Perforce Plugin for JIRA is now deprecated, as it has been superseded by the FishEye plugin for JIRA. Please ensure that you read
the the Perforce plugin page for further information, including details on support and our recommended FishEye solution.

JRA's Perforce integration lets you see Perforce commit information relevant to each issue:
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School <A Return to
*» no create function search
Created: Today 09:01 AM Updated: Teday 03:13 PM

Affects Version/s: MNone

Fix Version/s: Mane

Perforce Job: FPerforce job exists - view details.

All Comments Change History

Perforce Job: SCH-19
This shows all of the change lists associated with this issue's Perforce job (SCH-19).

Change Date User Description
9 2004/08/30 Mike my new changelist

15:06:09 Files Changed

"pending’ eCiT ifdepotimyfolder/new-subfolder/still not exciting.bd #1
Change Date User Description
8 2004/09/20 Mike lots of modifications like adds and deletes

14:21:26 Files Changed

EOiT fdepotimydocument.bd #4

peL HdepotimyfolderfAnotherDoc java #6
ADD [fdepotmyfolder’new-subfolder/still not exciting.bd #1
ADD [depotmyfolder/not exciting.td #1

Change Date User Description
Fi 2004108730 Mike nat exciting
14:17:36 Files Changed

eniT fdepotimyfolderidnotherDocjava #5
Viewing an issue with its associated Perforce job and linked changelists.

This includes two-way integration with Perforce Jobs, for example creating a job when an issue
is created:

Create Issue
Step 2 of 2: Enter the details ofthe issue...
Project: School
Issue Type: [e] Bug
* Summary:
Perforce Job: [[] Create Perforce job
Priofity. | Major

Affects Version/s: | Unknown -
Issue create screen showing optional creation of P4 job

and searching for JIRA issues with associated perforce jobs:
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LIpdated In

. Anytime w
Frevious: vt

Custom Fields

Ferforce Job” |ssues | without | | Perforce jobs

I with or without
9 N IEW with

Issue navigator interface to query by perforce job.
Perforce integration is implemented as a plugin (drop-in extension) to JRA, which is licensed

separately to JRA.
1.12.4. Clear Case integration

Although not developed or supported by Atlassian, thereisa JRA ClearCase plugin available which
you may find useful. It shows ClearCase checkins associated with JIRA issues:

Issue Details [ML]
Key: CCis-1

ClearCase Integration Service

*» This is a test oc ClearCase changeset linking
Type: [e] Bug Created: 07/Feb/05 04:00 PM  Updated: 07/Feb/05 04:00 PM

Status: 5 Open

Component/s: Mone
Priority: % Major Affects Version/s:  None
Assignee: Fix Version/s: Mone
Reporter:
Votes: 0 puizay
Weatiher= 0 ) All Comments Change History
Available Workflow Actions Commited by [02/07/2005 06:09:55 PM]

fixes for CCIS-1 and CCI5-2
jiraVOBYile 3. ptE@@imaini2

O Start Progress

LISCSOIVE IS jiraVOBifile2 t@@\mainid
OClose Issue jiraVOBYile1 ta@@\main'2
Operations
Commited by [01/22/2005 D2:07:41 PM]
CIASSHE BES dssue added another file for CCIS-1
LEATIRENE TN o RUS &=Site jiraVOBYfile2 b@@\main\d

O Attach screenshot to this issue

O Clone this issue
ClearCase checkins associated with an issue

This can be combined with the Commit Acceptance Plugin to get further towards the level of
integration ClearQuest offers.

1.12.5. FishEye integration

JRA's FishEye integration alows you to browse your source-control repository from inside JRA,
provided you are using Atlassian FishEye with your source-control repository. FishEye integration is
implemented as a plugin (drop-in extension) to JRA.
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FishEye integration will alow you to:

e View an Issue's FishEye Changesets
e Browse aProject's FishEye Changesets

For more information, see the FishEye plugin page.

1.13. Configuration Options & Settings

1.13.1. Configuring JIRA

JRA has a number of configuration options that alow the system to be customised for use
within your organisation.

To manage your JIRA configuration:

1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the'Administration' link on the top bar
or thetitle of the Administration box on the dashboard:

ISSUE ﬂDMIHISTHATIDP

Link to Administration section

Tasks: Administration
Proje =% ar create

Mt Drmtmrs mr bFosemlen

Link to Administration section

3. Onthe panel on the left, under the title 'Global Settings, click on the link labelled ‘General
Configuration'.

4. Thefollowing screen will be displayed. Click 'Edit Configuration' to edit the three sections as
described below.
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Settings

Title

Mode

CAPTCHA on signup
Base URL

Email from

Introduction

Internationalisation
Character encoding
Indexing language
Installed languages

Default language

Options
Allow users to vote on issues
Allow users to watch issues
Allow unassigned issues
External user management
External password management
Logout confirmation
Use gzip compression
Accept remote APl calls
User email visibility
Comment visibility

Exclude email header
"Precedence: bulk”

Issue Picker Auto-complete

User Picker Auto-complete

Attachment Viewing Security Options

Aflassian JIRA Extranet - Special Projects
Public

OFF

hitps:/extranet.atlassian.comljira
S{fullname} (JIRA)

This instance of JIRA is for special projects which in some cases require customized
workflow. Placing those projects here will avoid polluting the primary instances with
custom workflow entries.

This instance is running under Crowd. Your login is the same as the mail login you were
given during the migration (or when you joined if you're newer). Contact Steve Smith if you
have any problems.

@

UTF-3

english

Chinese (China)
Chinese (Taiwan)
Czech (Czech Republic)
Canish (Denmark)
Dutch (Belgium)
English (UK)

French (France)
German (Germany)
German (Switzerland)
Hungarian (Hungary)
Italian (taly)
Japanese (Japan)
Morwegian (Morway)
Polish (Poland)
Portuguese (Brazil)
Russian (Russia)
Slovak (Slovakia)
Spanish (Spain)
Turkish (Turkey)

English (United States)

ON
ON
ON
ON
OFF
Never
OFF
ON
Public
Groups & Project Roles
OFF

ON
OFF
Force download of high-risk attachments (IE-only Workaround)

Edit Configuration

Screenshot of JIRA configuration settings and options

1.13.1.1. Settings

Setting Description

Title This is the title that will be displayed on the JIRA
login page and the dashboard. It helps identify
your installation and its purpose. (Note: also see
logo, which is displayed on every JIRA page.)
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Mode

CAPTCHA on signup

Base URL

Email From Header

Introduction

1.13.1.2. Inter nationalisation
Setting

Character encoding

Indexing language

Installed languages

JIRA Administrator's Guide

JRA can operate in two modes:

Public

Private

Default: Public

If you are running JRA in Public mode (see above),
it is strongly recommended that you enable Captcha.
Default: ON

Thisisthe base URL of this JIRA installation.

It is used in outgoing email notifications to construct
valid linksto JIRA issues.

Specifies the From: header format in notification
emails. Default is of the form "John Doe (JIRA)
<jira@company.com>". Available variables are
${fullname’}, ${email} and ${email.hostname'}.

A short introduction message displayed on the
dashboard. (Note: also see the announcement banner,
which is displayed on every JIRA page.)

It is possible to include HTML, but ensure all tags are
correctly closed and that the HTML iswell formed.

Description

The character encoding for input and viewing of
infformation within JIRA. For most western
languages, the default ("UTF-8") is suitable.

If you change this sefting, ensure that you also
change your database's encoding.

View alist of supported encodings. However, please
use the JIANA preferred MIME name (such as
'is0-8859-1' instead of '1S08859 1') to ensure XML
backups have the correct encoding string.

JRA uses Lucene, a high-performance text search
engine library, in full-text searches over the
information stored in JIRA.

This option should be set to the language in which
information is entered into JRA. It is necessary to
re-index JIRA if thisvalue is changed.

This section lists all language packs available
within the JIRA system. (Note: to install

Anyone can
issues (within
permissions).

Useful for inte
you do not wa
disabled; only
users.
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Default language

1.13.1.3. Options
Setting

Allow users to vote on issues

Allow users to watch issues

Allow unassigned issues

External user management

External password management

additional languages, see Internationalisation.)

This is the language used throughout the JIRA
interface (as selected from the list displayed in
Installed L anguages above).

Users override this language by using the Language
setting in their user profile.

Description

Controls whether voting is enabled in JIRA. Voting
allows users to indicate a preference for issues they
would like to be completed or resolved. See aso the
‘View Voters and Watchers permission.

Default: ON

Controls whether watching is enabled in JIRA. Users
can 'watch' issues which they are interested in. Users
watching an issue will be notified of all changes to it.
See also the 'View Voters and Watchers' and ‘Manage
Watcher List' permissions.

Default: ON

When turned ON, JRA will dalow issues to be
unassigned or assigned to 'no-one'.

When turned OFF, issues must always be assigned to
someone - by default, the assignee will be the
Project Lead as defined for each project.

Default: OFF

When turned ON, JIRA will assume that you are
managing users from outside JRA (e.g. using
Crowd). This means that you will no longer be able
to create, edit or delete users/groups from within
JRA (or viaemail or import); but you can still assign
users/groups to project roles, and create/edit/delete
user properties.

Additionally, JRA will not display options for users
to change their password, or edit their profile.

Note: JRA's LDAP integration is currently limited to
externa password management, so this option should
be left OFF when using LDAP.

Default; OFF

When turned ON, JIRA will assume that you are
managing passwords from outside JRA. JRA will
not display options for users to change their
password, or display the 'Forgot Password' link on
the login screen.

Note: With the default osuser LDAP provider, this
option should be turned ON, as accounts are not yet
stored in LDAP and this option only hides the
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password features within JIRA.
Default: OFF

Logout confirmation Controls whether to obtain user's confirmation when
logging out.

cookie means prompt for confirmation if the user was
automatically logged in (viaacookie).

Default: NEVER

Use GZip compression Controls whether to compress the web pages that
JRA sends to the browser. It is recommended that
this be turned ON, unless you are using mod_proxy.

Default: OFF

Allow remote API access Controls whether to allow remote client access (via
XML-RPC or SOAP) to this JRA instalation for
authenticated users.

Default: OFF

User email visibility Controls how user email addresses are displayed in
the user profile page.

PUBL | C — email addresses are visible to all.

HIDDEN — email addresses are hidden from al
users.

MASKED — the email address is masked (e.g.
'user@example.com' is displayed as 'user at example
dot com).

LOGGED IN USERS ONLY — only users logged
into JRA can view the email addresses

Default: PUBLIC

Comment visibility Determines what will be contained in the list that is
presented to users when specifying comment
visibility and worklog visibility.

Groups & Project Roles — the list will contain
groups and project roles.

Project Roles only — the list will only contain
project roles.

Default: Project Roles only

Exclude email header 'Precedence: bulk Controls whether to prevent the Precedence: Bulk
header on JIRA notification emails. This option
should only be enabled when notifications go to a
mailing list which rejects 'bulk’ emails. In normal
circumstances, this header prevents auto-replies (and
hence potential mail loops).

Default: OFF

Issue Picker Auto-complete Provides auto-completion of issue keys in the 'Issue
Picker' popup screen. Turn OFF if your users
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browsers are incompatible with AJAX.

Default: ON

User Picker Auto-complete Provides auto-completion of user names in the 'User
Picker' popup screen. Turn OFF if you have a very
large number of users, or if your users browsers are
incompatible with AJAX.

Note: If 'User email visibility' (see above) is set to
HIDDEN, the users email addresses will not be
searched or shown in the auto-complete results.

Default: ON if you have less than 5,000 users (or
OFF if you have more than 5,000 users).

Attachment Viewing Security Options Changes default browser action for attachments in
JRA. Options are;

»  Force download of all attachments (Secure) —
force the download of al attachments. Thisisthe
most secure option, but isless convenient for
Users.

»  Force download of high-risk attachments
(IE-only Workaround) — force the download of
attachmentsin | E that the |E would mistakenly
detect asan HTML file. Declared HTML
attachments are also never displayed inline.

« Allow inline display of attachments (Insecure)
— allows all attachments to be displayed inline.
Only select this option if you fully understand
the security risks. See JRA Security Advisory
2008-08-26 for further details.

Default: Force download of high-risk attachments
(IE-only Workaround)

1.13.1.4. Advanced properties

There are a handful of other properties (usually storing defaults of little interest to most JIRA users)
in the WEB-I NF/classed/jir a-application.propertiesfile, which you may want to edit.

1.13.2. Configuring I'ssue Linking

Issue Linking allows you to create an association between issues. For instance, an issue may
duplicate another, or its resolution may depend on another's.

There are two steps involved in configuring 'Issue Linking'. The first step is configuring JRA to
allow issue links. This is a globa setting. The second step is to the create the issue link types
required. These are also global.

1.13.2.1. Step 1: Turning on Issue Linking.
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:
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Link to Administration section

3. Onthe panel on the left, under the title "Global Settings’, click on the link labelled "Issue
Linking".

4. Youwill be shown a status page stating whether linking is enabled. If it isnot, click the
"Activate”" button.

5. You will be shown the status page again, this time stating that Issue Linking is enabled.

1.13.2.2. Step 2: Creating Issue Link Types.
1. Onthelssue Linking page there will now be aform titled "Add New Link Type".

Add New Link Type
Add a neww link type.

Mame: |Duplicate
(eq "Duplicate')

Qutward Link Description: |dyalicates
(2q "duplicates")

Irwvard Link Description: lis duplicated b},i
(eq"iz duplicated by")

Ad

Form for adding a new link type
2. Tocreate anew link type, say Duplicate, proceed as follows:
* enter "Duplicate” in the "Name" text field
» enter "duplicates’ in the "Outward Link Description” text field
» enter "isduplicated by" in the "Inward Link Description” text field
3. Click the add button.

This returns to the link type management page, with a new section listing the "Duplicate"
issue linking type. Here you can edit or delete the relationship, as required.

Mame Outward Desc. Inward Desc.

Duplicate duplicates is duplicated by dit | Del
List of declared link types

1.13.2.3. Step 3: Linking Issues.
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1. Tolink an issue to another issue, click on thelink 'Link this Issue to Another Issue' on the 'View'
| ssue page.

Operations

O Comment an this issue.
O Delete this issue
O Edit this jssue

ﬁLink this issue to annt@

O Mowve this 1ssue 1o another
project

OVoting:
You have notvoted far this issue.
Yote for it ifvou wish itto be fixed.

OWatching:

You are notwatching this issue.

Watch it 1o be notified of changes.
Link Issue

2. Thiswill bring up the 'Link Issue' form.

Link Issue

Using this form you can link this issue to another issue.

This issue: |duplicate5 |
Select the link description.
lssue: ITST-Z {selectissue]

Enter the key(s) of the issua(s) you want to link to.

Comment: (an optional comment describing this update)

Update comment:

Comment Viewahle

By: All Users =

Link I Cancel |

Link Issue

3. Sdect thelink type and enter the key of the issue that you want to link to. It is also possible to
link to multiple issues.

Y ou can optionally add a comment.
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Click onthe"Link" button.

4. you will seetheissue page again, with a new section listing the issues that are linked to this

issue
Issue Links: Duplicate
Manage links
This issue duplicates %
?;&HM%S Mew Report: Woted lssues 1) t)
Lyt Unscheduled Issues Report i t)

List of linked issues

1.13.3. Enabling and Configuring Sub-tasks

Sub-task issues are generally used to split up a parent issue into a number of tasks which can be
assigned and tracked separately.

Sub-tasks have all the same fields as standard issues, although note that their 'issue type' must be
one of the sub-task issue types (see below) rather than one of the standard issue types.

Once you have enabled sub-tasks and defined at least one sub-task issue type, users will be able
to:

e create sub-tasks.
« convert issues to sub-tasks (and vice versa).

Sub-tasks are only supported in the Professional and Enterprise editions of JIRA.

1.13.3.1. Enabling sub-tasks

Sub-tasks are disabled by default. To enable sub-tasks:
1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration' link on the top bar
or the title of the Administration box on the dashboard:

ISSUE QDMINISTHATIDP
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Link to Administration section

3. Locatethe 'Globa Settings sub-menu on the left hand side of the screen, and choose
Sub-Tasks from the list.

4. The'Sub-Tasks administration screen will be displayed. Click the 'Enable’ link.

5. The page will reload and inform you that the sub-tasks are now enabled. A default sub-task
issue type has also been automatically created. Y ou can edit it by selecting the Edit link in the
Operations column.
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1.13.3.2. Defining sub-task issue types

Sub-tasks must be assigned one of the sub-task issue types, which are different to standard issue
types. Please note that you must define at least one sub-task issue type before users can create
sub-tasks.

Sub-task issue types can be customised on the 'Sub-Tasks administration screen (which is described
above). The 'Sub-Tasks administration screen allows you to create, delete, edit, translate and choose
icons for your sub-task issue types. For details, please see 'Defining Issue Types.

1.13.3.3. Configuring sub-tasks and wor kflow

It is possible to restrict the progression of an issue through workflow depending on the state of the
issue's sub-tasks. For example, you might need to restrict an issue from being resolved until all of its
sub-tasks are resolved. To achieve this, you would create a custom workflow and use the Sub-Task
Blocking Condition on the workflow transitions that are to be restricted by the sub-tasks state.

1.13.3.4. Configuring sub-task fields

You can choose which subtask fields are displayed in the 'Sub-Tasks section of an issue (see
Working with sub-tasks):

« theparent's'View Issue' screen.
e the sub-task 'Quick Create' form.

Thisis done viathe jira-application.properties file.

1.13.3.5. Disabling sub-tasks

Sub-tasks are disabled from the sub-task administration screen. To disable sub-tasks please follow
the following steps:

1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE ﬂDI‘.ﬂIHISTHATIDP
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Link to Administration section
3. Open the Global Settings sub-menu on the left hand side if it is not open already, and choose
Sub-Tasks from the list.
4. After the Sub-Tasks administration screen loads please click the "Disable" link. The page should
reload and inform you that the sub-tasks are now disabled.

Sub-tasks cannot be disabled if one or more sub-tasks exist in the system. Y ou will need to remove the existing sub-tasks (or convert them
to standard issues) before disabling this feature.
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1.13.4. Trackback linking

Trackback linking is a means by which a page can tell another page that it has been linked to.
(To learn more about how trackback works, please have alook at the Trackback specification).

For instance, say that a user writesa URL in a JJRA comment:

Comment by |eff Turner [07/0ctio4 07:20 Pr] Delete [ Bermlink ]

Greg,

Dowou know if the ALLOW DEFALULTS ON option is set by defaultin Sybase? If not, we'll need to fixitin JIRA's
persistence engine, or at least document it.

By the way, I've raised an issue with the makers of the persistence engine JIRA uses:

http:ffjira.undersunconsulting. com/browse/0FBIZ-43

Comment containing URL to trackback-enabled site

If the URL is to a trackback-enabled web application like a weblog, Confluence page or another
JRA site, the linked-to page will be told that it was linked to, and can automatically create a link
back to the linker:

Original Time Unknown Estimated Time Unknown Total Time Unknown
— | Estimated: Remaining: Spent:

Environment: Ofhiz2.1.1

External *Ffl [[R4-4815] Errors upqgrading from 2.6.1 to 3.0 Enterprise Beta

References:

Linked-to page linking back to the linker

When linking to a JRA instance, make sure its base URL is correct. (To check a JRA instance's '‘Base URL', go to 'General
Configuration' under 'Global Settings' in the 'Administration' menu.)

1.13.4.1. Configuring trackbacks

In JRA, you can configure whether to:

« display linksto external pages that link to your pages (accept incoming trackback pings)
« notify external pages that they have been linked to (send outgoing pings)

The default configuration is to display incoming links, but not notify external pages.

To configure trackbacks:
1. Loginasauser with the'JIRA System Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration' link on the top bar
or the title of the Administration box on the dashboard:

ISSUE QDMINISTHATIDP
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Under the 'Global Settings sub-menu in the left-hand navigation column, click the 'Trackbacks
link. Thiswill display the 'Trackback Settings page:

rojects Trackback Settings
roject Categaries
Trackback is a system for notifwing websites that a page has been linked to. For details, see the

Jsers & Groups specification.
JIR& supports sending and receiving of trackback pings.

ilobal Settings

# Incoming: If another trackback-enabled site (such as a weblog, wiki or Confluence) links to a

sttachments
JIRA issue, JIRA will be informed of this link, and automatically link back to the referrer.

WS Modules
W, ® Outgoing: If a URLto an external trackback-enabled site is made from text entered in JIRA, that
w external site can be notified of the mention.
slobal Permissions
ssue Linking ® URL Patterns to Exclude: A list of Perl style regular expressions when if matched, excludes
ook and Feel the matching URLs from receiving trackbacks from this installation.
vail Servers
Sub-Tasks Far more information, click the help link.
lime Tracking . .
Frackbacks Accept Incoming trackback pings ON
Workflows Send Outgoing pings OFF
URL Patterns to Exclude
schemes
ssue Fields Edit Configuration

Default trackback configuration
Click the 'Edit Configuration' link.
In the '‘Accept | ncoming Trackback Pings field, select 'ON' to enable trackbacks.
In the 'Send Outgoing Trackback Pings field, either:
» select 'On for all issues to always notify external sites that they have been linked to.
» select 'On for publicissuesonly' to only notify external sites that they have been linked to if
theissueis publicly visible.
» select 'Off' to never notify external sitesthat they have been linked to.
(Optional)Inthe'URL Patternsto Exclude field, specify the URLs of any sites which you
aways want to exclude from being notified that they have been linked to. Use regular
expressions (one per line), e.q.:
. *server. domai n.com *
. *server 2. domai n. com *
. *domai n2. com *
Click the 'Update' button.

1.13.4.2. Temporarily disabling trackbacks

Trackback pings can be disabled (eg. during a data import) by setting the
jira.trackback.senddisabled=true flag on startup.

1.13.5. Configuring Time Tracking

To enable time tracking in JJRA, you must first activate it and then assign permissions for users to
log work on issues.

1.13.5.1. Step 1: Activating Time Tracking.
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1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or the title of the Administration box on the dashboard:
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3. Onthe panel on the left, under the title "Global Settings', click on the link labelled "Time
Tracking". By default, time tracking is OFF:

Time Tracking

Time Tracking is currently CFF.

Activate Time Tracking below.

Pleaze specify the number of hours per working day . The default for this walue is 24 hours.

Days perweekl | 7

Plegse specify the number of working days per week. The default for this walue is 7 days.

Timefarmat. & pretty (e.g. 1 day, 12 hours, 20 minutes)
O days (e.g. 1.52d)
O hours (e.g. 36.5h)

Activate Time Tracking
Select a suitable value for Hour s Per Day (e.g. 8)
Select a suitable value for Days Per Week (e.g. 5)
Select your preferred Time Format. Thiswill determine the format of the "Time Spent' field
when an issue is displayed.
7. Click Activate to turn time tracking ON.

o0k

To change the Hours Per Day and Days Per Week once Time Tracking is activated, you will need deactivate and then reactivate
Time Tracking with the new values.

1.13.5.2. Step 2: Allowing usersto log work.

To be able to log work on issues, users, groups or project roles must first be assigned permissions
to the appropriate project(s) as follows:

1. Onceyou have activated time tracking (see above) you will see the following screen:

Page 250


http://www.atlassian.com/software/jira/docs/latest/global_permissions.html
http://www.atlassian.com/software/jira/docs/latest/permissions.html

JIRA Administrator's Guide

Time Tracking

Time Tracking is currenthy COR.

The number of warking hours per day is 24.

The number of warking days perweek is 7.

Time estimates will he displayved in the following format: pretty (e.g. 1 day, 12 hours, 30 minutes)
N.B. To chande these values deactivate and then reactivate Time Tracking.

Forthe users you wish to be able to log work on issues, ensure that they have the Work On Issues
permission in the relevant permission scheme.

To deactivate Tirme Tracking, simply click below.

Display once time tracking is enabled
2. Click the Permission Schemeslink.
3. Select the permission scheme associated with the project(s) for which you wish to allow work to
be logged.
4. Check whether the row labelled 'Work On Issues contains the appropriate users, groups or
project roles. If it doesn't, click the Add link:

Work On Issues O Add
Ability to log wotk done against an issue. Only useful if time tracking is kned on.

Adding the Work on Issues permission

5. Then select the user, group or project role you wish to be able to |og work on issues. Then click
the"Add" button.

1.13.6. Configuring File Attachments

When you enable file attachments, you alow users to attach files and screenshots to JIRA issues.
This requires space on the server to save the attachments into. Note that attachments are not stored in
JRA's database and so will need to be backed up separately.

Configuring file attachments takes two steps:

1. Enabling attachments.
2. Granting the 'Create Attachments permission to appropriate users.

Additionally, if you wish to allow users to attach a file when creating a new issue, you need to
ensure that the 'Attachment’ field is not hidden within the field configuration(s) associated with the
specific issue type(s).

1.13.6.1. Step 1: Enabling attachments
1. Loginasauser withthe'JIRA System Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE ﬂDI‘."IIHISTHATIUP

Link to Administration section
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Link to Administration section

3. Under the 'Global Settings sub-menu in the left-hand navigation column, click the
‘Attachments' link. Thiswill display the 'Attachment Settings page, which states whether
attachments are on or off:

Attachment Settings

To enable a user to attach files, ensure that the user has the Create Attachments permission for a particular project.

® Attachment Path: The absolute or relative path to the directory under which attached files will be stored.
When changing this path you will have to manually copy any existing attachments across to the new directory.
® Enable Thumbnails: Enables the creation of thumbnail images of image attachments.

For more information, click the help link.

Allow Attachments ON
Attachment Path ftmplfjaxx_attach
Enable Thumbnails ON

Edit Configuration

Page for enabling attachments

Click the 'Edit Configuration' link.

In the 'Allow Attachments field, select 'ON'.

In the 'Attachment Path’ field, type the absolute or relative path to the directory where

attachments will be stored. Note that this directory should be given appropriate security as

described in Security Overview.

7. (Optional) In the 'Enable Thumbnails field, select 'ON' if you wish to enable image
attachments to be displayed as thumbnails. For details please see 'l mage attachment
thumbnails'.

8. Click the 'Update' button.

o0k

1.13.6.2. Step 2: Granting the'Create Attachments permission to users

You now need to grant the 'Create Attachments permission to appropriate users in the
permission scheme(s) of project(s) for which you wish to alow attachments.

1. Loginasauser withthe'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or the title of the Administration box on the dashboard:

ISSUE ﬂDI"."IIHISTH.ATIUP

Link to Administration section
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3. Under the 'Schemes sub-menu in the left-hand navigation column, click the '‘Per mission
Schemes' link. Thiswill display alist of all permision schemesin your JIRA system, and the
projects which use each scheme.

4. For each relevant permission scheme,

1. Click the 'Permissions' link to edit the scheme.

Permission Schemes

Fermission Schemes allow you to create a set of permissions and apply this set of permissions to
any praject.

All permissions within a scherme will apply to all projects that are associated with that scheme.

The table below shows the permission schemes currently canfigured for this server. For
permissions that apply to all projects see Glabal Permissions

Hame Projects

Default Permission Scheme O someProj | Permissions | Copy | Edit
This is the default Permission Scheme. Any new
projects that are created will he assigned this
scheme

|Change permissions for this scheme

Add Permission Scheme
Permission Schemes

2. Inthe'Permissions drop-down list, find 'Create Attachments, and click the'Add’ link.
USETUI ITTIME TTACKING 15 TUIned on.
Link Issues O Graup O Add
Ability to link issues together and create linked fira-developers) (ceh
izsues, Only uzeful if issue linking isturned on.
Create Attachments O Group (jira-users) 1 Add
Uzers with this permission may create (Lel _:\”:_:J
attachments.
Create Shared Filter O Add
Ability to share a filter globally or with groups of
USErs,
h " T 'Add-inijapermission to ascheme o
3.

In the 'User-Group' drop-down list, select the relevant group. Then click the'Add’ button.
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Add New Permission

Permission Scheme: Default Permission Scheme

Please select the type of permission you wish to add to this Permission and Scheme

@« | Group | Anyone R Permissions: | Clgse Issues
Modify Reporter
Add Comments

Delete Issues m
Work On Issues

Link Issues

Create Attachments b

(Select the pamissions that you want to assign).

Add | Cancel |

Adding a permission to a scheme

1.13.6.3. Changing the attachment size limit

The default maximum attachment size is 10Mb. This can be changed, but not yet through the web
interface (see JRA-2994).

To change the maximum attachment size, edit the
atl assi an-jiral VEB-| NF/ cl asses/ webwor k. properties file and change the
webwor k. nmul ti part. maxSi ze parameter.

1.13.6.4. Specifying the maximum attachments per issue

JRA alows multiple files to be attached to an issue in one operation. From the 'Attach File
page, the user can toggle between multiple and single attachment screens by selecting the
‘Attach multiple' files link. The attachment form will retain the multiple/single attachment
preference for that specific user for the duration of the user's session or until manually changed.

The number of attachment 'boxes' to be displayed on the multiple attachment screen is set to 3 by
default. To change this, edit jira.attachnment. nunber in the
jira-application. properti es file thenrestart JIRA.

1.13.7. Configuring I mage Attachment Thumbnails

‘Thumbnails' alow an image to be previewed in miniature, without having to download the
origina full-size image. JJRA can automatically create thumbnails for file attachments of the
following types:

« GIF
« JPEG
« PNG

Once thumbnail functionality is enabled, thumbnails are displayed to users in the 'Image
Attachments' section when viewing an issue. (All other file attachments are displayed in the File
Attachments section.) You can also configure the Issue Navigator column layout to display the
thumbnailsin an | mages column.

All thumbnail images are stored in JPEG format in the attachments directory (see
‘Configuring File Attachments), together with the original attachments. The thumbnail images
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aredenoted by 't hunb_"in the filename.

Thumbnail image generation requires the following:

1. The system must have X11 support. This web page details the minimum set of libraries needed to use JDK 1.4.2 under RedHat Linux
9.0.

2. Thefollowing java system property must be set: - Dj ava. awt . headl ess=tr ue.

1.13.7.1. Enabling thumbnails
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
the title of the Administration box on the dashboard:

ISSUE ﬂDI‘.ﬂIHISTHATIDP

Link to Administration section

inistration

or create

Mot Draetmrs Ar baslan
Link to Administration section
3. Under the 'Global Settings sub-menu in the left-hand navigation column, click the
'‘Attachments' link. Thiswill display the 'Attachment Settings page, which states whether
attachments are currently on or off.
* Note: attachments must be enabled in order to enable thumbnails. Attachments can only be
enabled by people who have the 'JIRA System Administrators global permission.
4. Click the'Edit Configuration' link.
5. Inthe'Enable Thumbnails field, select 'ON'.
6. Click the 'Update' button.

1.13.7.2. Configuring thumbnail size

By default, thumbnails are 200 pixels wide and 200 pixels high. To change the dimensions of
thumbnail images:

1. StopJRA.

2. Edit thefollowing valuesfoundinthefilej i ra- appl i cati on. properties:
e jira.thunbnail . maxw dth
e jira.thunbnail . maxhei ght

3. Deleteadl existing thumbnail images within the at t achnment s directory (denoted by
* thunb_* inthefilename).

4. Restart JRA. All thumbnails will be automatically recreated using the new dimensions.

1.14. Server Administration

1.14.1. Search Indexing

In order to provide fast searching, JIRA creates an index of the text entered into issue fields. This
index is stored on the file system, and updated whenever issue text is added or modified. It is
sometimes necessary to regenerate this index manually; for instance if issues have been manually
entered into the database, or the index has been lost or corrupted.
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1.14.1.1. Indexing Administration
1. Loginasauser with the'JIRA Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration' link on the top bar
or thetitle of the Administration box on the dashboard:

ISSUE ﬂDMIHISTHATIDP

Link to Administration section

inistration

or create

Mzt Draetmrs Ar bsslan
Link to Administration section
3. Under the 'System' sub-menu on the left, click the 'Indexing' link.
4. Thispage allowsyou to:
* reindex your data
e optimise your index
* move your index to another directory*. Note that your index directory should be afast,
local disk on the machine on which your JIRA instance isinstalled. Also note that your
index directory should be given appropriate security, as described in Security Overview.

*Note that only people with the 'JIRA System Administrators globa permission can move
the index.

Whenever you reindex data, JJRA will clear any existing indexes and re-index all the current data from scratch. This may take afew
minutes, depending on how many issues you have, and users will be unable to access JIRA during thistime.

1.14.2. Backing up data

This page describes how to back up your JRA data, and establish processes for maintaining
continual backups. Backing up your JIRA data is the first step in upgrading your server to a new
JRA revision, or splitting your JIRA instance across multiple servers. See also Restoring JIRA
data and Restoring a Project from Backup.

Creating a complete backup of JIRA consists of two stages:

1. Backing up the datain the database
2. If attachments are enabled, backing up the attachments directory

1.14.2.1. 1. Backing up database contents
There are two possibilities: native database-specific tools, or JRA's XML backup utility.

For production use, it is strongly recommended to use native database-specific tools. The
XML backup is not guaranteed to be consistent, as the database is not locked during the backup
process.

Using native database tools

All serious databases come with tools to back up and restore databases (the'MS in RDBMS). We
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strongly recommend these tools in preference to the XML backup option described below, as they:

« ensureintegrity of the database by taking the backup at a single point in time

« aremuch faster and less resource-intensive than JJRA's XML backup.

« integrate with existing backup strategies (e.g. allowing one backup run for all database-using
apps).

« may alow for incremental (as opposed to 'full’) backups, saving disk space.

» avoid character encoding and format issues relating to JIRA's use of XML as a backup format.

See the documentation for your database on how to set up periodic backups. This typically involves
acron job or Windows scheduled task invoking a command-line tool like mysgldump or pg_dump,

Using JIRA's XML backup utility

To perform a once-off backup, e.g. before an upgrade, follow the steps below. (Note that you can
also configure scheduled XML backups, as described in Automating JIRA Backups.)

1. Loginasauser with the'JIRA System Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration' link on the top bar or
the title of the Administration box on the dashboard:

ISSUE ﬂDI‘.ﬂIHISTHATIDP

Link to Administration section
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Link to Administration section

3. Under the'Import & Export' sub-menu in the left-hand navigation column, click the '‘Backup
Datato XML' link. Thiswill display the 'Backup JIRA data page:

Backup JIRA data

Thiz will back up the contents of the database in a portable XML format.

You can use this backup to move JIRA between different databases if required, as well as creating a backup that
you can use if something goes wrong. To backup to a file on the server, enter the full filename and path below.

Hote: XML generation is complex so there might be a delay before it displays!

Hote: Attachments will not be backed up. This needs to be done manually.

File name:

Backup As Zip: OJ

Whether to use zip compression on the XML file recommended)

[ Backup ] [ Cancel ]

Backup data from XML
4. In'Filenamé' field, type the full path, including filename, of the location to which you want
JRA to write the backup file. Note: Ensurethat JIRA hasrightstowriteto thislocation.
5. (Optional but recommended) Select the '‘Backup as Zip' checkbox.
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6. Click the 'Backup' button, and wait while your JRA datais backed up.
7. When the backup is complete, a message will be displayed, confirming that JIRA has written
the data to the file you specified.

1.14.2.2. 2. Backing up attachments

If you have attachments enabled you also need to create a backup of the attachments directory, as
the attachments do not get stored in the database.

To back up attachments, you need to create a snapshot of the attachment directory (including all
files and subdirectories). Note that the directory structure under the attachments directory must
be preserved in the snapshot.

Creating this snapshot is an operating system-specific task, e.g.:

e On MSWindows, a batch script copying the directory can be written and scheduled
periodically (Programs > Accessories > System Tools > Scheduled Tasks). There are also
various utilities available to smplify this (eg. http://www.picozip.com).

e OnLinux/Solaris, it is best to write asmall shell script, placedin/ et ¢/ cr on. dai | vy,
backing up filesto adirectory like/ var / backup/ j i r a. Itisbest to copy an existing
scriptin/ et ¢/ cron. dai | y to ensurelocal conventions (file locations, lockfiles,
permissions) are adhered to.

1.14.3. Automating JIRA backups
JRA can be configured to automatically create an XML backup of JIRA data on aroutine basis.

The XML backup includes al datain the database. However, it does not include attachments, which are on the filesystem.

For production use, it is strongly recommended to use native database-specific tools instead of the XML backup service. The XML
backup is not guaranteed to be consistent, as the database is not locked during the backup process.

When JIRA isinstalled, the first step in the Setup Wizard prompts you for a backup path, and if
entered, JIRA will automatically generate XML backups (as ZIP files) every 12 hours. If you did
not specify this path, follow the steps below to enable automated backups. (Note that you can
also perform XML backups manually — see Backing up data.)

1. Loginasauser with the'JIRA System Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or thetitle of the Administration box on the dashboard:

ISSUE QDMINISTHATIDP
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Link to Administration section
3. Under the 'System' sub-menu in the left-hand navigation column, click the 'Services link.
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4. Thiswill display the 'Services page. It lists the current services running on this system. By
default there should be one service running: ‘M ail Queue Service'. You cannot delete this
service.

3. Fill in the'Add Service form asfollows:

Services
Hame I Class Properties Delay (mins)
Mail Queue Service 1 Edit
com.atlassian.jira.service serices. mail.MailQueueSenvice

Add Service

Add a new service by entering 2 name and class below. You can then edit it to set properties.

MName: |Ela|::kup Service

Class: Il::l:um.atlassian.jira.sewice.sewices.expDnExpDHSewi:e

Delay: |;-'2|:|
Lrelay bebween running time, in minutes
Add Service
Add Automated Backup Service

» For 'Namée, enter a descriptive name, e.g. Backup Service

* For Class, enter com.atlassian.jira.service.services.export.ExportService

» For 'Delay’, enter the number of minutes between backups. A good default for thiswould be
720 minutes (12 hours).

Click the'Add Service' buttont.
6. Thiswill display the 'Edit Service' screen. Fill in the following fields:

Edit Service: Export Service

Instructions:
Enter text values for service properties below. Any empty fields will be setto MULL in the Service's initialisation.

Directory name: |jgptj2ee/domains/atiassian.com/fjiraiweb:

Date format:

Opticnal simple date format.

Backup as: Zip |w

You can also adjust the delay period of this service. Mote that if you adjust this delay, the semvice will be restarted.

Delay: |720

Delay - in minutes

[ Update ] [ Cancel ]

Edit Automated Backup Service
» For 'Directory Name, type the full path of the directory to which JRA will write backup
files. Note: Ensurethat JIRA hasrightsto writeto thislocation.
» For 'Dateformat’, specify the format which JIRA will use to name the individual backup
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files. Thisformat can be anything that SimpleDateFormat can parse. A good default is
'yYyyy-MMM-dd-HHmm', which would generate files named like this:
'2007-Mar-05-1322'.

» For 'Backup as:', either:
* Select 'XML' to have JRA store your data as an XML file; or
» Select Zip' to have JRA to compress your backup and storeit asa ZIP file.

7. Your backup service is now configured. XML backups will be performed according to the

schedule you specified in the Delay field (above).
For every successful backup, an XML (or ZIP) file will be saved in the backup directory
that you specified in the Directory Name field (above).

» |If ascheduled backup fails for any reason, the XML (or ZIP) file will be saved into the
‘corrupted’ directory, which is directly under your nominated backup directory. (NB.
JRA will created the ‘corrupted’ directory if required — you don't need to create it.)
Additionally, afile explaining the reason for the failure will be written to the 'corrupted’
directory. Thisfile will have the same name as the backup file, but with the extension
“failure.txt'.

1.14.4. Restoring data

This page describes how to restore JIRA data from a backup. This is the second step in either
upgrading your server to a new JRA revision, or splitting your JIRA instance across multiple
servers.

If you wish restore a single project from your backup into an existing JRA instance, refer to
these instructions on restoring a project from backup instead.

When restoring data, all data in the existing JIRA database is deleted, including all user accounts. Before you begin, make sure
you have the password to alogin in the backup file that has the 'JIRA System Administrator' global permission.

Restoring JIRA from backup is athree stage process.

1. Optionally, disable email sending/receiving.

2. Restore datafrom XML to the database.

3. Optionaly, if attachments were backed up, restore the attachments to the attachments
directory.

1.14.4.1. 1. Disabling email sending/receiving

If you are restoring production data into a test JIRA instance for experimentation purposes, you
probably want to disable JJRA's email interaction features before you begin:

« Disable email notifications:
if JRA isconfigured to send emails about changes to issues, and you want to make test
maodifications to the copy, you should start JIRA with the
- Dat | assi an. mai | . senddi sabl ed=t r ue flag.

« Disable POP/IMAP email polling:
if JIRA isconfigured to poll amailbox (to create issues from mails), you will likely want to
disable this polling on your test installation. Thisis done by setting the
-Dat | assi an. mai | . f et chdi sabl ed=t r ue flag.

Exactly how to set these flags is dependent on your particular application server, but for JIRA
Standalone (i.e. Tomcat), it is done by setting the JAVA_OPTS environment variable before

starting JRA:

set JAVA OPTS="-Datl assi an. mai | . senddi sabl ed=true -Datl assi an. nai | . f et chdi sabl ed=t rue"

cd bin
start up. bat
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1.14.4.2. 2. Restoring XML data

Note: these instructions assume that you are restoring an XML backup. If you used native database
tools to create your backup, the restore process will also be tool-specific so these instructions do not

apply to you.
1. Loginasauser withthe'JIRA System Administrators global permission.

2. Bring up the administration page by clicking either the'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE EDF."IIHISTHATIEJP
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3. Under the'Import & Export' sub-menu in the left-hand navigation column, click the '‘Restore
Data from XML' link. Thiswill display the 'Restor e data from Backup page:

Restore JIRA data from Backup

Restaring data from a backup XML file into JIRA is simple.

1. Torestore from afile, enter the filename below.
2. Specify a unique index location for this instance of JIRA

VWARMNING: This will wipe all existing JIRA content - make sure you backup first!

Hote 1: You will be logged out after the restore process. Make sure you know your login details in the data being
restored.
MHote 2: The restore process can take a few minutes. Please he patient.

File name: |

{Enter a filename to restore data from.)

Index |1optizee/domains/atiassian. comijiraiwebappsiatia:

location: The absclute or relative path to the directory under which indexes for searching will be stored.

WARHNING: Please make sure the index path specified is not being used by ancther JIRA instance!
For example: if you are importing data from an instance of JIRA on the same server as this instance, you must
specify a different index path.

License (if
required):

Cinly enter a license if you want to ovemride the license that is in the import file.

[ Restore ] [ Cancel ]

Restore data from XML
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4. Inthe'File name field, fill in the full path to the ZIP or XML backup file generated by JIRA.

S. Check or (if in the Setup Wizard) fill in the 'Index location' path. Ensure this directory
contains only the indexes, as its contents may be deleted by the restore process.

Click the 'Restor € button, and wait while your JIRA datais restored.

JRA will come back, informing you that you have been logged out. This is done because all
the users from the previous JIRA instance have been deleted and replaced with users from the
JRA export file.

8. Login, and if necessary, correct the search index path. Note: if you are running more than
one JIRA instance on the same server, ensure that each instance uses a different index path.

No

1.14.4.3. 3. Restoring attachments

If you created a backup of the attachments directory, you will need to restore the backup into a
directory where JIRA can access it. The process of restoring the attachments backup depends on
the way it was created. Usually you can use the same tool to restore the backup as the one that
was used to create it (see Backing up attachments). Note: When you restore your attachments,
ensurethat thefile permissions are correct.

If you are restoring the attachments into a different location (i.e. a different directory path) from
where they were previoudly located (e.g. this will be the case when moving servers), please
follow the instructions provided in Configuring attachments to change the location of the
attachments directory so that JIRA can find the restored attachments.

1.14.5. Restoring a Project from Backup

JRA's Project Import tool allows you to restore a single project from a backup file into your
JRA instance. This feature is particularly useful if you do not wish to overwrite the existing
projects or configuration of your JIRA instance by importing the entire backup. Y our backup file
must have been created using JJRA's backup tool. You cannot import a project from a backup
using your native database tools.

Please note, if you wish to restore a project from a backup file into a new empty JIRA instance,
we highly recommend that you do not use the Project Import tool. Restoring the entire backup
file into the new instance and then del eting unwanted projects is much simpler in this scenario, as
you will retain the configuration settings from your backup. Instructions on moving a project to a
new instance are available on the gplitting a JIRA instance page. Projects can be deleted via the
'Projects page in JIRA, which is accessed from the " Administration' menu.

1.14.5.1. Before you begin

Restoring a project from a backup is not a trivial task. You may be required to change the
configuration of your target JRA instance to accommodate the project import. Additionally, the
Project Import data mapping can be resource intensive on your hardware and may take a long
time to complete, if you are importing a large project. Note, the Project Import tool will lock out
your instance of JRA during the actual data import (not during the validations), so please ensure
that your instance does not need to be accessible during this time.

We strongly recommend that you perform afull backup of your target J RA instance before attempting to restore a project into it.

Project Import Restrictions

The Project Import tool will only import a project between identical instances of JIRA. That is;
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« Theversion of JIRA inwhich your backup was created must be identical to the version of your
target JIRA instance, e.g. if your backup file was created in JRA 4.0, then your target instance
of JJRA must be version 4.0.

« Theedition of JIRA in which your backup was created must be identical to the edition of your
target JIRA instance, e.g. if your backup file was created in JIRA Standard Edition , then your
target instance of JJRA must be JIRA Standard Edition.

« If your instance of JIRA had a custom fields plugin (e.g. JRA Toolkit) installed when the
backup file was created and the custom field was used in your project, then your target instance
of JIRA must have the same version of the plugin installed for the Project Import tool to
automatically work.

If any of these restrictions apply and you still wish to restore your project from backup, you will
need to create a compatible backup file before importing your project by following the appropriate
instructions below:

JIRA versionsdo not match

« If your backup file was created in an earlier version of JIRA than your target instance of JIRA:
1. Set up atest JIRA instance, which is the same version as your target instance of JJRA. Make
sure that the test JIRA instance uses a separate database and index from your target JIRA
instance.
2. Import the backup file into atest JIRA instance.
3. Create anew backup file from your test JIRA instance.
« If your backup fileis from alater version of JIRA than your target instance of JIRA:
1. Upgrade the version of your target instance of JRA to match the version of JIRA in which
the backup was created.

JIRA editions do not match

» If your backup fileisfrom alower edition of JIRA than your target instance of JRA:

1. Set up atest JIRA instance, which is the same edition as your target instance of JIRA. Make
sure that the test JIRA instance uses a separate database and index from your target JRA
instance.

2. Import the backup file into atest JIRA instance.

3. Create anew backup file from your test JIRA instance.

« If your backup fileis from ahigher edition of JIRA than your target instance of JIRA, you may
wish to consider upgrading the edition of your target JIRA instance. Otherwise:

1. Import the backup file into atest JRA instance. Make sure that the test JIRA instance uses a
separate database and index from your target JRA instance, as the import will overwrite all
datain the database.

2. Inyour test JRA instance, downgrade the edition of JRA to match the edition of your target
instance of JRA. The downgrading JIRA page contains useful information that can help you
with this process.

3. Create anew backup file from your test JIRA instance.

Custom fields plugin versions do not match

« If the custom fields plugin from your backup is an earlier version than the custom fields plugin in
your target instance of JIRA:

1. Import the backup file into atest JRA instance. Make sure that the test JIRA instance uses a
separate database and index from your target JRA instance, as the import will overwrite all
datain the database.

2. Inyour test JIRA instance, upgrade your version of your custom fields plugin to match the
version of the plugin in your target instance of JIRA.

3. Create anew backup file from your test JIRA instance.

» |If the custom fields plugin from your backup is a later version than the custom fields plugin in
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your target instance of JIRA:
1. Upgrade the custom fields plugin version of your target instance of JIRA to match the
version of JRA in which the backup was created.

1.14.5.2. Restoring your project

The Project Import tool will attempt to map the data in your backup file into your target JIRA
instance. If the project you are restoring does not exist in your target JRA instance, it will create
and populate the project with data from your backup. If the project already exists and is empty, it
will attempt to populate the data from your backup into the project.

Why should | create an empty project in my target JIRA instance?

It isimportant to note that the primary task of the Project Import tool is to restore the data from your backup project into your target
JRA instance. While the Project Import tool can create a project if one does not exist in your target JRA instance, it does not
recreate any configuration settings that affect the data (e.g. screen schemes). If you wish to retain any configuration settings from
your origina project, we recommend that you create an empty project in your target instance with the necessary configuration
settings before importing the data from your backup project.

You may wish to carry out the following setup tasks to ensure that your target JIRA instance is
prepared to receive a project import beforehand. This can improve the time taken to validate the
data mappings to your target JIRA instance.

If you are confident that your JIRA instance is set up appropriately, you can skip straight to the
Project Import tool instructions. If there are any problems mapping the data from your backup
file to your target JIRA instance, the Project Import tool will present validation errors for you to
address.

Preparing your target JIRA instance

The Project Import tool does not automatically add missing project entities (e.g. user groups,
issue priorities, custom field types) or fix incorrect associations (e.g. issue types in workflow
schemes), so some manua work is required to set up your target JRA instance so that your
project can be restored. If the Project Import wizard cannot find a valid target location for any of
the backup project data, it will not be able to restore the project. The instructions below describe
the setup activities that address the most common data mapping problems that occur when
restoring a project from a backup.

We recommend that you perform as much of the configuration of your target JIRA instance as
possible, prior to starting the project import. However, if you do not have the information
available to complete these setup activities beforehand, the Project Import wizard will inform you
of any problems that need your attention. Alternatively, you can import the backup file into a test
JRA instance to check the configuration.

1. Setting up the project

If you have a project in your target JIRA instance that you wish to restore datainto, you will need
to ensure that the project is empty, i.e.

e noissues— read the Quick Search page to find out how to find all issuesin a project.

« no components — read the Component Management page to find out how to view a summary
of a project's components.

e noversions— read the Version Management page to find out how to view a summary of a
project's versions.

2. Setting up usersand groups
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The following types of users are considered mandatory for a project to be imported:
e reporter, assignee, component lead or project lead.
The following users are considered to be optional for a project to be imported:

« comment author/editor, work log author/editor, a user in a custom field (user picker), voter,
watcher, change group author (i.e. someone who has changed an issue), attachment author, user
inaproject role.

The Project Import will attempt to create missing users if they are associated with the project.
However, if the Project Import tool cannot create missing mandatory users in your target JRA
instance, then you will not be permitted to import the project. This may occur in the following
situations:

« you have External User Management enabled in your target JIRA instance — you will need to
disable External User Management or create the missing users manually in your external user
repository before commencing the import.

« Atlassian's Crowd was connected to your JIRA instance when the backup was made (hence, the
backup file will only contain minimal reference datafor each user which isinsufficient to create
usersin JRA) — you will need to create any missing mandatory users manually. Alternatively,
you may wish to connect the current JIRA to the same external user management system as the
original, if that is possible. This check does not apply if you connected an LDAP (not using
Crowd) to your JIRA instance when the backup was made, as connecting an LDAP to JJRA
requires the creation of the usersin JIRA (hence, full user data will be in the backup file).

Please note that if you do not have enough information about the users in your backup file, the Project Import wizard will provide alink to
a table of the missing users on a new page as well as alink to an XML file containing the missing users (on the new page). The table of
users will display a maximum of 100 users, but the XML file will always be available.

3. Setting up custom fields

As described previously, the versions of your custom field plugins must match between your backup
and your target instance of JIRA for your project to be imported. Y ou need to ensure that you have
set up your custom fields correctly in your target JRA instance, as follows:

e Custom Field Type— If you do not have a particular custom field type (e.g. cascading select)
installed on your target JRA, then all custom field data in your backup project that uses that
custom field type will not be restored. However, your project can still be restored.

For example, say you have acustom field, Title', which is a'Cascading Select' field type and was
used in your backup project (i.e. there is saved data for thisfield). If you do not have the
'Cascading Select' custom field type installed on your target JRA, then all datafor custom field
'Title' (and al other cascading select custom fields) will not be restored.

« Custom Field Configuration — If you do have a particular custom field type (e.g. multi select)
installed on your target JRA, then you must configure all of the custom fields (of that custom
type) in your target JIRA to match the equivaent custom fields in your backup project.
Additionally, if your custom field has selectable options, then any options used (i.e. thereis
saved data for these options) in your backup project must exist as options for the custom field in
your target JIRA.

For example, say you have a custom multi select field named, 'Preferred Contact Method', in
your backup project with options, 'Phone, 'Email’, 'Fax'. Only the 'Phone’ and 'Email’ were
actually used in your backup project. In this scenario, you need to set up your target JRA
instance as follows:

* There must be afield named, 'Preferred Contact Method', in your target JIRA instance.

» 'Preferred Contact Method' must be a multi select custom field type.

» 'Preferred Contact Method' must have the options, '‘Phone’ and 'Email’ at a minimum, since
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they were used in your backup project. Please note, 'Preferred Contact Method' in your
target JIRA could also have additional options like 'Fax’, 'Post’, 'Mobil€, etc, if you
choose.

If you have not configured your existing custom field correctly, you will not be permitted to
import your backup project until you correct the configuration errorsin your target JIRA.

You may wish to refer to the custom fields documentation for more information on the custom
field types and custom field configuration.

« Compatibility with the Project Import tool — Custom fields also need to be compatible
with the Project Import tool for the custom field data to be imported. Custom fields created
prior to JIRA v4.0 cannot be imported by the Project Import tool. The custom field developer
will need to make additional code changes to allow the Project Import tool to restore the
custom field data. If any of the custom fields used in your backup file are not compatible with
the Project Import tool, the Project Import wizard will warn you and the related custom field
datawill not be imported. All the target JIRA system custom fields and the custom fields
included in JRA plugins supported by Atlassian (e.g. JIRA Toolkit, Charting Plugin, Labels
Plugin, Perforce Plugin) are compatible with the Project Import tool.

4. Setting up wor kflows, issues and groups/roles

In addition to custom fields, you need to correctly configure the project workflow, issue
attributes (e.g. issue types) and groups/roles in your target JRA instance for your project to be
restored successfully. Please ensure that you have reviewed the constraints on each of the
following:

Wor kflows and Wor kflow Schemes (Professional and Enterprise editions only):

« The project import process does not import workflows or workflow schemes. If you wish to
retain a customised workflow from your backup, you will need to create a new workflow in
your target JIRA instance and manually edit the new workflow (e.g. create steps and
transitions) to reflect your old workflow (note, the default JRA workflow is not editable).

Y ou will then have to add this workflow to a workflow scheme to activate it. Read more
about creating and editing workflows in the JRA Workflow and Activating Workflows
documents. Please note that you may be required to create and edit a new workflow and
workflow scheme to satisfy constraints on workflow entities from your backup, as described
in the sections below, even if you do not wish to recreate the exact same workflow.

Do not use the JIRA functionality for exporting and importing workflow XML definitions, to copy your backup workflow to your
target JIRA instance. The workflow import/export tools do not include workflow screens in the process. Hence, you will be required
to manually edit the workflow definitions post-import to match up new screens to the workflow, which is more work that it is worth.

Issue Types.

« |If anissue type has been used in your backup project (i.e. there are issues of thisissue type),
you must set up the same issue type in your target JIRA project. If you are using JIRA
Professional or JIRA Enterprise, you may wish to set up Issue Types for the project instead of
globally.

» Workflow schemes — If you have associated an issue type with a particular workflow
scheme in your backup project, you must ensure that the same association existsin your
target JIRA. See the above section on 'Workflow and Wor kflow Schemes' for further
information on how to set up aworkflow in your target JIRA instance.

« Custom field configuration schemes — custom field configuration schemes can be used to
apply a custom field configuration to specific issue types. If you have configured a custom
field differently for different issue typesin your backup project, you may wish to set up a
custom field configuration scheme to apply the same custom field configuration to the same
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issue typesin your target JIRA instance. Thiswill help ensure that you do not have a custom
field for an issue type that is configured incorrectly (e.g. missing an option, if it has multiple
selectable options), as described in the 'Setting up custom fields' section above.

Statuses:

« If anissue status has been used in your backup project (i.e. there are issues of this status), you
must set up the same status in your target JIRA project.

»  Workflow schemes — If you have linked a status into a particular workflow scheme in your
backup project, you must ensure that the same association exists in your target JJRA. See the
above section on 'Workflow and Workflow Schemes for further information on how to set up a
workflow in your target JRA instance.

Security Levels (Enterprise Edition only):

« |If anissue security level has been used in your backup project (i.e. there are issues with this
security level), it must be set up in your target instance of JIRA. If you did not create an existing
empty project, we recommend that you do so and set up the appropriate security levels for the
project (via an issue security scheme).

» Issue Security schemes— Not applicable. It does not matter which users, groups or project roles
are assigned to which security levels, aslong as the appropriate security levels exist (please see
the constraints on security levelsin the 'Setting up entities and types' section).

Priority:

« If anissue priority has been used in your backup project (i.e. there are issues with this priority), it
must be set up in your target instance of JRA.

Resolution:

« If anissue resolution has been used in your backup project (i.e. there are issues with this
resolution), it must be set up in your target instance of JIRA.

IssueLink Type:

« If anissuelink type has been used in your backup project (i.e. there are issues associated by this
link type), it must be set up in your target instance of JIRA.

Project Role:

« |If aproject role has been used in your backup project (i.e. there are users/groups assigned to this
project role), it must be set up in your target instance of JIRA.
(Note: The Project Import tool will copy across the project role membership from your backup
project to your target JRA instance, if you choose. See the Project Import section for further
details.)

Group:

« If auser group has been used in your backup project (i.e. there are usersin this group), it must be
set up in your target instance of JIRA.

A note about schemes

The project import process does not directly affect schemes, although entities and types associated with schemes may be affected as
described above. Please note that the following schemes are not affected at all by the project import:

* Permission schemes — Not applicable. Permissions schemes do not need to match between the backup and target instance of JIRA.

* Notification schemes — Not applicable. Notification schemes do not need to match between the backup and target instance of JRA.

* Screen schemes — Not applicable. Screen schemes do not need to match between the backup and target instance of JIRA.

* |ssue type screen schemes (Enterprise Edition only) — Not applicable. Issue type screen schemes do not need to match between the
backup and target instance of JIRA.

* Field Configuration schemes (Enterprise Edition only) — Not applicable. Please note that if a field was configured as optional in your
backup project and is configured as arequired field in your target JIRA instance, then the project will still be imported even if the field is
empty. However, thisfield will be enforced as mandatory the next time a user edits an issue containing the field.

5. Setting up links
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The Project Import tool will automatically create all issue links between issues within your
backed up project. It will also try to create links between the backup project and another project,
as long as the other project already exists in your target JRA instance with the relevant issue
keys. If the source/target of a link cannot be found (i.e. the entire project or the particular issue
may be missing), the link will not be created although the project will still be imported.

Note that the Project Import tool will create issue links between projects in either direction
(source to target, or target to source). This means that if you import two projects from the same
backup file, the second project import will create all of the links between the two projects that
were missing from the first project import.

Once you have completed as many of the setup tasks as you are able to, run the Project Import
toal.

Project Import

Restoring your project is afour step process.

1. Specify the backup file

2. Select aproject

3. Review data mapping validations
4. Verify the restored project

If you start the Project Import tool, we strongly recommend that you complete all steps of the
wizard before performing any other activities in JRA. Please be aware that it can take some time
to validate the data mappings and then import the project.

You will most likely need to navigate away from the Project Import wizard to correct your JIRA
configuration, as advised by validation errors in the wizard. If you have to navigate to other
pagesin JIRA to correct your JJRA configuration or for other activities, you should:

e (recommended) open a separate session of JRA in anew browser window/tab. When you
return to the Project Import wizard in the original browser window/tab, you can use the
'Refresh validations' button on the validation screen to re-validate the data mappings; or,

« wait until the progress bar completes for the step you are currently in, before navigating
elsewhere in JIRA. The state of the Project Import wizard will be saved until you log out of
JRA, your user session expires or you commence a different project import. Y ou can resume
your project import by returning to the Project Import page (viathe main Administration
menu) and selecting the "resume” link on the first page of the wizard.

1. Specify the backup file
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Project Import: Select Backup File @
This tool allows you to import a SII'IQIE JIRA DI'DJEEI from a backup Tile

Importing a project into JIRA is a complex operation. It requires that you carry out manual modifications to the configuration of
your JIRA instance. These modifications require that you have good understanding of, and expenence in, JIRA administration
and configuration

It is critical that you read our Project Import documentation and plan how to carry out the project import based on the
information in that document. We strongly recommend that you first carry out the project import on a test JIRA instance, and
then only carmy it out on your preduction instance once you are sure that the test import was successiul

Please note that the backup file containing the project that you want to import must be from exactly the same version
(4.0-SNAPSHOT) and edition (Enterprise) of JIRA as this one

If you do not provide a path to the attachments directory then the project will be imported without including any attachments.

While configuring a project import, JIRA will remain available to all users. Please be aware that once the data is actually being
imported JIRA will be unavailable until the import has completed

NOTE: Please backup this JIRA instance before you begin the project import.

" Eile name:  [fhome/JIRA/20080506backup. xmi

Enter filename to restore project data from

Backup Attachment Path: [home/JIRA/Z0080506attachments/
Path to the directo ry I'lcldll'll; backed up attachments

Mext
Specify a backup file

To start the Project Import tool,

1.
2.

3.

4.

5.

Login asauser with the 'JIRA System Administrators global permission.

Bring up the administration page by clicking either the 'Administration’ link on the top bar or
the title of the Administration box on the dashboard:

LT ADMINISTRATI ON

Link to Administration section

inistration

or create

Mot Draetmrs Ar baslan
Link to Administration section

Click the'Project Import' link in the left hand menu. The first step of the Project Import wizard
will display, ' Project Import: Select Backup Fil€'.
Specify the path and name of your backup file in the 'File name' field. Y our backup file must be
an XML or ZIP file (as exported by JIRA).
Specify the path where you have backed up the attachments (add anchor to backup attachments
section) for your project in the 'Backup Attachment Path’ field. Do not specify the attachment
path for your target instance of JRA as the backup attachment path, as the Project Import tool
will overwrite attachmentsin that directory. Please also ensure that you have enabled file
attachments in your target JRA instance. Y ou will not be allowed to proceed with the import if
you have specified a backup attachment path and do not enable file attachments in your target
JRA instance.
Note: You can choose to not specify a backup attachment path. If so, you will be able to restore
your project from backup, however it will have no attachments associated with it. Please note,
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you cannot restore your attachments separately if you do not restore them as part of the
project import, as the database entries for the attachments will be missing.

2. Select aproject torestore

Project Import: Select Project to Import @
The list of projects contains all projects present in the XML backup provided. Select the project you wish to import

The importer will attempt to automatically map the backup project's values to correct values in this instance of JIRA. Please
make certain you have correctly configured the JIRA project in this instance (i.e. associated the correct schemes with the
project, created any missing issue types, custom fields, etc.) See the documentation for full details of what needs to be done

if a backup project can not be imported the details will be displayed below.

Projects from Backup. | JIRA w
Project: JIRA
Key: JRA
Description: This is the JIRA project
Lead: Anton Mazkovoi [Atlassian]
URL: hitp:ifwww atlassian.com/software/jira

Sender Address: anton@matlassian com

Default Assignee: Project Lead

Issues: 13228
Components: 51
Versions: 221

Owerwrite Project Data:  [v]
Cwerwrite exsting project data with dala oblained from the backup (name, description, lead, elc)

[Next ] [ Cancel
Project selection

1. Select aproject to restore from the 'Projects from Backup' dropdown. This dropdown will
list all of the projects contained in your backup file.

2. If you have avalid project to restore from your backup, and your target JIRA instance has an
existing empty project, then the 'Overwrite Project Details option will display. Select the
'‘Overwrite Project Details option if you want to overwrite the project details of the existing
empty project with the project details from your backup. The project details are the Name,
URL, Project Lead, Default Assignee and Description of the project, as well as any project
role members set up on your project. If there is no existing empty project in your target
instance of JRA, this option will be checked and disabled as the Project Import will create
the project with project details from your backup file.

3. Review data mapping validations
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Project Import: Pre-Import Summary - JIRA @
The results of automatic mapping are displayed below. You will not be able to continue If any validation errors were raised.

0O Refresh validations - re-maps and validates the backup data against the current state of JIRA,

@ Errors
The data mappings have produced errors, you can not import this project until all errors have been resolved. See below
Tor details.
System Fields Custom Fields
& Issue Type & Support reference count
& Status &3 To be done by
The status "Verified' is required for the import but The custom field 'To be done by’ requires oplion
does not exist in the current JIRA instance. 'Pair of developers' for the import but it does not
S exist in the current JIRA instance
© Friorily The custom field ‘“To be done by' requires option
£ Resolution 'Single developer' for the import but it does not exist

in the current JIRA instance.,
The resolution "Answered' is required for the import
but does not exist in the current JIRA instance.

The resolution 'Handled by Support’ is required for
the import but does not exist in the current JIRA
instance

o, Users

There are '7724' users that will be automatically
created if the import continues.
View Details

There are '8 user(s) referenced that JIRA can not
automatically create. You may want to create these
users before performing the import
View Details

& Project Rola

& Project Role Membership

£3 Group

The group 'atlassian-developers' is required for the
import but does not exist in the current JIRA
instance

@ lssue Security Level
u, File Attachments

File attachments will not be imported because you
have not provided a backup attachment path.

[ Previous | [ Refresh validations | [ Cancel |

Data mapping validations

1. TheProject Import wizard will attempt to validate the data mappings required to import your
project from the backup file. Y ou can review the validations at this step of the wizard and modify
your target JIRA instance as required.

e A tick symbol (

@
Tick
) means that there are no problems with mapping these entities.
* Anexclamation mark symbol (
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Exclamation Mark
) means that there are problems with the data mapping that you should review before
importing the project, but the project can still be imported. For example, amissing
optional user that cannot be created automatically by the Project Import tool.

* A crosssymbol (

o

Cross

) means that there are problems with the data mapping that must be fixed before you can
import the project. For example, an Issue Type that is used in the backed up project is

missing in your target JIRA instance.

2. The'Preparing your target JRA instance' section on this page lists the common data mapping

errors.

3. Onceyou have resolved the data validation errors as required, click 'l mport' to commence

the import of data from your backup file.

The Project Import tool will lock out your instance of JRA during the actual data import (not during the validations), so please
ensure that your instance does not need to be accessible during this time.

4. Verify therestored project

Project Import: Results

The project import completed successfully in 13 minutes

Project Summary

Key: JRA

Description: This is the JIRA project

Lead Anton Mazkovoi [Atlassian]

URL hitp /i atlassian com/softwarejira
Sender Address: anton@atiassian.com

Default Assignes Project Lead

Components |

Versions 221

Users

Users fr2d4 out of 7724

Project Roles

Administrators 43 users, 0 groups
Developers 32 users, 0 groups
Observers 1 users, 0 groups
Users 2 users, 0 groups
Issues

Issues created 13228 out of 13228
Mo attachments were added dunng the import

OK

Project Import Results

1. Oncethe Project Tool has finished running, click 'OK' to navigate to the restored project.
Y ou should verify that the issues, components and versions have been restored correctly. You
should also check that any custom field data and links have been restored correctly.

2. Check that your attachments were correctly restored from your attachments backup directory.

What if something went wrong?

« If your project import did not complete, you can refer to the JRA log file. The Project
Import tool will log details of the operation to thisfile, including any unexpected errors and
exceptions. e.g. database locked out, disk full... etc.
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« If your project import completed but did not restore your project as expected, you may wish to
attempt to fix the problem manually in your target JRA instance. Y ou may also wish to try
deleting the project in your target JIRA instance and re-importing it from backup, paying specia
note to any warning validations (e.g. users that will not be added automatically).

If you cannot resolve the problem yourself, you can contact us for assistance. Please see the 'Need
help' section below for details.

Need Help?

Need further help? You can raise a support request in the JRA project at
https://support.atlassian.com for assistance from our support team. Please attach to the support case:

» thebackup file you are trying to import projects from, and
» thefollowing information from your target JRA instance:
» yourlogfile
* an XML backup of your target JIRA instance
» acopy and paste of the entire contents of the System Info page (accessed viathe
Administration tab), so that we know the details of your JIRA configuration.

Y ou can anonymise the XML backups, if your data contains sensitive information.

1.14.6. Database I ntegrity Checker

1.14.6.1. Overview

Searching for common data inconsistencies, the Database I ntegrity Checker attempts to ensure that
al JRA dataisin aconsistent state.
Thisisuseful in anumber of situations, e.g.:

« Before migrating a project to a new workflow
e Anexterna program is modifying JRA's database
« Troubleshooting a server crash

If an error is encountered, most of the integrity checks provide a 'repair' option which attempts to
reset the data to a stable state.

1.14.6.2. Using the Integrity Checker
1. Loginasauser withthe'JIRA System Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE ﬂDI‘.ﬂIHISTHATIDP

Link to Administration section

inistration

or create

Mot Drmtmrs mr bFosemben

Link to Administration section

3. Under the 'System' sub-menu in the left-hand navigation solumne, click the 'Integrity Checker'
link.
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4. The'l ntegrity Checker' screen will be displayed:

Integrity Checker

Select one or more integrity checks from the list below to check for out of date information in the database.

[[]  Select All Checks

|_ Check Issue Relations
I_ Check Issue for Relation "ParentProject’
I_ Check Issue for Relation 'RelatedOSWorkflowEntry”

|_ Check that all Issue Links are associated with valid issues

|_ Check for invalid portlets
I_ Check that all Project Portlets are associated with a valid Project

I_ Check that all SearchRequest Portlets are associated with a valid SearchRequest

|_ Check Search Request

|_ Check search request references a valid project

|_ Check for Duplicate Permissions

|_ Check the permissions are not duplicated

|_ Check Workflow Integrity
I_ Check workflow entry states are correct
I_ Check workflow current step entries

I_ Check jira issues with null status

|_ Check Field Layout Scheme Integrity

I_ Check field layout schemes for references to deleted custom fields

|_ Check for invalid filter subscriptions
I_ Check FilterSubscriptions for references to non-existent QuartzTriggers.
I_ Check FilterSubscriptions for references to non-existent SearchRequests.

|_ Check for existance of SimpleTriggers

Check |

IntegrityChecker Screenshot
5. Theintegrity checker has a number of ‘integrity checks' that ook for common inconsistencies
in the data. Select one or more checks you would like to run, then click the ‘Check’ button.
6. After the selected checks run, the preview screen will be shown.

The screen provides detail s about the existing data inconsistencies. If any inconsistencies
were found, the 'Fix' button will also appear on the page. The messages in red describe
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inconsistencies that the check will correct if it is chosen and the 'Fix' button is clicked. M essages
that appear in yellow are warnings that the check will not correct; JRA will auto-recover from
these inconsi stencies when an action is taken on an issue.

Select any inconsistencies that you would like to correct, then click the 'Fix' button.

We strongly recommend taking a backup of your data before correcting any data inconsistencies.

7. If any inconsistencies were found and you chose to correct them, you will be presented with a
summary screen describing all the corrective actions that have taken place.

1.14.7. Performance

While performing some of the following steps to help improve the performance of your JIRA install,
it will also help to gather some data on just where your performance bottle necks might be. The
following page in our Confluence space provides a step-by-step guide on gathering the type of
information you will need to help diagnose and resolve performance problems.

1.14.7.1. Profiling

To quantify performance problems, you can turn JIRA profiling on. You will then get a profile for
each URL requested in the logs:

[Filter: profiling] Turning filter on [jira_profil e=on]
[ 116n8] - /secure/ Dashboard. | spa
[5nB] - | ssueManager. execute()
[5nB] - | ssueManager. execute()
[5n8] - Searching |ssues
[ 298] - | ssueManager. execut e()
[ 298] - |ssueManager. execute()

[ 298] - Searching |ssues
[ 28ms] - Lucene Query
[23nm8] - Lucene Search
One performance problem with JIRA can be the application server that you are running. The
database connection pooling, JSP compilation times and resource allocation are different between
application servers. Known slow servers include JBoss 3.x, Tomcat 4.0 and Tomcat 4.1.24. The
fastest servers for JRA at the moment are more recent versions of Tomcat, as well as Resin and
Orion.

Databases can aso have a large impact on performance, particularly if the database is accessed
across a network, or has not been indexed properly.

If you can't change your application server, there are performance improvements available, both by
tuning your server, database and through setting certain JJRA options.

1.14.7.2. Environment options

Virus checking

If you are experiencing slowness with JIRA, try running JIRA with virus checking disabled. As
JRA creates many temporary files, virus checking software can slow JIRA dramatically.
McAfee's NetShield 4.5 in particular clams to let you exclude folders from scanning, but doesn't
actualy — upgrade to 7.0.0 to fix this. Symantec must be uninstalled — painful experience has
proven that even stopping the services does not prevent it slowing JJRA down.

Network shares
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JRA needs fast access to the local filesystem. If you are hosting JIRA, or its index directory, on
anetwork share (SMB, NFS etc), this can cause a large loss in performance. Run JRA with fast
local disk access.

SSL or HTTPS

Although some organisations have a requirement to run JIRA over SSL or HTTPS, please note
that thisthis can affect performance.

1.14.7.3. Database options

JDBC drivers

Different JDBC drivers have different performance characteristics. Ensure that you are using the
latest patched version of the JDBC drivers for your database.

Databases

JRA Standalone (and many application servers) ship with an in-memory database like hsgldb.
Using another database (eg MySQL, PostgreSQL or Oracle) will usualy result in higher
performance.

Network latency

The latency between the database server and the server hosting JRA can be a source of
performance problems. If the database is hosted on a different machine to JIRA, please check the
ping times between the servers.

Index your database

JRA 3.0+ automatically creates database indexes when the database is first created. However, if
you have been doing in-place JJRA upgrades from earlier versions (not dropping/recreating the
database tables), your database will not be indexed. Doing a full XML backup and restoring into
an empty database will fix this. Additional indexes may be created by hand, but this is usually
not necessary.

1.14.7.4. JDK options

Choosethelatest JDK version

The latest JDK's contain performance optimisations that will improve the performance of JRA.
JRA usesalot of reflection, which was greatly improved in the 1.4 release.

Usethe Server JVM

Sun ships two versions of the JDK, a client version and a server version. They have different
characteristics such as memory management and inline optimisations. Y ou may need to explicitly
start your application server like "java -server -jar <app-server-jar>.jar". With JDK 1.5 it is best
to leave this unset.

Allocate enough Memory

By default, many application servers are not started with enough memory for JIRA to run at an
optimum speed. A lack of memory increases garbage collection time, as garbage collection has to
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be run more frequently.

To see if lack of memory is causing slowness, please add these parameters to JIRA's startup
command:

-XX: +Print GCDet ai | s - XX: +Pri nt GCTi neSt anps - ver bose: gc - Xl oggc: ${LOG / gc. | og
Where ${ LOG} / is a filesystem path to your log directory. Garbage collection times will then be
loggedingc. | og.

You may need to start your application server like "java -server -Xmsl00m -Xmx300m
<app-server-jar>.jar". See Increasing JRA Memory for more details.

1.14.7.5. JIRA options

Enable GZip Compression

JRA can compress page contents between the server and your browser, resulting in improved
performance especially over slow connections. Check that GZip compression is enabled in
Administration -> Global Settings -> General Configuration (unless you are using nod_pr oxy.

Remove HSQL DB parametersin JIRA Standalone

If you are using JIRA Standalone modified to use an external database, make sure you delete the
highlighted section in your conf / ser ver . xml , which otherwise results in poor performance:

<Resource nane="jdbc/JiraDS" aut h="Contai ner" type="javax.sql.DataSource"

user name="j i rauser"

passwor d="| i rapassword"

driver C assNanme="com nysql . j dbc. Dri ver"

url ="jdbc: nysql ://1 ocal host/jiradb?aut oReconnect =t r ue"

m nEvi ct abl el dl eTi reM | | i s="4000"
ti neBet weenEvi cti onRunsM | | i s="5000"
/>

External User Management

If External User Management is turned on (not the default), JRA will not cache users & groups,
potentially resulting in slow access.

1.14.7.6. Application Server options

Database Connection pooling.

Obtaining a connection to a database is an expensive operation, and most application servers
maintain a pool of open connections to reduce this overhead. It is worth checking that you have a
sensible number of connections pooled, sensible expiry times etc. This is configured in your app
server.

If you are using the standalone version of JIRA or Apache Tomcat you can modify the DBCP
connection pool in Tomcat's server.xml (or possibly jiraxml, depending on how you have setup
JRA). The values you will be most interested in modifying are the following:

<Resource nane="jdbc/JiraDS" aut h="Contai ner" type="javax.sql.DataSource"
user nane="sa"

passwor d=""

dri ver d assNanme="or g. hsql db. j dbcDri ver"

url ="j dbc: hsql db: ${ cat al i na. hone}/ dat abase/j i r adb"

m nEvi ctabl el dl eTi mreM | | i s="4000"
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ti meBet weenEvi cti onRunsM | | i s="5000"
maxActi ve="20"

m nl dl e="4"

max| dl e=" 8"
/>

For information on what these values mean please view the Apache DBCP documentation

Other application server tuning may be of benefit. Consult your application server documentation
for more information.

1.14.7.7. Server specifications

JRA performance is very dependent on CPU and available memory. Lack of physical memory,
or overly high maximum heap size setting (the -Xmx flag) can seriously degrade JRA
performance, as memory accesses result in constant swapping of data between memory and disk
(virtual memory).

On Windows, you can see what your system is doing in the Task Manager:
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E Windows Task Manager
File Options View Shut Down Help

i_PU Usage CPU Usage History

PF Usage Page File Usage History

g

Totals Physical Memory (K)
Handles Total 1047564
Threads Available 214085
Processes System Cache 407372

&
]
£

Commit Charge (K) Kernel Memary (K
Total 322043 Tota

Limit 2520823 Paged

Peak 1529356 Monpaged

Processes: 68  CPU Usage: 6% Commit Charge: 802M [ 2461M

Windows Task Manager showing CPU and memory stats

On Linux/Solaris, virst at 1 will print virtual memory and CPU statistics:
$ vnstat 1

procs ----------- MEeNDry---------- --- swap-- ----- i0---- -- system- ----cpu----
r b swpd free buff cache Si SO bi bo in Cs us sy id wa
9 0 520512 27132 15216 318944 3 2 65 40 0 310 385 2
12 0 520512 27004 15216 319080 0 0 104 0 2041 10992 88 8 3 O
20 0 520512 26764 15228 319068 0 0 0 436 2196 12869 85 13 2 O
11 0 520512 26700 15228 319068 0 0 0 0 1959 4041 88 9 4 0
20 0 520512 25724 15228 319068 0 0 0 4 2137 3307 84 14 2 O
17 0 520512 25724 15228 319068 0 0 4 0 2017 10488 89 8 3 O
9 0 520512 25468 15228 319068 0 0 0 0 1886 7532 86 11 3 O

(thisisavery busy server with ~97% CPU usage, but fortunately no swapping)
This system info can be captured over along timewithvnmstat -n 1 > vnstat. | og

On Linux, CPU and memory info can be obtained with cat /proc/cpuinfo and cat
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/ proc/ mem nf o respectively.

If you need to raise a support request, please include thisinfo (virst at 1,/ proc/ cpui nf o,
/ proc/ mem nf o).

1.14.8. Database Indexing

JRA 3.0 and later creates database indices automatically when the underlying table is created in
the database. This means that if you are doing a fresh install of JIRA 3.0 (or later) you do not
need to create indices manually. If you are upgrading JRA from an earlier version (e.g. JRA
2.6) and do not wish to create the indices manually, please follow these instructions and recreate
(drop and create) JRA's database (or remove all tables in the database) AFTER successfully
exporting your data and before doing the import into the new version of JJRA. Removing the
database will force JRA to recreate all tables in the database and hence create al required
indices.

If upgrading from JIRA 2.6.1 or earlier to JRA 3.0 (or above), JRA will not create indices automatically, unless the database is
removed and recreated.

If you do not wish to drop and recreate JJRA's database, you can add the indices manually by
running the SQL statements shown below.

The syntax for creating indices differs between databases, so consult your documentation for the
your database. In addition, if you change the database tables or fields that you use in
ent it ynmodel . xm , you will need to change the shown SQL statements.

Below is the SQL for creating indices on PostgreSQL (you will probably need to alter this for
your database):

CREATE | NDEX action_issue ON jiraaction (issueid, actiontype);

CREATE | NDEX chggroup_i ssue ON changegroup (i ssueid);

CREATE | NDEX chgi tem chggrp ON changeitem (groupi d);

CREATE | NDEX cf cfoption ON custonfiel doption (CUSTOWI ELD);

CREATE | NDEX cfval ue_i ssue ON custonfiel dval ue (I SSUE, CUSTOVFI ELD);

CREATE | NDEX attach_i ssue ON fil eattachment (issueid);

CREATE | NDEX subscrpt _user ON filtersubscription (FILTER | D, USERNAME);
CREATE | NDEX subscrptn_group ON filtersubscription (FILTER I D, groupnane);

CREATE | NDEX i ssue_key ON jiraissue (pkey);

CREATE | NDEX i ssuelink_src ON issuelink (SOURCE);
CREATE | NDEX i ssuel i nk_dest ON i ssuel i nk ( DESTI NATI ON) ;
CREATE | NDEX i ssuel ink _type ON issuelink (LINKTYPE);

CREATE | NDEX | i nktypename ON issuelinktype (LI NKNAME);
CREATE | NDEX | i nktypestyl e ON issuelinktype (pstyle);

CREATE | NDEX node_source ON nodeassoci ati on (SOURCE_NODE | D, SOURCE_NODE _ENTI TY);
CREATE | NDEX node_si nk ON nodeassoci ati on (SI NK_NODE | D, SINK _NODE ENTITY);

CREATE | NDEX ntfctn_schenme ON notification (SCHEME);
CREATE | NDEX osgroup_nanme ON groupbase (groupnane);

CREATE | NDEX nshi pbase _user ON nmenber shi pbase (USER_NAME) ;
CREATE | NDEX nshi pbase_group ON nenber shi pbase ( GROUP_NAME) ;
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CREATE | NDEX osproperty_all ON propertyentry (ENTITY_NAME, ENTITY_ID);
CREATE | NDEX osuser_nane ON userbase (usernane);

CREATE | NDEX sec_schenme ON schenei ssuesecurities (SCHEME)

CREATE | NDEX sec_security ON schenei ssuesecurities (SECURITY);

CREATE | NDEX prnssn_schenme ON scheneper m ssi ons ( SCHEME)

CREATE | NDEX sr _aut hor ON sear chrequest (authornane);
CREATE | NDEX sr_group ON searchrequest (groupnane);

CREATE | NDEX user _source ON userassoci ati on ( SOURCE_NANE)
CREATE | NDEX user _sink ON userassoci ation (SINK NODE | D, SINK NODE ENTITY);

CREATE | NDEX wor kf | ow_schenme ON wor kfl owscheneentity (SCHEME);

Once you have created the index, you may need to tell your database to recompute its indices. For
PostgreSQL, the command is vacuundb - U usernanme -z -v dat abase- nanme. Consult
your database documentation for your database specific command.

1.14.9. Precompiling JSP pages

If you decided to go the extramile and extend JIRA's build process to precompile JSP pages, keep in
mind that the "include" directory in the JRA web application needs to be excluded from
precompilation. The reason for thisis that the JSP files in the "include" directory are not proper JSP
files, but are includes that are only meant to be compiled as part of larger JSP pages.

For example, to exclude the JSP pages in the "include" directory when using Maven use the
<exclude> sub-element of the <ant:jspc> task, as shown:

<ant:path id="jspc.classpath">
<ant : pat hel ement | ocati on="${tontat. hone}/comron/lib/jasper-runtime.jar"/>
<ant : pat hel ement | ocati on="${tontat. hone}/comon/|ib/]asper-conpiler.jar"/>
<ant : pat hel ement | ocati on="${tontat. hone}/comon/lib/serviet.jar"/>
<ant:path refid="naven-cl asspat h"/ >
<ant: pat h refi d="maven. dependency. cl asspat h"/ >
<ant: pat hel ement pat h="${maven. bui | d. dest}"/>
<ant: pat hel ement pat h="${j ava. hone}/lib/tools.jar"/>
</ ant : pat h>
<ant:j spc
package="${ pom package}. | sp"
destDir="%{) spQutDir}"
srcdir="${war Sour ce}"
uriroot ="${war Source}"
uri base="/${pom artifactld}"
ver bose="2"
cl asspat href ="j spc. cl asspat h" >
<ant:include name="**/*jsp"/>
<ant: excl ude name="**/includes/**/*.jsp"/>
</ant:jspc>

1.14.10. Logging & Profiling

1.14.10.1. Logging
JRA uses a powerful logging module called |og4.
The default logging levels can be changed either;
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« temporarily — your change to the logging level will not persist after you next restart JIRA, or
« permanently — your change to the logging level will persist, even after you restart JIRA

For example, when troubleshooting, you might temporarily change the logging level from
'WARNING' to 'INFO' so as to get amore detailed error message or a stack trace.

Totemporarily changethelogging level:
1. Loginasauser withthe'JIRA System Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar
or the title of the Administration box on the dashboard:

ISSUE ﬂDI"."IIHISTHATIEJP

Link to Administration section

Projects Viewiadt or create

Mot Drrtrrs mr Raeben
Link to Administration section

3. Under the 'System' sub-menu in the left-hand navigation column, click the 'L ogging &
Profiling' link.

4. The'Logging & Profiling' page will display. Thislists all the defined log4j categories and
their current logging levels. To edit the logging level of a category, click the 'Edit’ link next
to the category in thelist.

5. Choose the new logging level for the category, then click 'Update’.

To permanently change thelogging level:

1. Editthel og4j . properti es file, whichisfoundinthe WEB- | NF/ cl asses/ directory
under the JIRA web application directory.

Thel og4j . properti es filethat shipswith JIRA has the default logging levels specified. For more information about log4j (e.g.
how to define new logging categories), and about the format of thel og4j . pr oper ti es file, please refer to the documentation on
the log4j site.

2. Restart JRA.

If your application server itself configures logging (e.g. JBoss), you may need to remove the | og4j . properti es file. On some
servers (e.g. JBoss 3.0), you may also need to remove theentire| og4j . j ar fileto get logging to work.

1.14.10.2. Profiling

If you are experiencing performance issues with JIRA, it is often helpful to see where the
slow-downs occur. To do this you can enable profiling as described below, and then analyse the
performance traces that JJRA will produce for every request. An example of a profiling trace is
shown below:

[Filter: profiling] Turning filter on [jira profil e=on]

[116nms] - /secure/ Dashboard.j spa

[5nm8] - | ssueManager. execute()
[5n8] - | ssueManager. execut e()
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[5n8] - Searching |Issues
[ 298] - |ssueManager. execut e()

[ 298] - | ssueManager. execut e()
[29n8] - Searching |ssues
[28ms] - Lucene Query

[23nm8] - Lucene Search

Profiling can be enabled either;

« temporarily — profiling will be enabled until you next restart JRA, or
« permanently — profiling will remain enabled, even after you restart JRA

Totemporarily enable profiling:
1. Loginasauser with the'JIRA System Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
the title of the Administration box on the dashboard:

ISSUE EDI‘.WIHISTHATIDP

Link to Administration section

Proje Viewat or create

Mata Drrtars mr lRoamben

Link to Administration section

3. Under the 'System' sub-menu in the left-hand navigation column, click the 'L ogging &
Profiling' link.

4. The'Logging & Profiling' page will display. Scroll to the bottom of the screen. The 'Profiling'
section will inform you whether profiling is currently turned 'ON' or 'OFF', and will also show
or hide the 'Disable profiling' and 'Enable profiling' links respectively.

* Toturn Profiling 'ON’, click the 'Enable profiling' link. JIRA will start generating profiling
tracesinitslog.
* Toturn Profiling 'OFF', click the 'Disable profiling' link.

To permanently enable profiling:

1. Editatl assi an-jira/ WEB-1 NF/ web. xm (if you are using JIJRA Standalone) or
webapp/ VEEB- | NF/ web. xm inyour JIRA installation directory (if you are using JJRA
EAR/WAR).

2. Find thefollowing entry:

<filter>
<filter-name>profiling</filter-nane>
<filter-class>omatlassian.jira.web.filters.JIRAProfilingFilter</filter-c
<init-paranp
<I-- specify the which HITP parameter to use to turn the filter on or o
<I-- if not specified - defaults to "profile.filter" -->
<par am nane>act i vat e. par anx/ par am nane>
<param val ue>jira_profil e</param val ue>
</init-paranpr
<init-paranp
<I-- specify the whether to start the filter automatically -->
<l-- if not specified - defaults to "true" -->
<par am nanme>aut ost art </ par am nane>
<par am val ue>f al se</ param val ue>
</init-paranp
</filter>
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3. Modify theaut ost art parameter to be true instead of false. That is:

<init-paranp
<I-- specify the whether to start the filter automatically -->
<l-- if not specified - defaults to "true" -->
<par am nanme>aut ost ar t </ par am nane>
<par am val ue>t r ue</ param val ue>
</init-paranpr

4. Savethefile.

If you are running JIRA Standalone thisis al you have to do. Profiling will be enabled when
you restart JIRA.

5. If you arerunning JRA EAR/WAR, re-build and re-deploy the JIRA web application using
the bui | d script and the instructions for your application server.

1.14.11. Thread Dump

Occassionally, JIRA may appear to 'freeze’ during execution of an operation. During these times,
it is helpful to retrieve a thread dump - a log containing information about currently running
threads and processes within the Java Virtual Machine. Taking thread-dumps is a non-destructive
process that can be run on live systems. This document describes the steps necessary to retrieve a
thread dump.

The steps necessary to retrieve the thread dump are dependant on the operating system JRA is
running in - please follow the appropriate steps:

e Windows Environment
« UNIX Environment

1.14.11.1. Windows Environment

Running JIRA from startup.bat

1. Inthe Command Console window where JIRA is running, open the properties dialog box by
right clicking on thetitle bar and selecting "Properties’.

2. Select the Layout tab.

3. Under Screen Buffer Size, set the Height to 3000.
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& "CAWINDOWS\system32icmd....

Options ] Font  Layout l Calors ]

Window Prewview
Screen Buffer Size

width: nag
Height: 3000 = |
Windaw Size

Wwidth: IER=
Height: Iﬂ
‘Windawe Pozition

Left: I—:|
Top: I?

v Let system position window

Console Window Properties

4. Click OK.

5. With the same command console in focus, press CTRL-BREAK. Thiswill output the thread
dump to the command console.

6. Scroll back in the command console until you reach the line containing "Full thread dump”. A
sample thread dump is available here.

7. Right click thetitle bar and select Edit -> Mark. Highlight the entire text of the thread dump.

8. Right click thetitle bar and select Edit -> Copy. The thread dump can then be pasted into a text
file.
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T R TY I N . TR TH

\system32\cmd.exe

z AP [Uersion 5.1.26HA1]
RS 85-2@A1 Microsoft Corp.

Size

Settings“Denizl_
Minimize
Maximize

Close

Edit rark

Defaults

Froperties Faste
Select All

Scroll
Find...

Console Window Copy Paste

JIRA running asa Windows Service

abwbdE

6.
7.

Visit http://www.adaptj.com/root/main/download and click Launch

Click Run for any security warnings

Select Process -> Thread Dump

Under Process Id, select the'..." button.

From the drop-down list, select the JIRA process. Users running JIRA Standal one should
select the 'Java (Tomcat) ..." option. Users running JIRA EAR/WAR should select their
application server process.

Click OK to capture the thread dump.

Save the output to afile, eg 'threaddump.log'

1.14.11.2. UNI X Environment

1.

Identify the java process that JIRA isrunning in. This can be achieved by running a

command similar to:

ps -ef | grep java

The process will appear similarly as follows:

kei t hb 910 873 1 17:01 pts/3 00: 00: 18 /usr/javal/jdk/ bin/java - Xms128m - Xmx
- Xms128m - Xmx256m - Dj ava. awt . headl ess=true -Djava.util .| oggi ng. manager =or g. apache.ju

-Dj ava. awt . headl ess=true -Djava.endorsed.dirs=/tnp/atlassian-jira-enterprise-3.6-sta
-cl asspath :

In order to retrieve the thread dump, execute the command

kill -3 <pid>

where pid isthe process id - in this case 910.

The thread dump islogged to the console in which JIRA was started. A sample thread dump
isavailable here.
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1.14.12. Using robots.txt to hide from Search Engines

The robots.txt protocol is used to tell search engines (Google, MSN, etc) which parts of a website
should not be crawled.

For JRA instances where non-logged-in users are able to view issues, a robots.txt file is useful for
preventing unnecessary crawling of the |ssue Navigator views (and unnecessary load on your JRA
server).

1.14.12.1. Editing robots.txt

JRA (version 3.7 and later) installs the following r obot s. t xt file at the root of the JRA
webapp:

# robots.txt for JIRA

# You may specify URLs in this file that will not be crawl ed by search engi nes (Google, NS
#

# By default, all SearchRequestViews in the |IssueNavigator (e.g.: Wrd, XM, RSS, etc) and
# (XM, Printable and Wrd) are excluded by the /sr/ and /si/ directives bel ow.

User - agent: *
Di sal low. /sr/
Disallow /si/

Alternatively, if you already have ar obot s. t xt file, simply editit and add Di sal | ow. /sr/
andDi sal l ow. /si/.

1.14.12.2. Publishing robots.txt

The robot s. t xt file needs to be published at the root of your JRA internet domain, eg.
jira.myconpany. com robots.txt.

If your JIRA instance is published a j i ra. myconpany. cont j i r a, change the contents of the fileto Di sal | ow. /jiral/sr/
and Disallow /jiral/sr/. However, you till need to put robots.txt file in the root directory, i.e
jira.nyconpany. com robots.txt (notjira.nyconpany.com jiral/robots.txt).

1.15. Appendix A - Extending JIRA

1.15.1. Extending JIRA

JRA isvery flexible, and has a number of extension points where JIRA's data can be queried or its
functionality extended. Y ou can also download the JRA Plugin Development Kit. This contains full
source code for seven working plugins (and growing), skeleton project templates for creating your
own plugins, full JIRA API documentation and all library dependencies.

Custom Field Types JIRA comes with various custom field types
defined. New types can be written and plugged
into JIRA. See the Writing Custom Field Types
Tutorial for more information.

User Formats JIRA comes with many options to change the
look _and feel of features in the system. User
formats are a feature that can be customised by
plugins. You can write your own User Format
plugin to change the display of user details in
JIRA, e.g. display a profile picture. See the User
Format Plugin Guide for more information.
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Portlets New portlets can be created by writing a Java
class, a template and an XML descriptor file,
packaged as a JIRA plugin. See How To Create
a JIRA Portlet for more information.

Reports JIRA comes with various reports built-in. Using
the plugin _system, new reports can be written,
providing new ways of viewing and summarising
JIRA's data.

Workflow functions and conditions JIRA's issue workflow (states and state transitions an
issue can go through) can be customized through the
web interface (see the workflow documentation. The
workflow engine (OSWorkflow) provides hooks
where you can plug in your own behaviour:

*  Run arbitrary Javawhen a certain transition
occurs, via post-functions

« Limit visibility of transitions to certain users, via
conditions

» Validate input on transition screens (eg. in
comments), viavalidators

See the guide to creating custom workflow elements
for how to write your own workflow post-functions,
conditions and validators. Once written, these can be
packaged as plugins and reused.

Issue and Project Tabs When viewing an issue, some issue information
(comments, change history) is displayed in tabs:

All Worklog <Change History Version Control

There are no comments yet on this issue.

Issue tab panels

Likewise, the 'Browse Project’ page contains tab
panels displaying project information:

Select: Open issues Road Map Change Log Popularlissues

Project Information

OOpen Issues - Show the open issues for each component and version in this project.
O Road Map - Aroadmap of the upcoming versions in this project.

OChange Log - A change log of the recent versions for this project.

O Popular Issues - Aview of the popular (mostvoted for) issues for this project.

Project tab panels

By writing a plugin, you can add new issue or project
tab panels to JRA. For instance, you may wish to
display project/issue data pulled in from an external
source. Thisis how JIRA's Subversion.

See the plugin guide for more information on writing
these plugin types.

Listeners JRA has a complete event subsystem which fires
events whenever anything happens. For example an
| SSUE_CREATED event is fired whenever an issue
is created.

A listener is just a class which implements a
Ji ralLi st ener interface and is called whenever
events occur in JRA. Using those events, you can
then perform any action you want. For example the
emaill sent by JRA is driven by the
Mai | Li st ener.

Page 288


http://www.atlassian.com/software/jira/docs/latest/portlets_summary.html
http://confluence.atlassian.com/display/JIRA/JIRA+Plugin+Guide
http://confluence.atlassian.com/pages/viewpage.action?pageId=9742
http://confluence.atlassian.com/pages/viewpage.action?pageId=9742
http://www.atlassian.com/software/jira/docs/latest/reports_summary.html
http://confluence.atlassian.com/display/JIRA/JIRA+Plugin+Guide
http://www.atlassian.com/software/jira/docs/latest/workflow.html
http://wiki.opensymphony.com/display/WF/Documentation
http://www.atlassian.com/software/jira/docs/latest/workflow.html#postfunctions
http://www.atlassian.com/software/jira/docs/latest/workflow.html#conditions
http://www.atlassian.com/software/jira/docs/latest/workflow.html#validators
http://confluence.atlassian.com/pages/viewpage.action?pageId=11764
http://confluence.atlassian.com/display/JIRA/JIRA+Plugin+Guide
http://confluence.atlassian.com/display/JIRAEXT/JIRA+Subversion+plugin
http://confluence.atlassian.com/display/JIRA/JIRA+Plugin+Guide

JIRA Administrator's Guide

Services

SOAP and XML-RPC remote interfaces

Java

1.15.2. Listeners

This is useful when you want to drive or affect
externa systems from events which occur within
JRA - usualy used to push data into outside
systems.

For more information, read the listeners
documentation.

Services are classes which implement the
JiraService interface. When installed, you
specify an update period and JRA will cal the
run() method of your service periodically.

A sample service is  provided called
POPConment Ser vi ce. This service checks a
particular POP mailbox periodicaly and if it finds
messages, tries to extract an issue key from the
subject. If the subject contains a key, the body of the
mail is added as a comment to the message.

Services are useful when you want to periodically
pull datainto JIRA from outside systems.

For more information, see the services guide.

JRA has a growing SOAP and XML-RPC interface.
This enables you to drive JJRA automatically from
externa systems. For example you can have a Java
program, Perl script or C# client add issues to JIRA.
See the JRA RPC overview for general information.
For building RPC clients, check out the SOAP client
tutorial and XML-RPC client tutorial. New RPC
endpoints can aso be added to JIRA as plugins - see
RPC Endpoint Plugins.

JRA has afull set of Java APIs that can be used to
update information with in JIRA.

You can view the APl here. JRA commercia
customers get full access to the JIRA source (see
bottom of the downloads page), so you can modify
JRA itsalf if necessary. See the Building JIRA from
Source page for more information.

Listeners are unique to JIRA, and avery powerful way to extend it.

JRA has a complete event subsystem which fires events whenever anything happens inside the

application. For example an | SSUE_CREATED event is fired whenever an issue is created.

A Listener is a class that implements one of the Listener interfaces. It is then called whenever events
occur in JRA. Using those events, you can then perform any action you want. For example the

email sent by JIRA isdriven by the MailListener.

Listeners are most useful when you want to drive or affect external systems from events which occur

within JIRA.

1.15.2.1. Listener Interfaces

There are currently two different concrete Listeners within JRA (both of which extend the base
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JiraListener interface).

com.atlassian.jira.event.JiraListener The base interface which al other JRA listener
interfaces extend. Covers core listener properties like
uniqueness, description, parameters etc.

API doc

com.atlassian.jira.event.issue.lssueEventListenertpe main listener interface in JRA. used whenever
anything happensto an issue.

API doc

com.atlassian.jira.event.user.UserEventListener  Tnis listener is called whenever anything happens to
auser within JIRA.

API doc

1.15.2.2. Example Listeners

The examples provided may be freely used and modified for use in your own environment. The
source of al examples is available and should give you good overview of how simple it is to
write your own listeners. Both example listeners are included with JIRA 2.1, and both implement
User Event Li st ener and|l ssueEvent Li st ener.

DebugListener (source)

Thisisavery simple listener that prints events and their content to System.out whenever they
arereceived.

To test thislistener, add alistener with the class

com atl assian.jira.event.|isteners. DebugLi stener.

MailListener (source)

Thislistener is how mail notifications are currently sent from within JIRA, and a good
example of amore complex listener. It basically listens for events, and turns them into email
notifications using Velocity templates to generate the mail bodies.

Thislistener is usually alwaysturned on in JIRA - see Email Notifications for more details. If
you want to write more complex or more specific notifications, you can disable the internal
MailListener and add your own.

Other examples of useful tasks that can be accomplished with listeners are:

Send SMS or IM notifications

A listener could easily send notifications for various events via SMS or instant
messenger (eg ICQ or AIM) - or anywhere that you have a Java library to send
messages.

Group notifications:

A listener could notify certain groups of issue changes, depending on the content of
the issue. For example any issue containing "windows" in the environment could
notify your "windows-developers" group.

1.15.2.3. Registering a Listener

To register alistener:

1. Make sureyour listener classisin the classpath where JIRA can see it - the best locations are
usually the WEB- | NF/ cl asses or VEB- | NF/ | i b (asaJAR) directories within the JIRA
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web application.
2. Loginasauser with the'JIRA System Administrators global permission.

3. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE ﬂDI‘."IIHISTHATIUP

Link to Administration section

inistration

ar create

Mot Drrtrrs mr Raeben
Link to Administration section
4. Click the Listenerslink in the System section of the left-hand navigation column.
5. Enter aName (anice name for thislistener) and Class (the fully qualified class of your listener)
for your listener and click Add.
6. Thelistener will now be added. Click Edit for your listener to edit its properties.

1.15.2.4. Editing Listener Properties

At any time you can edit a listeners properties by clicking Edit for that listener in the Listeners
section of the Administration tab.

1.15.2.5. Removing a Listener

To remove alistener, just click Del for that listener in the Listeners section of the Administration
tab.

1.15.2.6. Custom Events

With the ability to add custom eventsto JIRA, the Listener must be updated to deal with the event as
appropriate. This is possible by providing an implementation for the method
cust onkEvent (I ssueEvent event) in the Listener. For example, the MailListener
implementation passes the custom event on for notification processing. The DebugL istener 1ogs that
the custom event has been fired.

1.15.3. Services

A service is a class that runs periodically within JIRA. Since a service runs inside JIRA, it has the
ability to use al of the JRA APl — and, asit iswritten in Java, it can use any Javalibraries.

Services are useful because they enable you to integrate with external systems by pulling data into
JRA periodically. JRA comes with a number of pre-written services, and custom services can be
written and plugged in at runtime. If you want a service to perform typical operations on JIRA issues
(eg. close alist of issues meeting certain criteria), then the Jelly Service can be configured to run a

custom Jelly script.
1.15.3.1. Registering a Service

Services are set up asfollows.
1. For custom-written services, make sure your service classisin the classpath where JIRA can see
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it — the best locations are usually the WEB-I NF/classes or WEB-INF/lib (asaJAR)
directories within the JJRA web application.
Login asauser with the'JIRA System Administrators global permission.

Bring up the administration page by clicking either the 'Administration’ link on the top bar
or the title of the Administration box on the dashboard:

ISSUE QDF."IIHISTHATIUP

Link to Administration section

inistration

ar create

Mot Drrtmrs mr Raeben
Link to Administration section
Under the 'System' sub-menu on the left, click the 'Services' link.
Fill out the Add Service form with the following parameters:
Name
adescriptive name for this service
Class
the fully qualified class of your service. Will likely be of the form
com.atlassian.jira.service.services.type. TypeSer vice. See Sample services for provided
service class names.
Delay
the delay (in minutes) between service runs

For example, adding a POP Service:

Services
Delay
Mame / Class Properties (mins)
Mail Queue Service 1 Edit

com.atlassian jira.sarvice . senvices mai. Maillueuse Service

Add Service

Add a new service by entering a name and class below. You can then edit it to set properties.

Name: |Create/Comment Service - ABC

Class: |Dom.atlassian.jira.aewice.sewices.pop.F'opSewice
* Buili-in Services

Backup service

Create issues from FOP

Create issues from IMAP

Create issues issues from local files

Debugaing service

Delay: |1

Dalay between running time, in minutes.

Add Service |
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Add service
Now click Add Service

6. Thiswill bri ng up the 'Edit Service' screen to configure the service. Depending on the service,
you may now be required to specify a MessageHandler, a hel per class that processes email
messages. MessageHandlers are configured with a parameter string, a comma-separated list of
name=value pairs. Consult the tables below as to what parameters each MessageHandler accepts.
The following screenshot shows a Createl ssueHandler being attached to a POP Service:

Edit Service : Create/Comment Service - ABC

Instructions:
Enter text values for service properties below. Any empty fields will be setto MULL in the Service's initialisation.

Handler: | Create Or Comment Handler  =|

Handler parameters: |prnje1:t=Jle issuetype=1, catchemail=foo@e

Forward Email: Iadmin@ex,ample_mm

Uses S5 | Mo SSL |

Server: |issues@exﬂmple.mm |

You can also adjust the delay period of this service. Mote that if you adjust this delay, the service will be restarted.

Delay: |1

Dalay - in minutes

Update | Cancel

Editing a service

1.15.3.2. Editing Service Properties

At any time you can edit a service's properties by clicking Edit for that service in the Services
section of the Administration tab.

1.15.3.3. Mail Service Properties
In addition to Message Handlers, the mail services POP Service and IMAP Service can be further
configured with further properties on how the mail is found and handled.

Forward Emails

If the mail service is unable to handle a message you can define an email address to forward
these messages to. Just add the desired email address into the 'ForwardEmail’ textbox.

Y ou will need to configure a SMTP mail server before this functionality can be used.

SSL

The mail service can be configured to connect to the email server using an SSL connection. To
do this select the appropriate SSL connection in the 'Use SSL' select list. If you do not want JJRA
to use SSL, select 'No SSL'.

If you are using SSL, you will need to preload the IMAPS/POPS server's public key in JRA
(actualy, the Java virtual machine running JIRA). See Connecting to SSL Services for
information on how to do this.

Folder (IMAP Only)
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For the IMAP Serviceit is possible to specify the folder you wish JIRA to read when
scanning for messages. To do this, add the desired folder name to the 'Folder’ field.

If afolder is not specified the mail service will default to 'INBOX'.

1.15.3.4. Removing a Service

Toremove aservice, click Del for that service in the Ser vices section of the Administration tab.

1.15.3.5. Built-in Services

JRA has some useful services out the box, which may be used as-is or modified for use in your
own environment. The source of all built-in services is available and should give you good
overview of how simple it is to write your own services. All built-in services are included with
JRA, and need only be configured to be used.

Export Service (source)

The Export Serviceis useful for periodically backing up JRA. It exports all data from JIRA
every timeit isrun into adirectory supplied as a parameter. The export files are timestamped,
thus the service can act as a backup system.

To test this service, add a service with the class
com.atlassian.jira.service.services.export.ExportService. JRA sets up an ExportService
during the setup wizard, so you may find you aready have one.

POP Service (source)

The POP service reads messages from a defined POP3 mail box, and then performs
operations within JIRA based on the message contents. A MessageHandler (see below for
more information) is configured for each instance of the POP Service, which determines how
the message is handled.

To test this service, add a service with the class
com.atlassian.jira.service.services.pop.PopSer vice and configure the POP details and
message handler in the properties of the service.

To make the POP service even more useful, you can connect it with the email notifications
sent by JIRA. Simply set the FROMaddress in the MailListener to be the same address as the
POP mailbox being monitored. This allows you to do things like reply to email notifications
and have your replies added as comments on the issue.

IMAP Service (source)

Similar to POP service, except that it reads from an IMAP mailbox's "INBOX" instead. Like
the POP service, it removes emails after reading.

To test this service, add a service with the class
com.atlassian.jira.service.services.imap.l mapSer vice and configure the IMAP details and
message handler in the properties of the service.

File Service (source)

The File service is very much like the POP service above, except that instead of reading
emails from a POP mailbox, they are read from adirectory on disk. Thisis useful because
you do not need an anonymous POP mail box (which could be a potential security risk) to use
it. Instead you can simply get your mail server to dump incoming email messages into a
particular directory, which the File service scans periodicaly.
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The setup of this serviceisidentical to the POP Service above, except that the service classis
com.atlassian.jira.service.services.file.FileService and the service is configured with the
directory to watch instead of the POP mailbox details. Both File and POP services can use the
same MessageHandlers.

Jelly Service (source)

Jelly is ascripting language which allows tasks in JIRA to be automated. The Jelly Service
periodically runs a Jelly script. For example, you could use this to periodically run a search
request, loop through the results and add a comment, change the issue state (see the Jelly
examples. If you're considering writing a custom service, often a periodically invoked Jelly script
may be an easier alternative.

JRA Service classes must all extend com.atlassian.jira.service.JiraService. Most do so by extending
com.atlassian.jira.service.AbstractService or some more specialised subclass.

1.15.3.6. Message Handlers

POPService, IMAPService and FileService above use MessageHandlers (API_doc) to perform
operations within JJRA based on the format of incoming email messages.

You can design your own MessageHandlers to integrate JRA with your own processes, and plug
them into any of these three services viathe Administration interface. (Please also see Adding your
own email handling classes.)

MessageHandlers are configured with a comma-separated list of name-value pairs, known as the
handler parameters.

There are anumber of default message handlers that ship with JIRA, described below:

Createl ssueHandler

com.atlassian.jira.service.util.handler.Createl ssueHandler | API doc | Source

This message handler creates a new issue for each incoming message.

Parameter Meaning Value
project Default project where new  Project key, e.g. JRA
issues are created.
issuetype Default type for new issues. Integer representing issue type:
1. Bug
2. New Feature
3. Task

4. Improvement

reporterusername Username of default reporter, if  JIRA username, e.g. adni n
sender not recognised.

createusers If a message comes from trueorfalse

unrecognised address, create a
new JIRA user with the user
name and email address set to
the 'From' address of the
message. The password for the
new user is randomly
generated, and an email is sent
to the new user informing them
about their new account in
JIRA.
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notifyusers

catchemail

ccassignee

ccwatcher

Note: this parameter is not
compatible with
reporterusernane. If
createusers is set to true,
and the reporterusernane
is also supplied, users will be
created if they cannot be found
using the from addresses of the
received messages. That is,
the reporterusernane will
be ignored.

By default (if not supplied),
creat euser s is set to false.

This parameter is only used if
createusers is set to true. If
notifyusers is set to false they
will not receive a notification
that their account has been
created via email. The default
value is true to preserve the
behaviour before this
parameter was added.

By default (if not supplied),
noti f yusers is set to true.

If set, only emails to the
specified recipient (To:, Cc:)
are processed.

Note: if this parameter is set,
emails addressed to anyone
other than the specified
recipient will be deleted.
Please note, setting this
parameter also suppresses the
generation of the addressee as
watcher.

If an email has a Cc address
listing an assignable user
already present in JIRA, by
default JIRA will assign the
issue to that user. In JIRA 3.1
and above, if you do not want
this behaviour, set ccassignee
to false.

By default (if not supplied),
ccassi gnee is set to true.

If an email has a To, Cc or Bcc
address listing a user already
present in JIRA, it is possible to
automatically add that user to
an issue's watchers list, by
setting the ccwat cher
parameter to true. Please
note that users created by the

creat eusers parameter
cannot be added to an issue's
watchers list by the

ccwat cher parameter. Users
must already exist in JIRA's
userbase, and must have an
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email address.
By default (if not supplied),
ccwat cher is set to false.

bulk This option only affects emails | i gnore or forward or
with the 'Precedence: bulk' or  del et e
emails with an 'Auto-Submitted'
header that is not set to "no".
One of the following actions will
be performed, depending on
the value of this option:
e i gnor e - Ignore the email
and do nothing
 forward - Forward the
emall to the address set in the
"Forward Email" text field
* del et e - Delete the email
permanently

Any other values are invalid, and
the handler will perform normally.

Table 1: CreatelssueHandler parameters

CreateOr CommentHandler

com.atlassian.jira.service.util.handler.CreateOr CommentHandler | APl doc | Source

This message handler creates a new issue, or adds a comment to an existing issue. If the subject
contains an issue key, the message is added as a comment to that issue. If no issue key is found, a
new issue is created in the default project.

Parameter Meaning Value

project Default project where new Project key, e.g.JRA

issues are created.

The project parameter is
only relevant for issue creation,
not for issue commenting. If an
email contains an issue key in
the email subject, and that
issue exists in the JIRA
instance, the handler will add
the email as a comment on the
issue, regardless of which
project the issue is in.

issuetype Default type for new issues. Integer representing issue type:
1. Bug
2. New Feature
3. Task

4. |mprovement

stripquotes If set (to anything), quoted text = (anything)
is removed from comments.

reporterusername Username of default reporter, if  JIRA username, e.g. admi n
sender not recognised.

createusers If a message comes from trueorfalse
unrecognised address, create a
new JIRA user with the user
name and email address set to
the 'From' address of the
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notifyusers

catchemail

ccassignee

ccwatcher

message. The password for the
new user is randomly
generated, and an email is sent
to the new user informing them
about their new account in
JIRA.

Note: this parameter is not
compatible with
reporteruser narne. If
Ccreateusers is set to true,
and the reporterusernamne
is also supplied, users will be
created if they cannot be found
using the from addresses of the
received messages. That is,
the reporterusernane will
be ignored.

By default (if not supplied),
creat euser s is set to false.

This parameter is only used if
createusers is set to true. If
notifyusers is set to false they
will not receive a notification
that their account has been
created via email. The default
value is true to preserve the
behaviour before this
parameter was added.

By default (if not supplied),
noti f yuser s is set to true.

If set, only emails to the
specified recipient (To:, Cc:,
Bcc:) are processed.

If an email has a Cc address
listing an assignable user
already present in JIRA, by
default JIRA will assign the
issue to that user. In JIRA 3.1
and above, if you do not want
this behaviour, set ccassignee
to false.

By default (if not supplied),
ccassi gnee is set to true.

If an email has a To, Cc or Bcc
address listing a user already
present in JIRA, it is possible to
automatically add that user to
an issue's watchers list, by
setting the ccwat cher
parameter to true. Please
note that users created by the

creat eusers parameter
cannot be added to an issue's
watchers list by the

ccwat cher parameter. Users
must already exist in JIRA's
userbase, and must have an
email address.

By default (if not supplied),
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ccwat cher is set to false.

bulk This option only affects emails | i gnore or forward or
with the 'Precedence: bulk' or | del et e
emails with an 'Auto-Submitted'
header that is not set to "no".
One of the following actions will
be performed, depending on
the value of this option:
1. ignore -Ignorethe emall
and do nothing
2. forward - Forward the
email to the address set in the
"Forward Email" text field
3. del et e - Delete the email
permanently

Any other value's are invalid, and
the handler will perform normally.

Table 1: CreateOrCommentHandler parameters

FullCommentHandler

com.atlassian.jira.service.util.handler.FullCommentHandler | API doc | Source
This message handler creates a comment based on the entire body of the email received.

The issue to use is chosen from the first issue key found in the email subject. The author of the
comment is taken from the from address of the email.

Parameter Meaning Value

reporterusername Username of default reporter, if | JIRA username, e.g. admi n
sender not recognised.

createusers If a message comes from trueorfalse
unrecognised address, create a
new JIRA user with the user
name and email address set to
the 'From' address of the
message. The password for the
new user is randomly
generated, and an email is sent
to the new user informing them
about their new account in

JIRA.

Note: this parameter is not
compatible with
reporteruser name. If

createusers is set to true,
and the reporterusernane
is also supplied, users will be
created if they cannot be found
using the from addresses of the
received messages. That is,
the reporterusernane will
be ignored.

By default (if not supplied),
creat eusers is set to false.

notifyusers This parameter is only used if true orfal se
createusers is set to true. If
notifyusers is set to false they
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will not receive a notification
that their account has been
created via email. The default
value is true to preserve the
behaviour before this
parameter was added.

By default (if not supplied),
noti f yuser s is set to true.

catchemail If set, only emails to the E.g.issues@yconpany.com
specified recipient (To:, Cc:,
Bcc:) are processed.

bulk This option only affects emails | i gnore or forward or
with the 'Precedence: bulk' or  del ete
emails with an 'Auto-Submitted'
header that is not set to "no".
One of the following actions will
be performed, depending on
the value of this option:
1. ignore - Ignorethe email
and do nothing
2. forward - Forward the
email to the address set in the
"Forward Email" text field
3. del et e - Delete the email
permanently

Any other value's are invalid, and
the handler will perform normally.

Table 1: FullCommentHandler parameters

NonQuotedCommentHandler

com.atlassian.jira.service.util.handler.NonQuotedCommentHandler | APl doc | Source

This message handler also creates a comment, but only uses the "non quoted” lines of the email
body. A quoted lineis any line that starts with">" or "|".

The issue to use is chosen from the first issue key found in the email subject. The author of the
comment is taken from the from address of the email.

Parameter Meaning Value

reporterusername Username of default reporter, if | JIRA username, e.g. adni n
sender not recognised.

createusers If a message comes from trueorfalse
unrecognised address, create a
new JIRA user with the user
name and email address set to
the 'From' address of the
message. The password for the
new user is randomly
generated, and an email is sent
to the new user informing them
about their new account in

JIRA.

Note: this parameter is not
compatible with
reporteruser nane. If

Createusers is set to true,
and the reporterusernane
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is also supplied, users will be
created if they cannot be found
using the from addresses of the
received messages. That is,
the reporterusernane will
be ignored.

By default (if not supplied),
creat eusers is set to false.

notifyusers This parameter is only used if | true orf al se

createusers is set to true. If
notifyusers is set to false they
will not receive a notification
that their account has been
created via email. The default
value is true to preserve the
behaviour before this
parameter was added.

By default (if not supplied),
noti f yusers is set to true.

catchemalil If set, only emails to the E.g.issues@yconmpany.com
specified recipient (To:, Cc:,
Bcc:) are processed.

bulk This option only affects emails ignore or forward or
with the 'Precedence: bulk' or  del ete
emails with an 'Auto-Submitted’
header that is not set to "no".
One of the following actions will
be performed, depending on
the value of this option:
1. ignore - Ignorethe email
and do nothing
2. forward - Forward the
email to the address set in the
"Forward Email" text field
3. del et e - Delete the email
permanently

Any other value's are invalid, and
the handler will perform normally.

Table 1: NonQuotedCommentHandler parameters

RegexCommentHandler

com.atlassian.jira.service.util.handler.RegexCommentHandler | APl doc | Source

This message handler creates a comment from an email body - but ignores any part of the email
body past a specified marker or separator. For mail systems like Lotus Notes and Outlook, emails are
separated from the quoted email by some predictable text like "---- Origina Message ----" or
"Extranet\n email.addresss DOM/REG/CONT/CORP@CORPMAIL" The RegexCommentHandler
can take any valid regular expression — and in fact filter quoted mails from various different mail
systems simultaneously.

« If the patternisfound, it returns the text before the 1st match - and discards the rest of the email
body

« If the pattern is not found, it returns the email body unchanged

« |f theregex isnot specified, it returns the email body unchanged

« If thereisany error (i.e. regex expression error), it returns the email body unchanged

Parameter Meaning Value
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splitregex
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Username of default reporter, if | JIRA username, e.g. admi n

sender not recognised.

If a message comes from trueorfalse

unrecognised address, create a
new JIRA user with the user
name and email address set to
the 'From' address of the
message. The password for the
new user is randomly
generated, and an email is sent
to the new user informing them
about their new account in
JIRA.

Note: this parameter is not
compatible with
reporteruser nane. If
createusers is set to true,
and the reporterusernane
is also supplied, users will be
created if they cannot be found
using the from addresses of the
received messages. That is,
the reporterusernane will
be ignored.

By default (if not supplied),
creat eusers is set to false.

This parameter is only used if true orfal se

createusers is set to true. If
notifyusers is set to false they
will not receive a notification
that their account has been
created via email. The default
value is true to preserve the
behaviour before this
parameter was added.

By default (if not supplied),
noti f yuser s is set to true.

If set, only emails to the
specified recipient (To:, Cc:,
Bcc:) are processed.

Regular expression matching
the text separating the mail
from any previous mails. Note
that the regexp must begin
and end with a delimiter
character, typically '/'.. Also
note that currently, commas are
not allowed in regexps, as
commas are used to separate
handler parameters and there
is not (as yet) an escape
syntax.

This option only affects emails
with the 'Precedence: bulk' or
emails with an 'Auto-Submitted’
header that is not set to "no".
One of the following actions will
be performed, depending on

E.g.i ssues@ryconpany. com
E.g. [----\s*Original

Message\ s*----/ or
/ */

ignore or forward or
del ete
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the value of this option:

1. ignore - Ignorethe email
and do nothing

2. forward - Forward the
email to the address set in the
"Forward Email" text field

3. del et e - Delete the email
permanently

Any other value's are invalid, and
the handler will perform normally.

Table 1. RegexCommentHandler parameters

CVSLogHandler

com.atlassian.jira.service.util.handler.CVSL ogHandler | APl doc | Source

This message handler parses CV S Log messages and adds the rel evant sections as a comment.
The comment is added to any issue whose key is mentioned in the CV'S commit message.

For instance if you commit to CVS with the message "This commit fixes JRA-57 and JRA-58.", a
comment will be added to issues JRA-57 and JRA-58.

The body of the comment includes the commit message entered by the developer and the files
involved in the commit.

} JRA no longer uses CV SLogHandler for its CV S integration - this service is kept here purely as an example. ‘

To use this message handler, setup your CV'S server to email commit messages using something like

SyncMail.

Parameter Meaning Value

reporterusername Username of default reporter, if | JIRA username, e.g. admi n
sender not recognised.

createusers If a message comes from trueorfalse
unrecognised address, create a
new JIRA user with the user
name and email address set to
the 'From' address of the
message. The password for the
new user is randomly
generated, and an email is sent
to the new user informing them
about their new account in

JIRA.

Note: this parameter is not
compatible with
reporterusernane. If

createusers is set to true,
and the reporterusernane
is also supplied, users will be
created if they cannot be found
using the from addresses of the
received messages. That is,
the reporterusernane will
be ignored.

By default (if not supplied),

Page 303


http://docs.atlassian.com/software/jira/docs/api/3.13.3/com/atlassian/jira/service/util/handler/CVSLogHandler.html
examples/CVSLogHandler.java
http://www.atlassian.com/software/jira/docs/latest/cvs_integration.html
http://sourceforge.net/projects/cvs-syncmail

JIRA Administrator's Guide

creat eusers is set to false.

notifyusers This parameter is only used if | true orf al se

createusers is set to true. If
notifyusers is set to false they
will not receive a notification
that their account has been
created via email. The default
value is true to preserve the
behaviour before this
parameter was added.

By default (if not supplied),
noti f yuser s is set to true.

catchemail If set, only emails to the E.g.issues@yconpany.com
specified recipient (To:, Cc:,
Bcc:) are processed.

bulk This option only affects emails | i gnore or forward or
with the 'Precedence: bulk' or  del ete
emails with an 'Auto-Submitted'
header that is not set to "no".
One of the following actions will
be performed, depending on
the value of this option:
1. ignore - Ignorethe email
and do nothing
2. forward - Forward the
email to the address set in the
"Forward Email" text field
3. del et e - Delete the email
permanently

Any other value's are invalid, and
the handler will perform normally.

Table 1. CVSLogHandler parameters

1.15.3.7. Message Handlersand Events

The message handlers will dispatch an JRA event depending on the actions they perform. For
more information on JIRA events please refer to the Notification Schemes section.

The Createl ssueHandler will dispatch an 'Issue Created' event whenever it creates a new issue.

The CreateOrCommentHandler will dispatch one of 'Issue Created', 'lssue Commented' or 'l ssue
Updated' events:

» 'Issue Created' event is dispatched whenever it creates a new issue.

« 'Issue Commented' event is dispatched if the issue already exists and a comment is added
only.

» 'Issue Updated' event is dispatched if the issue already exists and a comment with
attachment(s) is added.

Each of the comment handlers (FullCommentHandler, NonQuotedCommentHandler,
RegexCommentHandler and CV SLogHandler) will dispatch the 'Issue Commented' event if the
message only contains a comment. However, if the message contains an attachment as well, it
will dispatch the 'Issue Updated' event instead.

1.15.3.8. Building Services from source
To build any of the linked sample code:
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« |If you have JIRA Standalone, download to the exter nal-sour ce/sr ¢/ directory, and read the
instructions in exter nal-sour ce/READM E.txt) for build instructions.

« |If you have the IRA WAR/Webapp distribution, download the source to the src/ directory. The
code will be compiled into the webapp when bui | d. sh/ bui | d. bat isrun.

1.15.4. Jelly Tags

Jelly is a scripting and templating language from Apache's Jakarta project. It issimilar to Ant, in that
scripts are XML, and each tag maps to a Java class, but has a more sophisticated internal pipeline
model for tag interaction, much like JSP taglibs. See the Jelly website for more details.

JRA comes with a number of Jelly tags implementing core operations in JRA. This provides a
scriptable interface to JJRA. There are many possible uses for JRA Jelly tags, the most common
being importing data into JJRA from other systems, and automating common administrative tasks
(see the examples below).

1.15.4.1. Enabling Jelly

JRA's Jelly support is disabled by default, as it is a potential security hazard. To enable Jelly
support, set the jira.jelly.on system property when starting your app server. System properties are
set with parametersto thej ava command, eg..java -Djira.jelly.on=true ....

How to set this property depends on your application server. For example, with Tomcat (JRA
standalone distribution), set the environment variable JAVA_OPT S=-Djira.jelly.on=true, or when
running JIRA Standalone as a service, set the service VM parameter.

1.15.4.2. Running a Jelly script

Torun aJdly script once:
1. Loginasauser with the'JIRA System Administrators global permission.

2. Bring up the administration page by clicking either the 'Administration’ link on the top bar or
thetitle of the Administration box on the dashboard:

ISSUE ﬂDI‘.ﬂIHISTHATIDP

Link to Administration section

inistration

or create

Mot Drmtmrs mr bFosemben

Link to Administration section

3. Under the 'Options & Settings sub-menu in the left-hand navigation column, click the 'Jelly
Runner' link.
4. Pasteyour Jelly script into the text area.

Torun aJdly script periodically:

Configure a service with the following class:
comatlassian.jira.jelly.service.JellyService.

1.15.4.3. Writing a Jelly script
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Scripts are generally of the form:

<Jiradelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<I--

Add your own Jelly XM here
>

;;JiraJeIIy>
JRA Enterprise has afew extratags available; to use them, the outer tag should instead be:

<Jiradelly xmns:jira="jelly:comatlassian.jira.jelly.enterprise.JiraTagLi b">
<l--
Add your own Jelly XM here

S
</Jiraldel ly>

In addition to the JIRA tags, you can use tags from the email, http, soap, sgl, and core Jelly
taglibs. More can be added by the user if necessary.

Many of JRA's Jelly tags set context variables, so subsequent tags can refer to their output by
dereferencing the context variable (e.g. ${j i ra. new. user nane}). Other tags let you
explicitly specify the name of a variable to store some output in. E.g., <jiraCreateUser> has
i ssueKeyVar andi ssuel dVar parameters:

<jira: Createl ssue project-key="TP" sumary="1ssue One" issueKeyVar="issuekey" issuel dVva
Rai sed i ssue ${issuekey} with id ${issueid}

Note that the variableis only set after thetag is closed, not inside the tag.

Due to this variable interpolation, if your text contains anything of the form ${ sonet hi ng}, you need to escape this as
$${ sonet hi ng} to prevent the ‘variable' being expanded to a blank string.

Thelist of currently available tags:
jira AddComment
jirasAddComponent
jira:SelectComponentAssignees
jirasAddUserToGroup
jirasAddVersion
jira:CreateGroup
jiratAssignlssue

jira:Cresatel ssue

jiraLinklssue
jiraTransitionWorkflow
jira:CreateProject
jira:CreateUser
jirasRemoveUser
jira:CreatePermissionScheme
jiratAddPermission

jiraLogin
jira:CreateCustomField
jiratAddFieldToScreen
jiraAttachFile
jiraRunSearchRequest
jiratAddActorsToDefaultProjectRole
jiratAddActorsToProjectRole
jira:CreateProjectRole
jira:DeleteProjectRole
jira:GetDefaultRoleActors
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» jiraGetProjectRole

» jiraGetProjectRoleActors

* jirallsProjectRoleNameUnique

* jiraRemoveA ctorsFromProjectRole

* jiraRemoveA ctorsFromDefaultProjectRole
* jiraUpdateProjectRole

1.15.4.4. jira:AddComment

This function adds a comment to an |ssue.

Attribute name Type Default value
issue-key string
commenter string Currently logged
user
comment string
groupLevel string none
roleLevel string none
created string Current Date/Time
updated string Current Date/Time
editedBy string Currently logged
user

Table 1: Attributes

Description

The issue to add the
comment to (required).

Username of the user
to make the comment
(Must have browse
and comment
permissions).

Comment to be added
to the issue (required).

Name of group that
can see this comment.
NOTE: If this is
specified you can not
specify the roleLevel
parameter.

Name or Id of Project
Role that can see this
comment. NOTE: If
this is specified you
can not specify the
groupLevel parameter.

Date/Time the
Comment was created
in format yyyy-MM-dd
hh:mm:ss.0

Date/Time the
Comment was last
updated in  format
yyyy-MM-dd
hh:mm:ss.0. This can
be used if you are
trying to import a
comment with specific
pre-existing values.

Username of the user
who last updated the
comment. This can be
used if you are trying
to import a comment
with specific
pre-existing values.
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Examples

Create comment

<Jiradelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLi b">
<jira: AddComment coment ="|ssue comment" issue-key="ABC- 1"
grouplLevel ="adm n- group"/ >

</Jiraldelly>

Create | ssue and Comment

<Jiradelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<jira: Createl ssue project-key="TP" issueType="Bug" sumary="1Issue sunmary" issueKeyVal
<jira: AddComrent issue-key="${key}" comment="A comment on ${key}"/>

</Jiraldelly>

1.15.4.5. jira:AddComponent
Adds a component to a project.
Attribute name Type Default value Description

project-key string The key of the project
you want to add the
component to (not
required if nested
inside a
jira:CreateProject tag).

name string Name of the
component (required).

description string Description  of the
component.

componentLead string For JIRA Enterprise

only. The username of
the Component's lead.
Leave blank for no
lead.

Table 1: Attributes

Examples

Create Component

JiraJelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<j i ra: AddComponent proj ect - key="ABC' nanme="Conp 1" description="Conp 1 description"/>
</Jiraldelly>

Create Component in a Project

JiraJelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<jira: CreateProject key="ABC' name="A Project" |ead="Iogged-in-user">
<j i ra: AddConmponent nanme="Comp 1"/>

</jira:CreateProject>

</Jiraldel ly>

Create Component with a Component Lead (Enter prise-only)
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JiraJelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
proj ect - key="ABC" nane="Conp 1" description="Conp 1 with | ead" conponen

<j i ra: AddConponent
</Jiraldelly>

1.15.4.6. jira: Select ComponentAssignees

Selects the default assignees for newly created issues of the component. Thistag isonly availablein

JRA Enterprise.
Attribute name

project-key

componentName

assigneeType

Examples

string

string

string

Type

Select a Component Assignee

Jiralelly xmns:jira="jelly:comatlassian.jira.jelly.enterprise.JiraTagLi b">

Default value

Table 1: Attributes

Description

The key of the project
you want to add the

component to
(required).
Name of the

component (required).

Default assignee type
(required).

projectDefault
componentLead
projectLead

unassigned

A

<j i ra: Sel ect Conponent Assi gnees proj ect - key="ABC' conponent Nane="Conp 1" assi gneeType="conp

</Jiraldelly>

1.15.4.7. jira:AddUser ToGroup

Makes a user a member of a Group. Adds the username and/or group name into the context if

specified.
Attribute name

username

group-name

string

string

Type

Default value

Description

Username to add to
Group (required if not
in a jira:CreateUser

tag).

Group to add User to
(required if not in a
jira:CreateGroup tag).
Note: if the group has
the 'JIRA  System
Administrators' global
permission, and the
logged-in user does
not, an error message
will be displayed and
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the operation will not

succeed.
Table 1: Attributes
Context Variable Type Description
jelly.new.username string Username is set in the context

if specified in the tag.

jelly.group.name string Group name is set in the
context if specified in the tag.

Table 2: Context Variables

Examples

Add User to Group

JiraJelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<jira: AddUser ToG oup user name="new user" group-nane="new group"/>
</Jiraldelly>

Add New User to Group

JiraJelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLib">

<jira: CreateUser username="new user" password="password" confirm="password
ful |l name="Ful |l nanme" enmil ="test @est.coni>

<jira: AddUser ToG oup group- name="new- group"/>

</jira:CreateUser>

</Jiraldelly>

Add User to New Group

<Jiradelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLi b">
<jira: CreateG oup group-nanme="new group">

<jira: AddUser ToG oup user nane="new user"/>

</jira:CreateG oup>

</Jiraldelly>

Add New User to New Group

<Jiradelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLi b">

<jira: CreateUser username="new user" password="password" confirm"password
ful l name="Full nane" enmail ="test @est.cont'/>

<jira: CreateG oup group-nanme="new group">

<jira: AddUser ToG oup/ >

</jira:CreateG oup>

</jira:CreateUser>

</Jiraldelly>

1.15.4.8. jira:AddVersion

Adds aversion to a project.
Attribute name Type Default value Description

project-key string The key of the project
you want to add the
component too (not
required if nested
inside a
jira:CreateProject tag).

name string Name of the version
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(required).

description string The description of the
version.

releaseDate string The release date of the
version.

schedule string Schedule of the
version.

Table 1: Attributes

Examples

Createa Version

Jiralelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<j i ra: AddVersi on project-key="ABC' nanme="Ver 1"/>
</Jiraldelly>

CreateaVersionin a Project

<JiraJelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLi b">
<jira: CreateProject key="ABC' name="A Project" |ead="|ogged-in-user">
<j i ra: AddVersi on nane="Ver 1"/>

</jira:CreateProject>

</Jiraldelly>

1.15.4.9. jira:CreateGroup
Createsa Group in JIRA.
Attribute name Type Default value Description

group-name string Name of group to
create (required).

Table 1. Attributes
Context Variable Type Description

jelly.group.name string Name of group being created.
Table 2: Context Variables

Examples

Create Group

<Jiradelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<jira: CreateG oup group-nanme="new- group"/>
</Jiraldelly>

1.15.4.10. jira:Assignl ssue

Assigns an issue to a user.

Attribute name Type Default value Description
key string Key of the issue to
assign.
assignee string User to assign issue
to.
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Table 1: Attributes

Examples

Create and assign issue

Jiralelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<jira: Createl ssue project-key="TST" summary="M/ |ssue summary" issueKeyVar="keyvar"/>
<jira:Assignl ssue key="${keyvar}" assi gnee="testuser"/>

</Jiraldelly>

1.15.4.11. jira:Createl ssue
Thistag creates anew issuein JIRA and placesthe issue id in the context.
Attribute name Type Default value Description

project-key string Key of the project to
add the issue to
(required if not nested
in a jira:CreateProject

tag).

issueType string First issue type The string name of the
Issue Type this issue
should be created for

(e.g. Bug).

summary string Summary of the issue
being created
(required).

priority string First priority The string name of the
Priority (e.g. Major).

components string The string name of the
Component.

versions string The string name of the
Affected Version.

fixVersions string The string name of the
Fix For Version.

assignee string The username of the
user to assign this
issue to (logged in user
requires the assign
issue permission and
user specified requires
the assignable
permission). Set to "-1"
for Automatic
assignment.

reporter string (see description) The username of the user
who is reporting this
issue. The user is logged
in and then the issue is
created. The user is
logged out again when
the Create Issue tag
closes.

If the logged in user does

Page 312



JIRA Administrator's Guide

not have Modify
Reporter privilege, then
the default value of this
attribute is the username
of the logged in user. If,
however, the logged in
user does have Modify
Reporter privilege, there
is not a default value, and

this attribute is
mandatory. See
JRA-12984 for further
explanation.
(Broken? See
JRA-5620.)
environment string Description  of the
environment.
description string Detailed description of
the issue.
duedate string Due date of the issue.

The format required is
the current JRA date
format.

Note: As the default JIRA

date format is

locale-specific (e

12/Jan/05), you may wish

to use the yyyy-mm-dd

ISO format instead. To

do this, set the following

in

WEB-INF/classes/jira-application.properties:
jira.date. pi cker.java.format = yy
jira.date. picker.javascript.fornma

created string Current Date/Time Date/Time the Issue
was created in format
yyyy-MM-dd
hh:mm:ss.0

updated string Current Date/Time Date/Time the Issue
was updated in format
yyyy-MM-dd
hh:mm:ss.0

issueldVar string The name of the

variable to place the ID
of the new Issue.

issueKeyVar string The name of the
variable to place the
Key of the new Issue.

duplicateSummary string Setting this attribute to
'ignore’ will allow Issue
with the same
summary to be
created.
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security-level string

Examples

Create lssue

Table 1: Attributes
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Enterprise-only - sets
the security level of an
issue. Value is the
name of a level, e.g.
'Secret'.

Jiralelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<jira: Createl ssue project-key="ABC' assi gnee="-1" summary="I|ssue sunmary">

<l--
<ljir
</Jdir

other jelly tags -->
a: Creat el ssue>
alel | y>

Create | ssue from Project

This example is more complicated as a permission scheme is required for the project before an

issue can be created.

JiraJelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
nane="A Project" |ead="I|ogged-in-user">

<jira: CreateProject
<jira: CreatePern ssi onSchene nane="adni n- schenme" >

key="ABC"

<j i ra: AddPerm ssi on perm ssi ons="Assi gnhabl e, Browse, Cr eat e, Assi gn"
type="group"/ >
<Jira: Sel ect Proj ect Schene/ >

</jira: Creat ePerm ssi onSchene>
<jira: Createl ssue sunmary="I|ssue sunmary">

< --
<ljir
</[jir
</Jdir

other jelly tags -->
a: Creat el ssue>

a: Creat eProj ect >
alel | y>

Create | ssuewith Custom Field values
Usethesubtagj i r a: AddCust onti el dval ue

value

key

name

Attribute Name

long

string

string

String

Type

Description

ID of the custom field with the
customfield_ prefix

string representation of the
custom field value. Note that
this may be different to the
displayed value (e.g. The
project picker uses the project
id as the String value but
displays the project name)

Key is used for
multi-dimensional data.
Currently, only Cascading
selects supports its use. Omit
to specify the value of parent,
use "1" as the value for child

deprecated Name of the
custom field.
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JiraJelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLib">

<jira: Createl ssue project-key="ABC' sunmmary="1ssue sumary">

<j i ra: AddCust onFi el dVal ue i d="custonfiel d_10000" val ue="field val ue"/>

<j i ra: AddCust onFi el dval ue name="Envi ronnent Select list" val ue="W ndows XP"/>

<I-- For Cascading Selects : Note also that the value for cascading selects is the optionl
<j ira: AddCust onFi el dval ue i d="custonfiel d_10001" val ue="Parent Option Id" />
<jira: AddCust onFi el dval ue i d="custonfiel d_10001" value="Child Option Id" key="1" />

<l-- For Version Pickers and Single Version Pickers : Note also that the value for version
<j i ra: AddCust onFi el dVal ue i d="custonfiel d _10002" val ue="Version 1d"/>

<l-- For Multi Selects -->
<jira: AddCust onti el dval ue i d="custonfiel d_10003" val ue="Val ue 1" />
<] i ra: AddCust onFi el dval ue i d="custonfiel d_10003" val ue="Val ue 2" />

<l-- For Multi User Pickers : Note also that the value for nulti user pickers is a comm s
<j i ra: AddCust onFi el dval ue i d="custonfiel d_10004" val ue="User 1, User 2" />

</jira:Createl ssue>
</Jiraldelly>

Using the name éttribute has been depr ecated. Whileit will work in 3.0 its use is discouraged.

1.15.4.12. jira:Linklssue

Thistag creates alink from one issue to another issue.

Attribute name Type Default value Description
key string The key of the issue to
link from (origin of link -
required)
linkKey string The key of the issue to

link to (destination of
link - required)

linkDesc string linkDesc is taken from
the 'Inward Description’
or the '‘Outward
Description' of the link.
(required)

Table 1: Attributes

Examples

Createa Link between two existing issues

<Jiradelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLi b">
<jira:Linklssue key="TST-1" |inkKey="TST-2" |inkDesc="duplicates"/>
</Jiraldelly>

Createtwo issues and link them

<Jiradelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLib">

<jira: Createl ssue project-key="HSP" assi gnee="-1" summary="I|ssue sunmary 1" reporter="adm
<jira: Createl ssue project-key="NDT" assignee="-1" summary="I|ssue sunmary 2" reporter="adm
<jira:Linklssue key="${issuekeyl}" I|inkKey="%${issuekey2}" |inkDesc="duplicates"/>
</Jiraldelly>

1.15.4.13. jira: TransitionWor kflow
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} Brokenin 3.3 and 3.3.1 - see JRA-7690 (

This tag executes aworkflow transition on an issue.

Please keep in mind that if you are specifying field attribute/value pairs in your Jelly tag then
these fields MUST be on the associted workflow transition screen. If the field is not on the screen
then the value will not be set on the issue. For example, if you want to set the resolution attribute
in your Jelly XML then your transition MUST have a screen associated with it that includes the
resolution field on that screen.

Attribute name Type Default value Description
user string Currently logged in | Username of the user
user to execute the

workflow transition.
The user needs to
have the adequate
permissions to execute
the transition. Please
note that the
permissions required
also depend on the
fields that are updated
during the transition.
(See other attributes

below).

key string The key of the issue to
execute the transition
on.

workflowAction string The id or name of the
workflow transition to
execute. If the

argument can be
converted to a number
it is assumed to be an
id of the transition.

Otherwise it is
assumed to be a
name.

resolution string The id or name of the

resolution to set on the
issue during the
transition. Please note
that the transition must
expect the resolution to
be updated, otherwise
an error is generated if
this attribute is
supplied. If the
argument can be
converted to a number
it is assumed to be an
id of the resolution.

Otherwise it is
assumed to be a
name.

assignee string

Page 316



JIRA Administrator's Guide

The username of the user
to assign an issue to
during the transition. The
"user" executing the
transition must have
permissions to assign
issues if this attribute is
supplied. Please note that
the transition must expect
the assignee to be
updated, otherwise an
error is generated if this
attribute is supplied.

Use vaue "-automatic-"
to let JRA assign the
issue to the default
assignee.

fixVersions string A comma separated
list of version ids or
names to set as "fix
for" versions during the
transition. The "user"
executing the transition
must have permissions
to set "fix for" versions
if this attribute is
supplied. Please note
that the transition must
expect the "fix for"
versions to be
updated, otherwise an
error is generated if
this attribute is
supplied. If a value in
the provided comma
separated list can be
converted to a number
it is assumed to be an
id of a version.

Otherwise it is
assumed to be a
name.

comment string The comment to add to

the issue during the
transition. The "user"
executing the transition
must have permissions
to add comments and
the transition must be
expecting comments to
be added during its
execution  for  the
comment to be added
successfully.

grouplLevel string The level for the
comment. The level
must be a name of a
group the user is a
member of. NOTE: If
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this is specified you
can not specify the
roleLevel parameter.

roleLevel string Name or Id of Project
Role that can see this
comment. NOTE: |If
this is specified you
can not specify the
groupLevel parameter.

Table 1: Attributes

Examples

Execute Workflow Transition

<Jiradelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLi b">
<jira:TransitionWrkfl ow key="TST-6" user="testuser" workfl| owActi on:
resol uti on="fixed" fixVersions="version 1,version 3" assignee="-aut:
conment =" Test comment " grouplLevel ="jira-devel opers" />

</Jiraldelly>

1.15.4.14. jira:CreateProj ect

This tag creates a new project in JIRA and places the project id in the context.

Attribute name Type Default value Description
key string The project key used
to create Issue Keys
(required).
name string The name of the

project (required).

lead string The username of the
user that is the project
lead (required).

url string The URL of the site for
this project.

description string The description of this
project.

Table 1: Attributes

Context Variable Type Description
jelly.project.id string Id of the Project that was
created.
jelly.project.key string Key of the Project that was
created.

Table 2: Context Variables

Examples

Create Project

<JiraJelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLi b">
<jira: CreateProject key="ABC' nanme="A Project" |ead="a-user">
<I-- other jelly tags -->
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</jira: CreateProject>
</Jiraldelly>

1.15.4.15. jira:CreateUser

Creates auser in JJRA and places their username in the context.

Attribute name Type Default value Description
username string Username of the user
being created
(required).
password string User's password. If the

password field is left
blank, a random
password  will be
auto-generated.

confirm string Confirmation of users
password (required).

fullname string Descriptive name of
the user (required).

emalil string Email address of the
user (required).

sendEmail boolean false If provided, specifies
whether to send a
confirmation email.

Table 1: Attributes
Context Variable Type Description

jelly.new.username string Username of the user being
created.

Table 2: Context Variables

Examples

Create User

Jiralelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLib">

<jira: CreateUser username="new user" password="password" confirm="password"
ful l name="Full nane" email ="test @est.com'/>

</Jiraldelly>

1.15.4.16. jira:RemoveUser
Removes an existing JRA user by their username
Attribute name Type Default value Description

name string Username of the user
to remove (required).

Table 1: Attributes

Examples

Remove User
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JiraJelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<jira: RemoveUser name="exi sting-user"/>
</Jiraldelly>

1.15.4.17. jira:CreatePer missonScheme
Creates a Permission Scheme

Attribute name Type Default value Description
name required string Name of the
permission scheme.
description string Permission scheme
description.

Table 1: Attributes
Context Variable Type Description

jelly.permission.scheme.id string Id of the created permission
scheme

Table 2: Context Variables

1.15.4.18. jira:AddPermission

Grants permissions within a permission scheme. Often nested within a CreatePermissionScheme
tag.
Attribute name Type Default value Description

schemeld string If not nested in a
CreatePermissionScheme
tag, specifies the
scheme Id to add the
permission to (O is the
default permission
scheme).

permissions required string A comma-separated list
of permissionsto grant:

String
Project
Browse
Create
Edit
Schedulelssue
Move
Assign
Assignable
Resolve
Close
ModifyReporter

Comment
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type

group

projectroleid

string

string

int

CommentEditAll
CommentEditOwn
CommentDeleteAll
CommentDeleteOwn
Delete

Work
WorklogEditAll
WorklogEditOwn
WorklogDeleteOwn
WorklogDeleteAll
Link

Attach
AttachDeleteAll
AttachDeleteOwn

ViewVersionControl

ViewVotersAndWatchers

ManageWatcherList
SetSecurity

Type of recipient for the
permission

group
projectrole
user

lead
assignee
reporter
userCF

groupCF

If type is 'group' (or
type is unspecified),
specifies the group
name to grant
permissions to.

If type is 'projectrole’,
specifies the id of the
projectrole to grant
permissions to.
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user string If type is ‘user,
specifies  the  user
name to grant

permissions to.

userCF string If type is ‘'userCF',
specifies the id of a
User custom field, e.g.
‘customfield_10000',
identifying the user to
be granted the
permission.

groupCF string If type is 'groupCF',
specifies the id of a
group-selecting custom
field (e.g. a select-list
with group names as

values) whose
members should be
granted this
permission. E.g.

‘customfield_10000'.
Table 1: Attributes

Examples

Grant permissionsto jira-usersand jira-developersin a new permission scheme

(See also the example scripts)

JiraJelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<jira: Creat ePerm ssi onSchenme name="New Per mi ssi on Schene">
<jira: AddPerm ssi on group="jira-users" perm ssions="Browse, Create, Coment, Attach" t
<jira: AddPer m ssi on group="jira-devel opers" perm ssions="Move, Assi gnabl e, Li nk, Vi ewV
</jira: CreatePerm ssi onSchene>
</Jiraldelly>

Grant issue reporters the ability to edit/delete their own issues, in a new permission
scheme (Enter prise-only)

JiraJelly xmns:jira="jelly:comatlassian.jira.jelly.enterprise.JiraTagLi b">
<jira: Creat ePern ssi onSchene nane="New Per ni ssi on Schene">
<jira: AddPerm ssion type="reporter" perm ssions="Delete, Edit"/>
</jira: Creat ePerm ssi onSchene>
</Jiraldelly>

Make projects using default permission scheme visible to certain users (Enter prise-only)

<Jiradelly xmins:jira="jelly:comatlassian.jira.jelly.enterprise.JiraTagLi b">
<jira: AddPer m ssi on schenel d="0" perni ssi ons="Browse" type="user" user="johnc"/>
<jira: AddPernm ssi on schenel d="0" permni ssi ons="Browse" type="user" user="ebf"/>
</Jiraldelly>

Granting a group selector custom field's members the ability to assign/be assigned the
issue.
<Jiradelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLi b">
<jira: AddPerm ssi on schenel d="10164" type="groupCF" groupCF="custonfiel d_10000"
per m ssi ons="Assi gn, Assi gnabl e" />
</Jiraldelly>

1.15.4.19. jira:Login

Thistag logs a user into JIRA using the username and password provided. Use this tag when you
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are running the Jelly script in a manner in which you are not logged in (for example, if you are
running a JellyService instead of using the Jelly Runner), or if you want to run the Jelly script as a
different user to the one you are logged in as.

Attribute name Type Default value Description
username string Username of the user
to log in.
password string Password of the user
to log in.

Table 1: Attributes

Context Variable Type Description
jelly.user User User logged in.
jelly.username string Username of the User logged
in.

Table 2: Context Variables

Examples

Login auser in with username and password and set in context

Jiralelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<jira:Logli n username="m sc-user" passwor d="password">

<l-- other jelly tags -->

</jira:Login>

</Jiraldel ly>

1.15.4.20. jira:CreateCustomField
The tag creates a new Custom Field. Only System custom fields can be added with Jelly tags.

Attribute name Type Default value Description

fieldType string Field type as appears
as the key in the plugin
descriptor

fieldScope string One of global, project
or issuetype

fieldName string Name of custom field

projectkey string Key of the related

project. Only valid for
scope "project”

issueType string Issue type. Only valid
for scope "issuetype"

description string Description of the field
to be displayed when
adding a value

searcher string A valid related custom
field searcher

customFieldldVvar string The name of the
variable to place the
new custom field.
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Table 1: Attributes

Examples

Create Cascading Custom Field

j 1 ra: AddCust onFi el dSel ect Val ue subtag can be used to add values for select lists.
They can also be nested for Cascading Select Lists.

JiraJelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<jira: CreateCustontield fiel dType="cascadi ngsel ect"

fi el dScope="i ssuet ype"

fi el dName="1ssue cascadi ngsel ect Bug"

i ssueType="Bug"

descri pti on="Bank have requested Y2K fixes to be sent as an EBF."
sear cher =" cascadi ngsel ect sear cher ™"

>

<j i ra: AddCust onFi el dSel ect Val ue val ue="Parent 1" />

<jira: AddCust onti el dSel ect Val ue val ue="Parent 2">

<j i ra: AddCust onFi el dSel ect Val ue value="Child 1" />

<j i ra: AddCust onFi el dSel ect Val ue value="Child 2" />

</jira: AddCust onFi el dSel ect Val ue>

<jira: AddCust onFi el dSel ect Val ue val ue="Parent 3" />

</jira: CreateCustonFiel d>

</Jiraldelly>

1.15.4.21. jira:AddField T oScreen

Adds afield to a specific tab on a screen. Can also specify in which position to insert the field.

Attribute name Type Default value Description
ffldld string Field ID of the field to
add (required). e.qg.
"description”,

"duedate", etc.

screen string Screen ID or Name
(required). e.g. "1" or
"Default Screen".

tab string 0 Tab ID or Name. e.qg.
"0" or "Field Tab".
fieldPosition int last position Position to insert the

field into. Range of
values is from 1 to the
number of fields on the
screen.

Table 1: Attributes

Examples

Add Fieldsto a Screen

<JiraJelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLi b">
<l-- Adds 'description' field to the 'Field Tab' on 'Default Screen' -->
<jira: AddFi el dToScreen fiel dld="description” screen="Default Screen" tab="Field Tab"/>

<l-- Adds 'duedate' field to same screen as above. duedate is inserted in position 1 --
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<jira: AddFi el dToScreen fi el dl d="duedate" screen="1" tab="0" fieldPosition="1"/>
</Jiraldelly>

Create a new Customfield and Add it to a Screen

JiraJelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<jira:CreateCustontield fiel dType="cascadi ngsel ect"

fi el dScope="i ssuet ype"

fi el dName="1ssue cascadi ngsel ect Bug"

i ssueType="Bug"

descri pti on="Bank have requested Y2K fixes to be sent as an EBF."
sear cher =" cascadi ngsel ect sear cher ™"

cust onFi el dl dVar =" cust ontFi el d"

>

<j i ra: AddCust onFi el dSel ect Val ue val ue="Parent 1" />
<j i ra: AddCust onFi el dSel ect Val ue val ue="Parent 2">
<j i ra: AddCust onFi el dSel ect Val ue value="Child 1" />
<j i ra: AddCust onFi el dSel ect Val ue value="Child 2" />
</jira: AddCust onFi el dSel ect Val ue>

<jira: AddCust onFi el dSel ect Val ue val ue="Parent 3" />
</jira: CreateCustonFiel d>

<jira: AddFi el dToScreen screen="Default Screen" fieldl d="${custonField.getld()}"/>
</Jiraldelly>

1.15.4.22. jira:AttachFile
Attaches afile to an issue.
Attribute name Type Default value Description

key string Key of the issue to
attach the file to.
(Required)

filepath string Path (on the server) of
the file to attach.
(Required)

option string add Behaviour when a file
with same name is
already attached.
(Optional). The options
are:

e skip - do not attach
fileif afilewith this
nameis aready
attached.

e override- overwrite
existing attached file

e add - add thefileas
another attachment

created string Current Date/Time Date/Time the
attachment was
created, in format
yyyy-MM-dd

hh:mm:ss.0 (Optional)
Table 1. Attributes

Examples
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Adding an attachment

JiraJelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<jira: AttachFil e key="TST-1" fil epath="/tnp/sonefile" option="override"/>
</Jiraldelly>

1.15.4.23. jira:RunSear chRequest
Thistag runs a search request against JJRA using a predefined filter.

Note: This tag will return a GenericValue for each issue which matches the search request. A
GenericValue consists of key-value pairs, e.g.:
[ GenericEntity:|lssue][created, 2007-11-01 15:51: 25. 0]
[ summary, Testi ng]

[ component, nul ]

[ wor kf | ow d, 12530]
[timeoriginalestimate, null]
[fixfor,null][type, 2]
[timespent, null]

[ envi ronment , W ndows]

[ resol ution, null]

[ st at us, 1]

[ updat ed, 2007-11- 01 15:51: 25. 0]
[timeestimate, null]

[id, 11540]

[ key, TSTA- 5]

[ duedat e, nul | ]

[ descri ption, Test]

[ proj ect, 10063]

[ reporter, adm n]

[ security, null]

[ vot es, O]

[ assi gnee, nul | ]

[priority, 3]

To retrieve avalue, e.g. key, you can cal gv. get Stri ng("key") . For full details, see the
OFBiz GenericVaue API.

Attribute name Type Default value Description

filterid int The id of the filter
which will be used to
run the search request.

size-var string The variable that will
hold the number of
issues returned from
the search request.

var string The variable that will
hold the issues
returned  from  the
search request.

Table 1: Attributes
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Examples

Running a sear ch request and iterating through the keys of thereturned issues

Jiralelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<jira: RunSearchRequest filterid="10524" var="issues" size-var="issuecount"/>
<core: forEach var="issue" items="%${i ssues}">
${i ssue. key}
</ core: for Each>
</Jiraldelly>

1.15.4.24. jira:AddActor sToDefaultPr ojectRole

This tag will add "actors to the default membership for a given project role. Actors can be defined as
groups or users, i.e. you can add both users and groupsto a project role.

Attribute name Type Default value Description
projectroleid int This is the id of the
project role.
actors string A comma delimited list
of either users or
groups
actortype string This defines the type

‘actor' you are sending

to the tag. Currently
this field can contain
either
‘atlassian-user-role-actor'
for users, or
‘atlassian-group-role-actor'
for groups.

Table 1: Attributes

Examples

Adding alist of default usersor groupsto a project role

JiraJelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<jira: AddAct or sToDef aul t Proj ect Rol e projectrol eid="1" actors="fred, adni n, t onf
actortype="atl| assi an-user-rol e-actor" />
</Jiraldelly>

1.15.4.25. jira:AddActor sToProjectRole

This tag will add 'actors to a given project role for a particular project. Actors can be defined as
groups or users, ie you can add both users and groups to a project role.

Attribute name Type Default value Description

projectroleid int This is the id of the
project role.

actors string This a comma
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delimited list of either
user names or group
names

actortype string This defines the 'actor’
type. Currently this
field can contain either
‘atlassian-user-role-actor’
for users, or
‘atlassian-group-role-actor’
for groups.

projectkey string This is the key of the
project you wish to add
users or groups to for
the specified role.

Table 1: Attributes

Examples

Adding alist of usersor groupsto a project role

<Jiradelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<jira: AddAct or sToProj ect Rol e projectrol eid="1" actors="jira-adnm nistrators,jira-use
proj ect key="MKY" actortype="atl assi an-group-rol e-actor" />
</Jiraldelly>

1.15.4.26. jira:CreateProjectRole

Thistag will create a project role with the given name and description.

Attribute name Type Default value Description
name string The name for the
project role you will be
creating
description string The description for the
project role you will be
creating

Table 1: Attributes

Context Variable Type Description
jelly.role.id Long The id of the project role
jelly.role.name string The name of the project role
jelly.role.description string Trlle description of the project

role

Table 2: Context Variables

Examples

Creating anew project role

Jiralelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLib">

Page 328



JIRA Administrator's Guide

<jira: CreateProjectRol e name="lion-tamer" description="tanmes the |lions">
${jelly.role.id} ${jelly.role.name} ${jelly.role.description}
</jira: CreateProjectRol e>
</Jiraldelly>

1.15.4.27. jira:DeleteProjectRole
Thistag will delete the project role with the given id.

Attribute name Type Default value Description
projectroleid int The id of the project
role you want to delete.
confirm string To delete the project
role this value must be
set to 'true’.

Table 1: Attributes

Examples

Deleting a project role from JIRA

JiraJelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<jira:Del eteProjectRole projectrol eid="1" confirm="true" />
</Jiraldelly>

1.15.4.28. jira:GetDefaultRoleActor s

This tag will return a ProjectRoleActor s object for a given project role for a particular project. This
object carries the members of a project role, i.e. users and/or groups. To get the collection of usersin
this object, use the expression ${roleactors.users} where roleactors is the variable name of the
object. For more information on the RoleActors object, consult the JIRA API

Attribute name Type Default value Description

projectroleid int The id of the project
role you want to query

var string The name of the
variable you wish to
have the returned role
actors placed into

Table 1: Attributes

Examples

Returning aList of role actorsand iterating over the usersin each of these actors.

Jiralelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLi b" xm ns:core="jelly:core">
<jira: Get Def aul t Rol eActors projectrol eid="1" var="rol eactors" >
<core: forEach var="actor" items="${rol eactors. users}">
${ act or . nane}
</ core: f or Each>
</jira: Get Def aul t Rol eAct or s>
</Jiradelly>
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1.15.4.29. jira: GetProjectRole
Thistag will return the project role with the given id.
Attribute name Type Default value Description

projectroleid int The id of the project
role you want

var string The name of the
variable you wish to
have the project role
assigned to

Table 1: Attributes

Examples

Returning a project role

<Jiradelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLi b">
<jira: CGetProjectRole projectrol eid="1" var="role" >
${rol e. nane}
</jira: GetProjectRol e>
</Jiraldelly>

1.15.4.30. jira: GetProjectRoleActor s

Thistag will return a ProjectRoleActor s object for the given project role and project. This object
is a placeholder for the internal members of a project role, i.e. users and/or groups. To get the
collection of users in this object, use the expression ${ roleactors.users} where roleactors is the
variable name of the object. For more information on the RoleActors object, consult the JIRA
API.

Attribute name Type Default value Description

projectkey string The key of the project
you want to query

projectroleid int The id of the project
role you want to query

var string The name of the
variable you want the
returned 'role actors'
object assigned to

Table 1: Attributes

Examples

Return alist of usersfor agiven 'Role Actors object

Jiradelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLi b" xm ns:core="jelly: cor:
<jira: GetProjectRol eActors projectkey="MY" projectrol eid="1" var="rol eactors" >
<core: forEach var="actor" itenms="${rol eactors. users}">
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${ act or . nane}
</ core: f or Each>
</jira: GetProjectRol eAct or s>
</Jiraldelly>

1.15.4.31. jira:I sProjectRoleNameUnique

This tag will return 'true’ or ‘false’ to let you know if there is already a project role with the given
name.

Attribute name Type Default value Description

name string The name of the
project role

var string The name of the
variable you want the
returned result
assigned to.

Table 1: Attributes

Examples

Determining if a project roleisunique.

Jiralelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<jira:lsProjectRol eNameUni que nanme="uni que nane" var="isUni que" >
${i sUni que}
</jira:lsProject Rol eNaneUni que>
</Jiraldelly>

1.15.4.32. jira:RemoveActor sFromProjectRole
Thistag will remove alist of role actors from a given project role for a given project.
Attribute name Type Default value Description

projectroleid int The id of the project
role you wish to
remove members from

actors string A comma delimited list
of users or groups you
wish to remove from
the project role

projectkey string The key of the project
the project role is
associated with

actortype string The type of 'actor' you
are  working  with.
Currently the available

options are
‘atlassian-group-role-actor'
or

‘atlassian-user-role-actor'
Table 1: Attributes
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Examples

Removing alist of groupsfrom a project role

Jiralelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<j i ra: RenoveAct or sFronProj ect Rol e projectrol ei d="1"
actors="jira-admnistrators, jira-users" projectkey="MY"
act ortype="at | assi an-group-rol e-actor" />
</Jiradel ly>

1.15.4.33. jira:RemoveActor sFromDefaultProj ectRole

This tag will remove alist of role actors (i.e. users and/or groups) from the default membership
of agiven project role.

Attribute name Type Default value Description

projectroleid int The id of the project
role you wish to
remove default actors
from

actors string A comma delimited list
of users or groups you
wish to remove from
the default project role

actortype string The type of 'actor' you
are removing.
Currently the available
options are
‘atlassian-group-role-actor'
or
'atlassian-user-role-actor’

Table 1: Attributes

Examples

Removing alist of groupsfrom a default project role

Jiralelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLib">
<j i ra: RemoveAct or sFromDef aul t Proj ect Rol e projectrol ei d="1"
actors="jira-adm nistrators, jira-users" actortype="atl assi an-group-rol e-actor"
</Jiraldelly>

1.15.4.34. jira:UpdateProjectRole
This tag will update the name and description for a given project roleid.
Attribute name Type Default value Description

projectroleid int The id of the project
role you want to query

name string The name you want
the project role
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updated with

description string The description you
want the project role
updated with

Table 1: Attributes

Examples

Updating a project role

<Jiradelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLi b">
<jira: Updat eProj ect Rol e projectrol ei d="123" nane="uni que nane"
description="my project role is nice" />
</Jiraldelly>

1.15.4.35. Beta Tags

There are also a number of BETA tags that have not been fully tested or documented. The following
list contains the tags and the attributes that can be passed to them:

e AddlssueSecurity
» schemeld (required)
* security (required)
* type (required)

e AddlssueSecurityL evel
* name (required)
» description (required)

e Output
 jelly.issue.scheme.level.id

« Createl ssueSecurityScheme
* name (required)
» description (required)

e Output
» jelly.issue.scheme.id

e LoadManager
* var (variable to put manager in)
* manager (name of manager e.g. |ssueManager)

« LoadProject
» var (variableto put project in)
* project-name (name of project)

* RemoveGroup
* name (required)

¢ RemovePermissionScheme
» schemeld (required)
» confirm (required))

« RemoveProject
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e pld (required)

o SelectProjectScheme
* projectKey (required)
e permission-scheme (Name of permission scheme)
or
* issue-scheme (Name of issue security scheme)

« StringContains
» value (String to look in)
» possiblyContains (String to look for)
» doesContain (true or false) if value contains possiblyContains == doesContain, the inside
of thetag is executed.

If you would like more information on how to use the Beta tags, please read the source and/or
post to the JIRA Development Forum.

1.15.4.36. Sample scripts

Creating a new Project

To properly partition projects, one needs a permission scheme per project, and project-specific
groups to allocate permissions to. Setting up a new project can be a time-intensive process. The
following sample Jelly scripts automate this:

This script might be used for a publicly visible project:

<?xm version="1.0"?>
<Jiradelly xmns:jira="jelly:comatlassian.jira.jelly.enterprise.JiraTagLi b" xmns:j="j

<j:set var="nane" val ue="Test Project"/>

<] :set var="key" val ue="TEST"/>

<] :set var="I| owerkey" val ue="test"/>

<j:set var="|ead _usernanme" val ue="joe"/>

<j:set var="|ead password" val ue="joe"/>

<j:set var="lead full nanme" val ue="Joe Bl oggs"/>

<j:set var="lead_emil" val ue="joe@xanpl e. comt'/ >
<j:set var="url" value="http://exanple.conl TestProj"/>

<jira: CreateUser usernane="${l ead}" password="${lead}" confirm="${lead}"
full nane="${l ead fullname}" email="%${lead email}"/>

<jira: CreateG oup group-nanme="3%${| ower key}-devel opers" >
<jira: AddUser ToG oup usernane="${lead}"/>

</jira: CreateG oup>

<jira:CreateProject key="${key}" name="${name}" url ="${url}" |ead="9%{l ead}">
<jira: CreatePerm ssi onScheme nane="${nane} pernissions">
<jira: AddPerm ssion type="reporter"” permn ssions="C ose"/>
<jira: AddPerm ssion group="jira-adm nistrators" perm ssions="C ose, Del ete" type="
<jira: AddPerm ssi on group="jira-users" perm ssions="Create, Edit, Conment, Li nk, Atta
<jira: AddPer m ssi on group="3%${| ower key} - devel opers"
per m ssi ons="Proj ect, Schedul el ssue, Move, Assi gn, Assi gnabl e, Resol ve, O ose, Wrk" t
<jira: AddPernm ssi on group="Anyone" perni ssions="Browse, Vi ewer si onControl"/>
<jira: Sel ect Proj ect Schene/ >
</jira: CreatePerm ssi onSchene>
</jira: CreateProject>
</Jiraldelly>

This script is more complicated, with multiple groups per project:
<?xm version="1.0"7?>

<l-- This script handl es sone of the adnministrative chores required when addi ng
a new project to JIRA It creates the project, groups, perm ssion schene, and gives
groups the rel evant pernissions in the pernission schene. -->

<Jiradelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLi b" xmns:j="jelly:core">
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<l-- Nane of the project to create -->

<j:set var="nanme" value="Jelly Test Project"/>

<l-- Key for the new project -->

<j:set var="key" val ue="TEST"/>

<l-- Existing user who will becorme the project |ead (default assignee) -->

<j:set var="adm n" val ue="adnm n"/>

<jira: CreateG oup group-nanme="${key}-users"/>
<jira: CreateG oup group-nanme="${key}-devel opers"/>
<jira: CreateG oup group-nanme="${key}-managers"/>
<jira: CreateG oup group-nanme="${key}-bi zusers"/>
<jira: CreateG oup group-nane="${key}-qga"/>

<jira:CreateProject key="${key}" nane="${nane}" |ead="${adm n}">

<jira: CreatePerm ssionSchene nane="${key} Perm ssion Schene">

<jira: AddPerm ssion type="reporter"” perm ssions="Edit"/>

<jira: AddPer m ssi on type="assi gnee" perni ssions="Resol ve"/>

<jira: AddPerm ssion group="jira-admni nistrators" perm ssi ons="Project, Del ete" type="group"/

<jira: AddPerm ssi on group="%${key}-users" permn ssions="Browse, Create, Comment, Attach" type="

<jira: AddPer m ssi on group="$%${key}-devel opers" perni ssi ons="Myve, Assi gnabl e, Li nk, Vi ewNer si o
type="group"/>

<jira: AddPer m ssi on group="${key}-nmanagers" perm ssions="Edit, Assi gn, Assi gnabl e, Resol ve, C
type="group"/ >

<jira: AddPer mi ssi on group="${key}-bi zusers" perm ssi ons="Assi gnabl e" type="group"/>

<jira: AddPer m ssi on group="${key}-ga" perm ssi ons="Assi gnabl e" type="group"/>

<jira: AddPer m ssi on group="opsngrs" perm ssions="Browse, Edi t, Assi gnabl e, Comment" type="gro

<j i ra: AddPer m ssi on group="dba-user-group" pernissions="Browse, Assi gn, Assi gnabl e, Comrent "

<j i ra: AddPer m ssi on group="hel p- desk-group" permn ssions="Browse, Assi gn, Assi gnabl e, Corment "

<j i ra: AddPer m ssi on group="webadm n-group” perni ssi ons="Browse, Assi gn, Assi gnabl e, Comrent "

<jira: AddPer m ssi on group="uni x-adni n-group” perm ssi ons="Browse, Assi gn, Assi gnabl e, Corment

<jira: Sel ect Proj ect Schene/ >

</jira: Creat ePerm ssi onSchene>

</jira: CreateProject>

</Jiraldelly>

For alist of projects, perform a project-specific oper ation.

This script iterates through a (comma-separated) list of projects, creates a project-specific group, and

adds a user to that group.

<?xm version="1.0"?>

<l-- Jelly script to create 'support' group per project -->

JiraJelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLi b" xm ns:util="jelly:util"

<util:tokenize var="projects" delim=",">ARM QN', DW , DBOR, DBSQ LYX, MVM MO , TPAI , SEP, AMR, SLA
<j:forEach var="proj" itens="${projects}">

<jira: CreateG oup group-name="${proj}-support"/>

<jira: AddUser ToG oup usernane="jeff" group-name="${proj}-support"/>

</j:forEach>

</Jiraldelly>

Createauser, issue, and assign theissue to the user

The following script creates a user (called new user ), creates a new issue, adds the user to the
jira-devel opers group and assigns the issue to the user. It illustrates the use of context
variables.

Jiralelly xmns:jira="jelly:comatlassian.jira.jelly.JiraTagLib">

<jira: CreateUser username="new user" password="password" confirm="password"
ful |l name="Ful |l nanme" email ="test @est.com'/>
Username is ${jelly.new usernane}
<jira: Createl ssue project-key="TP" summary="New i ssue summary" issueKeyVar="ik"/>
<jira: AddUser ToG oup user nanme="new user" group-nane="jira-devel opers"/>
<jira:Assignlssue key="${i k}" assi gnee="${jelly.new usernane}"/>

</Jiraldel ly>
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Assigning and Starting Progress

Here we create an issue, assign it to 'bob’' (who must be in j i ra- devel opers), and start
progress.
JiraJelly xmins:jira="jelly:comatlassian.jira.jelly.JiraTagLib">

<jira: Createl ssue project-key="TP" summary="New i ssue" issueKeyVar="ik"/>
<jira: Assi gnl ssue key="${i k}" assi gnee="hbob"/>
<jira:TransitionWrkflow key="${i k}" user="bob" workfl owActi on="Start Progress" />
</Jiraldelly>

Moving unreplied-to issuesinto an 'l nactive' state

When JIRA is used for interacting with customers, this script is useful for finding issues which
are awaiting customer response, and haven't been responded to in a while. It moves such issues
into an 'Inactive’ state.

Y ou would typically invoke this script periodically with the Jelly Service.

<Jiradelly xn ns: Jlra— ‘jelly: con1atIaSS|an jira. Jelly enterprise.JiraTagLi b" xm ns:core
<jira:Logli n username="cust onersupport"” password="XXXXXX" >

<l og: war n>Runni ng | nactivate issues service</|og: warn>

<core:set var="conmrent">This i ssue has not been updated for 5 business days.

you have an update, please use "Add Comments For Vendor" action to let us know.
you need nore tine to gather information please |let us know and we will 'freeze' thi:

I
|
If you have no ot her questions, please Cose this issue.

—h —h —h

If no update is received in the next 5 business days, this issue will be automatically
Thank you,

The Support Teanx/core: set >
<core:set var="workfl owStep" val ue="Mark Inactive" />
<core:set var="workflowlser" val ue="cust onersupport” />

<I-- Run the SearchRequestFilter -->
<jira: RunSearchRequest filterid="11505" var="issues" />

<core: forEach var="issue" itens="%${issues}">
<l og: war n>l nacti vating i ssue ${issue. key} </l og: war n>
<jira:TransitionWrkflow key="$%${i ssue. key}" user="${wor kfl owlser}" work
</ core: f or Each>
</jira:Login>
</Jiraldelly>

Where:

« workflowStep isthe name of aworkflow transition, e.g "Close Issue”, "Start Progress’, just
asthey appear in the left-hand menu on the issue screen.

» workflowUser isthe user to run the transition as

« filterid istheid of asaved search (filter), which finds issues needing to be inactivated
(transitioned). This D can be discovered from the filter URL on the "Manage" tab in "Find
issues”.

The JRA Toolkit is useful in conjuction with this script, to find issues awaiting customer

response.

1.15.5. The JIRA Toolkit (Customer Support Extensions)

As an extension to JRA, Atlassian have developed a set of JRA custom fields, collectively
caled the "JIRA Toolkit". It can be found online at:

http://confluence.atlassian.com/display/J RAEXT/J RA+ToolKkit
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These custom fields are particularly useful in customer-facing JIRA instances. They were initially
developed for use in Atlassian's own JRA Support installation at http://support.atlassian.com. See
the JIRA Toolkit documentation for details.

1.15.6. Developer Guides
1.15.7. JIRA Source

1.15.7.1. Building JIRA from source

Commercial users get access to JJRA source. This documentation shows how to build the JIRA
source back into an application that can be deployed.

You would only be interested in this documentation if you are making modifications to the JIRA
source code. Changes to JSP files do not require rebuilding JIRA. Also, you should be aware of the
possibilities the plugin system affords - often changes can be developed and packaged as a plugin
without requiring core source modifications.

Building JIRA WAR from JIRA Sourcerelease

Ensure you have JDK 1.4 or higher.
Download Maven 1.0.x from http://maven.apache.org
Extract Maven somewhere, say c:\Dev\testing

Set MAVEN_HOME:

> set MAVEN _HOME=c:\ Dev\testing\ maven-1.0

Download Maven 2.0.x from http://maven.apache.org

Follow the general instructions for setting up Maven 2.0.x

Download JIRA Source zip from

http://www.atl assian.com/software/jiral JIRA SourceDownloads.jspa. You will needtologinasa
user with acommercial licence to access this page.

8. Extract the JIRA Source zip somewhere, say c:\Dev\testing.

9. Your c\Dev\testi ng should look somewhat like:

RN

No o

C.\Dev\testing>dir

Volunme in drive Cis COXIE
Vol ume Serial Nunmber is 3F3F-14F0

Directory of C \Dev\testing

31/ 01/ 2009 04: 30p <Dl R>

31/ 01/2009 04:30p <Dl R> ..

31/ 01/ 2009 04:18p <Dl R> atl assi an- cache-servl et
31/ 01/ 2009 04:18p <Dl R> atl assi an-core

31/ 01/ 2009 04:18p <Dl R> atl assi an-gzipfilter
31/ 01/ 2009 04:18p <Dl R> atlassian-jdk-utilities
31/ 01/ 2009 04:18p <Dl R> atl assi an- of bi z

31/ 01/ 2009 04:18p <Dl R> atl assi an-profiling

31/ 01/ 2009 04:18p <Dl R> at | assi an-render er
31/01/2009 04:18p <Dl R> atl assi an-velocity
31/01/2009 04: 18p <Dl R> bandana

31/01/ 2009 04: 18p <Dl R> bonni e

31/ 01/ 2009 04:18p <Dl R> confi gur abl eobj ect s
31/01/ 2009 04: 18p <Dl R> jira

31/01/ 2009 04: 18p <Dl R> j i ra-banboo- pl ugi n-v2
31/01/ 2009 04: 18p <Dl R> jira-fisheye-plugin

31/ 01/ 2009 04:18p <Dl R> j ohnson

31/01/2009 04: 18p <Dl R> mai |

31/ 01/ 2009 04:18p <Dl R> pl ugi ns
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31/01/2009 04:18p <Dl R> rpc-jira-plugin
31/01/2009 04:18p <Dl R> schedul er
31/01/ 2009 04:18p <Dl R> seraph

31/01/ 2009 04:18p <Dl R> t rackback

0 File(s) 0 bytes

21 Dir(s) 16,352,509,952 bytes free

10. Change into the jira\ subdirectory, and build using Maven by executing the following
command:
C.\Dev\testing\jira> nmaven war: webapp
If you would like to build a closed WAR file, then do not use the command displayed above.

Y ou will need to run the following maven command instead:
maven -Djira. buil d. bundl e. pl ugi ns=fal se i ncl ude-rpc-pl ugi n war: war

The -Djira.build.bundle.plugins=false include-r pc-plugin part prevents JIRA trying to build the Fisheye plugin, which was
bundled with 3.12, but which is not buildable from the JJIRA source distribution. It is not required in earlier or later releases.

If you are attempting to build JIRA 3.13, you will need to make changes to the build.properties file before running your build, as
the maven repository information is incorrect. Hence, your build will not be able to find dependent JARS, such as atlassian-mail. See
JRA-15648 for detailed instructions. Please note, thisissue only affects JRA 3.13, it does not apply to JIRA 3.13.x.

11. Confirm that the open .war has been created in \target\atlassian-jira

C\Dev\testing\jira\target\atlassian-jira>dir
Volunme in drive Cis COXIE
Vol unme Serial Nunmber is 3F3F-14F0

Directory of C\Devitesting\jiraltarget\atlassian-jira

24/ 02/ 2003 04:41p <Dl R>

24/ 02/ 2003 04:41p <Dl R> o

24/ 02/ 2003 04:41p <Dl R> decorators

24/ 02/ 2003 04:41p <Dl R> i mages

24/ 02/ 2003 04:41p <Dl R> i ncl udes

24/ 02/ 2003 04:41p <Dl R> portlets

24/ 02/ 2003 04:41p <Dl R> secure

24/ 02/ 2003 04:41p <Dl R> styl es

24/ 02/ 2003 04:41p <Dl R> tenpl ate

24/ 02/ 2003 04: 41p <Dl R> Vi ews

24/ 02/ 2003 04:41p <Dl R> VEB- | NF

24/ 02/ 2003 04:41p 8781 500page. | sp

24/ 02/ 2003 04:41p 1593 bugzill asearch.jsp
24/ 02/ 2003 04:41p 328 default.jsp

24/ 02/ 2003 04:41p 894 favicon.ico

24/ 02/ 2003 04:41p 211 login-error.jsp
24/ 02/ 2003 04:41p 203 l ogin.jsp

24/ 02/ 2003 04:41p 733 | ogoutconfirmjsp
24/ 02/ 2003 04:41p 939 | ogout.jsp

8 File(s) 13,682
11 Dir(s) 56931786752 bytes free

Y ou should now be able to point a suitably configured Servlet 2.3+ compliant app server at this
directory, and run JIRA.

Developing using Intellij IDEA

If you are an |DEA user, you may wish to use the atlassian-idea plugin we have developed to
quickly generate awork environment.

Building the Atlassian sour ce dependencies
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JRA's source distribution not only ships with JIRA's source code, it aso includes the source of the
internal Atlassian projects that JJRA depends on (e.g. atlassian-bonnie, atlassian-core, etc.). These
dependencies are included in JRA in binary format when you build the JJRA source (they are
downloaded from the Atlassian maven repository).

Y ou can, however, compile the provided source to generate the binaries yourself. These projects use
amix of Maven 1 and Maven 2 build systems to compile and package their source. You can tell a
project uses Maven 1 if the project contains a file called 'project.xml’ in the top level directory. If a
project uses Maven 2, it will contain afile called 'pom.xml" in the top level directory.

Building a Maven 1 project you will invoke 'maven jar', whereas for a Maven 2 project you will
invoke 'mvn package'. In order to run the 'mvn' command you will have to install Maven 2. Please
follow the general instructions regarding setting up a development environment. Please note that you
will aso have to add the Atlassian Maven 2 repository to your Maven 2 configuration. To do this
you will need to edit your settings.xml as described here.

Obtaining the sour ce of JIRA's dependencies

Most of JRA's dependencies are either shipped in binary (compiled) form with the source
distribution, or are available on Maven's public repository. Maven will fetch the dependencies that it
requires automatically during the build process, so you do not have to do it manually. Hence, you do
not need the source of every dependency to build JIRA from source. However, sometimes you might
want to "look inside" these dependencies. If so, this section isfor you.

The source distribution of JIRA is shipped with apr oj ect . xm file. All of JIRA's dependencies
are listed inside this file. Most of the dependencies are open source libraries but some are Atlassian's
code. All of the Atlassian code is included in the source distribution. The source of the other
dependenciesis usually available on the library's website (try googling for the library name).

In some cases JIRA uses unofficial 'snapshot’ releases of alibrary, sometimes additionally patched to
fix bugs or add features. In these cases the library source can be obtained from Atlassian's
repository, at http://repository.atlassian.com/dependencyl d/distributions/, where dependencyld is
the dependency name found in the pr oj ect . xni record.

For example, source for the dependency:

<dependency>
<i d>j avacvs</i d>
<ver si on>20050531- pat ched</ ver si on>
<properties>
<war . bundl e>t rue</ war . bundl e>
</ properties>
</ dependency>

can be found at
http://repository.atlassian.com/javacvs/distributions/javacvs-20050531-patched-src.tar.gz. If source
modifications were made, a patch is usually available at

http://repository.atlassian.com/dependencyl d/patches/

If you have any questions regarding the build process, please post to the JRA Development Forum,
which is monitored continually by the development community, and by Atlassian as often as
possible.

Compiling classesinto JIRA Standalone

If you just want to compile one class (perhaps a service) and you're using the JJRA Standalone
distribution, there is an Ant-based mini-build system available in the ext er nal - source
directory. See JRA Standalone quick source modifications for details.
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1.15.7.2. API Docs

The JIRA API docs are available online. They are most useful for:

» userswriting Plugins, Listeners and Services

» userswith commercial licenses who wish to modify JRA

« partners embedding JRA as a J2EE component

The latest API docs are available at http://docs.atlassian.com/software/jira/docs/api/latest/. The
3.13.3 docs are available at http://docs.atlassian.com/software/jira/docs/api/3.13.3. For previous
versions, substitute the appropriate version in the URL.

Page 340


http://www.atlassian.com/software/jira/docs/latest/plugins.html
http://www.atlassian.com/software/jira/docs/latest/listeners.html
http://www.atlassian.com/software/jira/docs/latest/services.html
http://docs.atlassian.com/software/jira/docs/api/latest/
http://docs.atlassian.com/software/jira/docs/api/3.13.3/

	1 JIRA Administrator's Guide
	1.1 JIRA Administrator's Guide
	1.1.1 Getting started
	1.1.2 Getting help

	1.2 Getting Help
	1.2.1 Raising a Support Request

	1.3 Look and Feel
	1.3.1 Configuring Look & Feel in JIRA
	1.3.1.1 Logo
	1.3.1.2 Colours
	1.3.1.3 Time Formats

	1.3.2 Choosing a default language
	1.3.2.1 Overview
	1.3.2.2 Changing the default language
	1.3.2.3 Per-user language selection
	1.3.2.4 Overriding the default translations of Issue Types, Resolutions, Statuses and Priorities

	1.3.3 Configuring the Issue Navigator
	1.3.3.1 Configuring the default Issue Navigator Columns

	1.3.4 Configuring the Default Dashboard
	1.3.4.1 Adding and Configuring Portlets

	1.3.5 JIRA Portlets
	1.3.5.1 Preinstalled portlets
	1.3.5.2 Extension portlets
	1.3.5.3 Creating New Portlets

	1.3.6 Managing JIRA's Plugins
	1.3.6.1 Enabling a JIRA Plugin
	1.3.6.2 Disabling a JIRA Plugin

	1.3.7 Dynamic Announcement Banner
	1.3.7.1 Configure Announcement Banner
	1.3.7.2 Banner Visibility Mode

	1.3.8 Logout Confirmation

	1.4 Email
	1.4.1 Email Overview
	1.4.1.1 Enabling Email Notifications
	1.4.1.2 Disabling Email Notifications
	1.4.1.3 Configuring a Project's Email Address
	1.4.1.4 Email Recipients
	1.4.1.5 Email HTML Formatting

	1.4.2 Notification Schemes
	1.4.2.1 Creating a Notification Scheme
	1.4.2.2 Assigning a Notification Scheme to a Project

	1.4.3 Customising email content
	1.4.4 Creating Issues and Comments from Email
	1.4.4.1 Issue/Comment Creation
	1.4.4.2 Handler Parameters
	1.4.4.3 Other Handlers
	1.4.4.4 Email preprocessing
	1.4.4.5 Troubleshooting
	1.4.4.6 Additional Resources

	1.4.5 Configuring JIRA to send SMTP mail
	1.4.5.1 1. Define the SMTP Mail Server
	1.4.5.2 2. Specify the Host Name or JNDI Location
	1.4.5.2.1 To specify the Host Name,
	1.4.5.2.2 To specify and configure a JNDI Location,
	1.4.5.2.2.1 SMTP over SSL




	1.5 User Management
	1.5.1 Managing Users
	1.5.1.1 Viewing Users
	1.5.1.2 Adding a User
	1.5.1.3 Assigning a User to a Group
	1.5.1.4 Assigning a User to a Project Role
	1.5.1.5 Changing a User's Name or Email Address
	1.5.1.6 Changing a User's Password
	1.5.1.7 Adding a Property to a User
	1.5.1.8 Deleting a User

	1.5.2 Managing groups
	1.5.2.1 JIRA's default groups
	1.5.2.2 Viewing groups
	1.5.2.3 Adding a group
	1.5.2.4 Deleting a group
	1.5.2.5 Editing group membership
	1.5.2.6 Automatic group membership

	1.5.3 Managing project roles
	1.5.3.1 Using project roles
	1.5.3.2 JIRA's default project roles
	1.5.3.3 Viewing project roles
	1.5.3.4 Adding a project role
	1.5.3.5 Deleting a project role
	1.5.3.6 Editing a project role
	1.5.3.7 Assigning members to a project role
	1.5.3.8 Specifying 'default members' for a project role

	1.5.4 Using 'Scheme Tools' to migrate to Project Roles
	1.5.4.1 Why migrate to Project Roles?
	1.5.4.2 Updating Permission Schemes and Notification Schemes to use Project Roles instead of Groups
	1.5.4.3 Minimising the number of Permission Schemes and Notification Schemes

	1.5.5 Enabling Public Signup and CAPTCHA
	1.5.5.1 Enabling Public Signup
	1.5.5.2 Enabling CAPTCHA

	1.5.6 LDAP Integration
	1.5.6.1 About JIRA's LDAP Integration
	1.5.6.1.1 Planned Improvements
	1.5.6.1.2 Atlassian Crowd

	1.5.6.2 Step 1. Configuring LDAP Integration
	1.5.6.2.1 JIRA Enterprise Edition
	1.5.6.2.2 JIRA Professional & Standard Editions

	1.5.6.3 Step 2. Disabling JIRA's Password Management
	1.5.6.4 Configuration Notes
	1.5.6.4.1 LDAP over SSL
	1.5.6.4.2 Multiple LDAP trees (eg. ActiveDirectory domains)
	1.5.6.4.3 LDAP on Linux

	1.5.6.5 Debugging
	1.5.6.5.1 Cannot create osuser.xml file via JIRA LDAP Configurer
	1.5.6.5.2 Cannot authenticate against LDAP password


	1.5.7 Integrating with Crowd
	1.5.8 Trusted Applications
	1.5.8.1 Adding a trusted application


	1.6 Security
	1.6.1 Security overview
	1.6.1.1 Configuring security within JIRA
	1.6.1.2 Configuring security in the external environment

	1.6.2 Global Permissions
	1.6.2.1 About 'JIRA System Administrators' and 'JIRA Administrators'
	1.6.2.2 Granting global permissions

	1.6.3 Project permissions
	1.6.3.1 Permission Schemes
	1.6.3.1.1 What is a Permission Scheme?
	1.6.3.1.2 Why Permission Schemes?

	1.6.3.2 Creating a Permission Scheme
	1.6.3.3 Adding Users, Groups or Roles to a Permission Scheme
	1.6.3.4 Associating a Permission Scheme with a Project
	1.6.3.5 Deleting a Permission Scheme
	1.6.3.6 Copying a Permission Scheme
	1.6.3.7 Additional Resources

	1.6.4 Issue security
	1.6.4.1 Why use issue security?
	1.6.4.2 Creating an Issue Security Scheme
	1.6.4.3 Adding a Security Level to an Issue Security Scheme
	1.6.4.4 Setting the Default Security Level for an Issue Security Scheme
	1.6.4.5 Adding Users/Groups/Project Roles to a Security Level
	1.6.4.6 Assigning an Issue Security Scheme to a Project
	1.6.4.7 Deleting an Issue Security Scheme
	1.6.4.8 Copying an Issue Security Scheme
	1.6.4.9 Additional Resources


	1.7 Project Management
	1.7.1 Defining a project
	1.7.1.1 A note about Project Administrators
	1.7.1.2 Additional Resources

	1.7.2 Managing project role membership
	1.7.2.1 Viewing project role members
	1.7.2.2 Assigning a user to a project role
	1.7.2.3 Removing a user from a project role
	1.7.2.4 Assigning a group to a project role
	1.7.2.5 Removing a group from a project role

	1.7.3 Component Management
	1.7.3.1 Managing project components
	1.7.3.2 Adding a new component
	1.7.3.3 Selecting a Default Assignee
	1.7.3.3.1 Default Assignee Options

	1.7.3.4 Editing a component
	1.7.3.5 Deleting a component

	1.7.4 Version Management
	1.7.4.1 Managing a project's versions
	1.7.4.1.1 Version status

	1.7.4.2 Adding a new version
	1.7.4.3 Releasing a version
	1.7.4.4 Archiving a version
	1.7.4.5 Merging multiple versions
	1.7.4.6 Editing a version's details
	1.7.4.7 Deleting a version
	1.7.4.8 Rescheduling a version

	1.7.5 Project Release Notes
	1.7.5.1 Generating Release Notes
	1.7.5.2 Adding New Format Templates

	1.7.6 Configuring Project Keys
	1.7.6.1 Project Key Pattern
	1.7.6.2 Editing the key pattern
	1.7.6.3 Project Key Details


	1.8 Configuring Fields and Screens
	1.8.1 Configuring Fields and Screens: Overview
	1.8.1.1 Concepts
	1.8.1.1.1 Standard Edition: Basic Configuration
	1.8.1.1.2 Professional Edition: Screens Per Project
	1.8.1.1.3 Enterprise Edition: Screens and Field Configurations Per Project and Issue Type


	1.8.2 Defining New Resolutions
	1.8.3 Defining 'Priority' Field Values
	1.8.3.1 Defining a new priority
	1.8.3.2 Editing a priority
	1.8.3.3 Re-ordering priorities
	1.8.3.4 Translating priorities
	1.8.3.5 Deleting a priority

	1.8.4 Defining New Statuses
	1.8.5 Defining New Issue Types
	1.8.5.1 Creating, Editing and Deleting Issue Types
	1.8.5.2 Ordering issue types and setting defaults

	1.8.6 Associating Issue Types with Projects
	1.8.6.1 What is an 'Issue Type Scheme'?
	1.8.6.2 Managing Issue Type Schemes
	1.8.6.2.1 Creating a new scheme
	1.8.6.2.2 Editing a scheme
	1.8.6.2.3 Associating a scheme to projects

	1.8.6.3 Managing Schemes for a Project
	1.8.6.4 Issue Type Migration Wizard

	1.8.7 Issue Constant Translations
	1.8.7.1 Issue Constant Translation

	1.8.8 Changing the behaviour of fields
	1.8.8.1 What is a 'Field Configuration'?
	1.8.8.2 Editing a Field Configuration
	1.8.8.2.1 Editing a Field's Description
	1.8.8.2.2 Hiding/Showing a field
	1.8.8.2.3 Required/Optional fields
	1.8.8.2.4 Renderers

	1.8.8.3 Managing Multiple Field Configurations
	1.8.8.3.1 Default Field Configuration
	1.8.8.3.2 Adding a Field Configuration
	1.8.8.3.3 Editing a Field Configuration
	1.8.8.3.4 Deleting a Field Configuration
	1.8.8.3.5 Copying a Field Configuration

	1.8.8.4 Activating a Field Configuration

	1.8.9 Configuring Rich-Text Renderers
	1.8.9.1 Overview
	1.8.9.2 Renderable Fields
	1.8.9.3 Renderer Types
	1.8.9.3.1 Default Text Renderer
	1.8.9.3.2 Atlassian Wiki Renderer
	1.8.9.3.3 Atlassian Wiki Renderer Macro Support

	1.8.9.4 Implications for Jira operations
	1.8.9.4.1 Bulk Move
	1.8.9.4.2 Bulk Edit
	1.8.9.4.3 Email Notifications
	1.8.9.4.3.1 HTML Emails
	1.8.9.4.3.2 Text Emails

	1.8.9.4.4 Excel View
	1.8.9.4.5 RSS/XML View
	1.8.9.4.6 Other

	1.8.9.5 Configuring Renderers
	1.8.9.5.1 Applying a Renderer to a Field
	1.8.9.5.2 Enabling a Renderer Plugin
	1.8.9.5.2.1 Renderer Plugins Configuration
	1.8.9.5.2.2 Macro Plugins Configuration — Atlassian Wiki Renderer



	1.8.10 Associating Field Behaviour with Issue Types
	1.8.10.1 What is a 'Field Configuration Scheme' ?
	1.8.10.2 Field Configuration Schemes
	1.8.10.3 Adding a Field Configuration Scheme
	1.8.10.4 Configure a Field Configuration Scheme
	1.8.10.4.1 Associating a field configuration with an issue type
	1.8.10.4.2 Removing an association between a field configuration and an issue type
	1.8.10.4.3 Editing an association between a field configuration and an issue type

	1.8.10.5 Editing a Field Configuration Scheme
	1.8.10.6 Deleting a Field Configuration Scheme
	1.8.10.7 Copying a Field Configuration Scheme
	1.8.10.8 Associating a Field Configuration Scheme with a Project

	1.8.11 Placing fields on screens
	1.8.11.1 What is a 'Screen'?
	1.8.11.2 Configuring a Screen's Fields
	1.8.11.2.1 Adding a Field to Screen
	1.8.11.2.2 Removing a Field from a Screen
	1.8.11.2.3 Reordering Fields on a Screen

	1.8.11.3 Adding a Screen
	1.8.11.4 Editing a Screen's Details
	1.8.11.5 Deleting a Screen
	1.8.11.6 Copying a Screen
	1.8.11.7 Configuring Tabs
	1.8.11.7.1 Add Tab
	1.8.11.7.2 Moving fields between Tabs
	1.8.11.7.3 Navigating between Tabs
	1.8.11.7.4 Deleting a Tab
	1.8.11.7.5 Renaming a Tab
	1.8.11.7.6 Reordering Tabs

	1.8.11.8 Activating a Screen

	1.8.12 Associating Screens with Issue Operations
	1.8.12.1 What is a 'Screen Scheme'?
	1.8.12.2 Configuring a Screen Scheme
	1.8.12.2.1 Associating an Issue Operation with a Screen
	1.8.12.2.2 Editing an Association
	1.8.12.2.3 Deleting an Association

	1.8.12.3 Managing Multiple Screen Schemes
	1.8.12.3.1 Adding a Screen Scheme
	1.8.12.3.2 Editing a Screen Scheme's details
	1.8.12.3.3 Deleting a Screen Scheme
	1.8.12.3.4 Copying a Screen Scheme

	1.8.12.4 Activating a Screen Scheme
	1.8.12.4.1 Standard Edition
	1.8.12.4.2 Professional Edition: associating a Screen Scheme with a project
	1.8.12.4.3 Enterprise Edition


	1.8.13 Associating Screens with Issue Types
	1.8.13.1 What is an 'Issue Type Screen Scheme'?
	1.8.13.2 Add an Issue Type Screen Scheme
	1.8.13.3 Edit an Issue Type Screen Scheme
	1.8.13.4 Delete an Issue Type Screen Scheme
	1.8.13.5 Copy an Issue Type Screen Scheme
	1.8.13.6 Configure Issue Type Screen Scheme
	1.8.13.6.1 Associate an Issue Type to a Screen Scheme
	1.8.13.6.2 Edit an Association
	1.8.13.6.3 Delete an Association

	1.8.13.7 Associating an Issue Type Screen Scheme with a Project

	1.8.14 Creating & configuring Custom Fields
	1.8.14.1 Custom Fields Overview
	1.8.14.1.1 Custom Field Types
	1.8.14.1.2 Search templates
	1.8.14.1.3 Custom field context
	1.8.14.1.4 Custom field configuration schemes
	1.8.14.1.5 Additional Resources

	1.8.14.2 Adding Custom Fields
	1.8.14.2.1 Steps to define a custom field
	1.8.14.2.2 Additional Resources

	1.8.14.3 Configuring Custom Fields
	1.8.14.3.1 Configuring Custom Fields
	1.8.14.3.2 Managing multiple configuration schemes
	1.8.14.3.3 Additional Resources



	1.9 Configuring Workflow
	1.9.1 JIRA Workflow
	1.9.1.1 On this page:
	1.9.1.2 Creating a workflow
	1.9.1.3 Editing a Workflow
	1.9.1.3.1 Editing an Inactive Workflow
	1.9.1.3.2 Editing an Active Workflow

	1.9.1.4 About steps and transitions
	1.9.1.4.1 A note about 'open' and 'closed' issues

	1.9.1.5 Adding a step
	1.9.1.5.1 Using step properties

	1.9.1.6 Deleting a step
	1.9.1.7 Adding a transition
	1.9.1.7.1 Using a screen
	1.9.1.7.2 Adding a condition
	1.9.1.7.2.1 Combining conditions into groups

	1.9.1.7.3 Adding a validator
	1.9.1.7.4 Adding a post function
	1.9.1.7.4.1 Using a post function to set a field
	1.9.1.7.4.2 Using a post function to send a notification
	1.9.1.7.4.3 Working with transition properties


	1.9.1.8 Using 'common transitions'
	1.9.1.9 Using XML to create a workflow
	1.9.1.9.1 Copying a workflow between systems


	1.9.2 Activating Workflow
	1.9.2.1 Activating a workflow in JIRA Professional Edition
	1.9.2.2 Activating workflows in JIRA Enterprise Edition
	1.9.2.2.1 Creating a workflow scheme
	1.9.2.2.2 Associating a workflow scheme with a project
	1.9.2.2.3 Editing a workflow scheme
	1.9.2.2.4 Disassociating a workflow scheme from a project

	1.9.2.3 Additional Resources

	1.9.3 JIRA Events
	1.9.3.1 Event Types
	1.9.3.1.1 System events
	1.9.3.1.2 Custom Events

	1.9.3.2 Configuring Notifications for a Custom Event
	1.9.3.2.1 Step 1. Add a Custom Event
	1.9.3.2.2 Step 2. Configure Notification Scheme to send mail on Custom Event
	1.9.3.2.3 Step 3. Configure Workflow Transition Post-Function to Fire Custom Event

	1.9.3.3 Updates to Workflows on Disk


	1.10 Importing from Other Systems
	1.10.1 Importing Data from Bugzilla
	1.10.1.1 How to import from Bugzilla
	1.10.1.2 Importing only new bugs (repeated imports)
	1.10.1.3 Searching by Bugzilla ID
	1.10.1.4 Importer Source code
	1.10.1.5 Common Customisations
	1.10.1.5.1 Importing custom priorities, statuses and resolutions
	1.10.1.5.2 Changing the imported username format


	1.10.2 Importing Data From Mantis
	1.10.2.1 Importer Source code

	1.10.3 Importing Data From FogBugz
	1.10.3.1 Overview
	1.10.3.1.1 Notes about the FogBugz Importer

	1.10.3.2 Step 1. Running the Import Configuration Wizard
	1.10.3.2.1 Project Configuration
	1.10.3.2.2 Issue Field Mappings
	1.10.3.2.3 Value Mappings
	1.10.3.2.4 Issue Links
	1.10.3.2.5 Saving the configuration file

	1.10.3.3 Step 2. Importing the FogBugz file

	1.10.4 Importing Data From CSV
	1.10.4.1 Overview
	1.10.4.2 1. Preparing your CSV file
	1.10.4.2.1 Valid file format
	1.10.4.2.2 CSV file encoding
	1.10.4.2.3 Importing Comments from CSV

	1.10.4.3 2. Running the CSV Import Configuration Wizard
	1.10.4.3.1 2.1 Project Configuration
	1.10.4.3.2 2.2 Issue Field Mappings
	1.10.4.3.2.1 System Fields
	1.10.4.3.2.2 Time Tracking Fields
	1.10.4.3.2.3 Custom Fields and the importer

	1.10.4.3.3 2.3 Map Field Values
	1.10.4.3.3.1 Value Mappings

	1.10.4.3.4 2.4 Miscellaneous Information
	1.10.4.3.5 2.5 Saving the Configuration File

	1.10.4.4 3. Importing the CSV file
	1.10.4.5 Known Issues


	1.11 Moving or Archiving Individual Projects
	1.11.1 Moving or Archiving Individual Projects
	1.11.2 Archiving a Project
	1.11.2.1 Online archiving
	1.11.2.1.1 'Hiding' a project
	1.11.2.1.2 Making a project 'Read-Only'
	1.11.2.1.3 Accessing an archived online project

	1.11.2.2 Offline archiving
	1.11.2.2.1 Archiving a project offline
	1.11.2.2.2 Accessing an archived offline project
	1.11.2.2.3 Restoring a deleted project


	1.11.3 Splitting a JIRA instance

	1.12 Integrating with Source Control
	1.12.1 Integrating JIRA with CVS and ViewCVS
	1.12.1.1 How JIRA's CVS integration works
	1.12.1.2 Creating CVS Modules in JIRA
	1.12.1.3 Associating Project(s) with CVS Modules
	1.12.1.4 Configuring Permissions
	1.12.1.5 Disabling Automatic CVS Log Retrieval
	1.12.1.6 Adjusting the Frequency of Module Updates
	1.12.1.7 CVS Aliases

	1.12.2 Subversion integration
	1.12.3 Perforce integration
	1.12.4 ClearCase integration
	1.12.5 FishEye integration

	1.13 Configuration Options & Settings
	1.13.1 Configuring JIRA
	1.13.1.1 Settings
	1.13.1.2 Internationalisation
	1.13.1.3 Options
	1.13.1.4 Advanced properties

	1.13.2 Configuring Issue Linking
	1.13.2.1 Step 1: Turning on Issue Linking.
	1.13.2.2 Step 2: Creating Issue Link Types.
	1.13.2.3 Step 3: Linking Issues.

	1.13.3 Enabling and Configuring Sub-tasks
	1.13.3.1 Enabling sub-tasks
	1.13.3.2 Defining sub-task issue types
	1.13.3.3 Configuring sub-tasks and workflow
	1.13.3.4 Configuring sub-task fields
	1.13.3.5 Disabling sub-tasks

	1.13.4 Trackback linking
	1.13.4.1 Configuring trackbacks
	1.13.4.2 Temporarily disabling trackbacks

	1.13.5 Configuring Time Tracking
	1.13.5.1 Step 1: Activating Time Tracking. 
	1.13.5.2 Step 2: Allowing users to log work.

	1.13.6 Configuring File Attachments
	1.13.6.1 Step 1: Enabling attachments
	1.13.6.2 Step 2: Granting the 'Create Attachments' permission to users
	1.13.6.3 Changing the attachment size limit
	1.13.6.4 Specifying the maximum attachments per issue

	1.13.7 Configuring Image Attachment Thumbnails
	1.13.7.1 Enabling thumbnails
	1.13.7.2 Configuring thumbnail size


	1.14 Server Administration
	1.14.1 Search Indexing
	1.14.1.1 Indexing Administration

	1.14.2 Backing up data
	1.14.2.1 1. Backing up database contents
	1.14.2.1.1 Using native database tools
	1.14.2.1.2 Using JIRA's XML backup utility

	1.14.2.2 2. Backing up attachments

	1.14.3 Automating JIRA backups
	1.14.4 Restoring data
	1.14.4.1 1. Disabling email sending/receiving
	1.14.4.2 2. Restoring XML data
	1.14.4.3 3. Restoring attachments

	1.14.5 Restoring a Project from Backup
	1.14.5.1 Before you begin
	1.14.5.1.1  Project Import Restrictions
	1.14.5.1.1.1 JIRA versions do not match
	1.14.5.1.1.2 JIRA editions do not match
	1.14.5.1.1.3 Custom fields plugin versions do not match


	1.14.5.2 Restoring your project
	1.14.5.2.1 Preparing your target JIRA instance
	1.14.5.2.1.1 1. Setting up the project
	1.14.5.2.1.2 2. Setting up users and groups
	1.14.5.2.1.3 3. Setting up custom fields
	1.14.5.2.1.4 4. Setting up workflows, issues and groups/roles
	1.14.5.2.1.5 5. Setting up links

	1.14.5.2.2 Project Import
	1.14.5.2.2.1 1. Specify the backup file
	1.14.5.2.2.2 2. Select a project to restore
	1.14.5.2.2.3 3. Review data mapping validations
	1.14.5.2.2.4 4. Verify the restored project

	1.14.5.2.3 Need Help?


	1.14.6 Database Integrity Checker
	1.14.6.1 Overview
	1.14.6.2 Using the Integrity Checker

	1.14.7 Performance
	1.14.7.1 Profiling
	1.14.7.2 Environment options
	1.14.7.2.1 Virus checking
	1.14.7.2.2 Network shares
	1.14.7.2.3 SSL or HTTPS

	1.14.7.3 Database options
	1.14.7.3.1 JDBC drivers
	1.14.7.3.2 Databases
	1.14.7.3.3 Network latency
	1.14.7.3.4 Index your database

	1.14.7.4 JDK options
	1.14.7.4.1 Choose the latest JDK version
	1.14.7.4.2 Use the Server JVM
	1.14.7.4.3 Allocate enough Memory

	1.14.7.5 JIRA options
	1.14.7.5.1 Enable GZip Compression
	1.14.7.5.2 Remove HSQLDB parameters in JIRA Standalone
	1.14.7.5.3 External User Management

	1.14.7.6 Application Server options
	1.14.7.6.1 Database Connection pooling.

	1.14.7.7 Server specifications

	1.14.8 Database Indexing
	1.14.9 Precompiling JSP pages
	1.14.10 Logging & Profiling
	1.14.10.1 Logging
	1.14.10.1.1 To temporarily change the logging level:
	1.14.10.1.2 To permanently change the logging level:

	1.14.10.2 Profiling
	1.14.10.2.1 To temporarily enable profiling:
	1.14.10.2.2 To permanently enable profiling:


	1.14.11 Thread Dump
	1.14.11.1 Windows Environment
	1.14.11.1.1 Running JIRA from startup.bat
	1.14.11.1.2 JIRA running as a Windows Service

	1.14.11.2 UNIX Environment

	1.14.12 Using robots.txt to hide from Search Engines
	1.14.12.1 Editing robots.txt
	1.14.12.2 Publishing robots.txt


	1.15 Appendix A - Extending JIRA
	1.15.1 Extending JIRA
	1.15.2 Listeners
	1.15.2.1 Listener Interfaces
	1.15.2.2 Example Listeners
	1.15.2.3 Registering a Listener
	1.15.2.4 Editing Listener Properties
	1.15.2.5 Removing a Listener
	1.15.2.6 Custom Events

	1.15.3 Services
	1.15.3.1 Registering a Service
	1.15.3.2 Editing Service Properties
	1.15.3.3 Mail Service Properties
	1.15.3.4 Removing a Service
	1.15.3.5 Built-in Services
	1.15.3.6 Message Handlers
	1.15.3.6.1 CreateIssueHandler
	1.15.3.6.2 CreateOrCommentHandler
	1.15.3.6.3 FullCommentHandler
	1.15.3.6.4 NonQuotedCommentHandler
	1.15.3.6.5 RegexCommentHandler
	1.15.3.6.6 CVSLogHandler

	1.15.3.7 Message Handlers and Events
	1.15.3.8 Building Services from source

	1.15.4 Jelly Tags
	1.15.4.1 Enabling Jelly
	1.15.4.2 Running a Jelly script
	1.15.4.3 Writing a Jelly script
	1.15.4.4 jira:AddComment
	1.15.4.4.1 Examples
	1.15.4.4.1.1 Create comment
	1.15.4.4.1.2 Create Issue and Comment


	1.15.4.5 jira:AddComponent
	1.15.4.5.1 Examples
	1.15.4.5.1.1 Create Component
	1.15.4.5.1.2 Create Component in a Project
	1.15.4.5.1.3 Create Component with a Component Lead (Enterprise-only)


	1.15.4.6 jira:SelectComponentAssignees
	1.15.4.6.1 Examples
	1.15.4.6.1.1 Select a Component Assignee


	1.15.4.7 jira:AddUserToGroup
	1.15.4.7.1 Examples
	1.15.4.7.1.1 Add User to Group
	1.15.4.7.1.2 Add New User to Group
	1.15.4.7.1.3 Add User to New Group
	1.15.4.7.1.4 Add New User to New Group


	1.15.4.8 jira:AddVersion
	1.15.4.8.1 Examples
	1.15.4.8.1.1 Create a Version
	1.15.4.8.1.2 Create a Version in a Project


	1.15.4.9 jira:CreateGroup
	1.15.4.9.1 Examples
	1.15.4.9.1.1 Create Group


	1.15.4.10 jira:AssignIssue
	1.15.4.10.1 Examples
	1.15.4.10.1.1 Create and assign issue


	1.15.4.11 jira:CreateIssue
	1.15.4.11.1 Examples
	1.15.4.11.1.1 Create Issue
	1.15.4.11.1.2 Create Issue from Project
	1.15.4.11.1.3 Create Issue with Custom Field values


	1.15.4.12 jira:LinkIssue
	1.15.4.12.1 Examples
	1.15.4.12.1.1 Create a Link between two existing issues
	1.15.4.12.1.2 Create two issues and link them


	1.15.4.13 jira:TransitionWorkflow
	1.15.4.13.1 Examples
	1.15.4.13.1.1 Execute Workflow Transition


	1.15.4.14 jira:CreateProject
	1.15.4.14.1 Examples
	1.15.4.14.1.1 Create Project


	1.15.4.15 jira:CreateUser
	1.15.4.15.1 Examples
	1.15.4.15.1.1 Create User


	1.15.4.16 jira:RemoveUser
	1.15.4.16.1 Examples
	1.15.4.16.1.1 Remove User


	1.15.4.17 jira:CreatePermissionScheme
	1.15.4.18 jira:AddPermission
	1.15.4.18.1 Examples
	1.15.4.18.1.1 Grant permissions to jira-users and jira-developers in a new permission scheme
	1.15.4.18.1.2 Grant issue reporters the ability to edit/delete their own issues, in a new permission scheme
                (Enterprise-only)
	1.15.4.18.1.3 Make projects using default permission scheme visible to certain users (Enterprise-only)
	1.15.4.18.1.4 Granting a group selector custom field's members the ability to assign/be assigned the issue.


	1.15.4.19 jira:Login
	1.15.4.19.1 Examples
	1.15.4.19.1.1 Login a user in with username and password and set in context


	1.15.4.20 jira:CreateCustomField
	1.15.4.20.1 Examples
	1.15.4.20.1.1 Create Cascading Custom Field


	1.15.4.21 jira:AddFieldToScreen
	1.15.4.21.1 Examples
	1.15.4.21.1.1 Add Fields to a Screen
	1.15.4.21.1.2 Create a new Customfield and Add it to a Screen


	1.15.4.22 jira:AttachFile
	1.15.4.22.1 Examples
	1.15.4.22.1.1 Adding an attachment


	1.15.4.23 jira:RunSearchRequest
	1.15.4.23.1 Examples
	1.15.4.23.1.1 Running a search request and iterating through the keys of the returned issues


	1.15.4.24 jira:AddActorsToDefaultProjectRole
	1.15.4.24.1 Examples
	1.15.4.24.1.1 Adding a list of default users or groups to a project role


	1.15.4.25 jira:AddActorsToProjectRole
	1.15.4.25.1 Examples
	1.15.4.25.1.1 Adding a list of users or groups to a project role


	1.15.4.26 jira:CreateProjectRole
	1.15.4.26.1 Examples
	1.15.4.26.1.1 Creating a new project role


	1.15.4.27 jira:DeleteProjectRole
	1.15.4.27.1 Examples
	1.15.4.27.1.1 Deleting a project role from JIRA


	1.15.4.28 jira:GetDefaultRoleActors
	1.15.4.28.1 Examples
	1.15.4.28.1.1 Returning a List of role actors and iterating over the users in each of these actors.


	1.15.4.29 jira:GetProjectRole
	1.15.4.29.1 Examples
	1.15.4.29.1.1 Returning a project role


	1.15.4.30 jira:GetProjectRoleActors
	1.15.4.30.1 Examples
	1.15.4.30.1.1 Return a list of users for a given 'Role Actors' object


	1.15.4.31 jira:IsProjectRoleNameUnique
	1.15.4.31.1 Examples
	1.15.4.31.1.1 Determining if a project role is unique.


	1.15.4.32 jira:RemoveActorsFromProjectRole
	1.15.4.32.1 Examples
	1.15.4.32.1.1 Removing a list of groups from a project role


	1.15.4.33 jira:RemoveActorsFromDefaultProjectRole
	1.15.4.33.1 Examples
	1.15.4.33.1.1 Removing a list of groups from a default project role


	1.15.4.34 jira:UpdateProjectRole
	1.15.4.34.1 Examples
	1.15.4.34.1.1 Updating a project role


	1.15.4.35 Beta Tags
	1.15.4.36 Sample scripts
	1.15.4.36.1 Creating a new Project
	1.15.4.36.2 For a list of projects, perform a project-specific operation.
	1.15.4.36.3 Create a user, issue, and assign the issue to the user
	1.15.4.36.4 Assigning and Starting Progress
	1.15.4.36.5 Moving unreplied-to issues into an 'Inactive' state


	1.15.5 The JIRA Toolkit (Customer Support Extensions)
	1.15.6 Developer Guides
	1.15.7 JIRA Source
	1.15.7.1 Building JIRA from source
	1.15.7.1.1 Building JIRA WAR from JIRA Source release
	1.15.7.1.2 Developing using Intellij IDEA
	1.15.7.1.3 Building the Atlassian source dependencies
	1.15.7.1.4 Obtaining the source of JIRA's dependencies
	1.15.7.1.5 Compiling classes into JIRA Standalone

	1.15.7.2 API Docs




