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Purpose

This document describes how to monitor a MongoDB server with Nagios® XI™ using the MongoDB Server Configuration Wizard in
order to monitor the health of your server. The wizard supplies checks to monitor the following: number of queries per second, memory

usage, the number of databases on the server, and percentage of free connections available.

Target Audience

This document is intended for Nagios Administrators who want to monitor their MongoDB server with Nagios XI.

Prerequisites

It is assumed that your MongoDB Server has authentication enabled. If you have questions as to how to do this, please refer to the link
below:

Enable Authentication on MongoDB Server

https://docs.mongodb.com/manual/tutorial/enable-authentication/

You are required to have a user in the admin database that has the role of clusterAdmin. This role is required by MongoDB to access

statistics on the MongoDB server. You can reference the link below for information about creating users for a MongoDB:

Add a User to the MongoDB Server
https://docs.mongodb.com/manual/tutorial/manage-users-and-roles/

You will also be required to allow remote connections to your MongoDB server:

® bindlp

® https://docs.mongodb.com/manual/reference/configuration-options/#net-options
® Firewall Rules:

® https://docs.mongodb.com/v3.0/tutorial/configure-linux-iptables-firewall/
® https://docs.mongodb.com/v3.0/tutorial/configure-windows-netsh-firewall/
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Running The Configuration Wizard

The MongoDB Server configuration wizard will be used to set up the service checks for your MongoDB server. In the Nagios XI menu

navigate to Configure > Configuration Wizards and click the MongoDB Server wizard. In the following screenshot you can see how

the search field allows you to quickly find a wizard.

Home Views Dashboards Reports Configure Tools Help Admin Q (] & nagiosadmin @& Logout

w Configure

Configuration Options Configuration Wizards - Select a Wizard % (2]

 Configuration Tools Start monitoring your infrastructure in minutes. Configuration wizards guide you through the process of setting up your devices, servers, applications, services, and more in

Magios XI. Select the appropriate wizard below to get started.
# Configuration Wizards

@ AuTo-DISToveE

I Manage Templates
Show: MongeDg|

» Advanced Configuration

A More Options

MongoDB Database MongoDB Server
Monitor 2 MongoDB Database Monitor 2 MongoDB Server

On Step 1 you will be required to
provide the address of your MongoDB
server in the Address field. Change

the default port if required.

Enter the Username and Password of
the account that has clusterAdmin

access.

Click the Next button to proceed to
step 2.

Step 2 is where you define the

monitoring options.

In the first section make sure the Host
Name field is correct, this is the name

the host will be given in Nagios XI.
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. Configuration Wizard: MongoDB Server - Step 1 e

it

MongoDB Server
Specify the details for connecting to the MongoDB server you want to monitor.
Address: 10.25.7.41
The IP address or FQDNS name of the MengeDB server.
Port: 27017
The port to use to connect to the MeongeDB server. This defaults to port 27017, however if you changed the pert number enter it here.

Username: nagios

An authenticated user's username.

Password: sessne

The password for the authenticed user.

- Configuration Wizard: MongoDB Server - Step 2 £

MongoDB Server

Address: 10.25.7.41

Host Name: mongo01

The name you'd like to have associated with this MongoDB Database.

Port: 27017
Username: nagios
N 2 2 Nagios Enterprises, LLC US: 1-888-NAGIOS-1 Web: www.nagios.com Page 2
. a g lo S P.O. Box 8154 Int'l: +1 651-204-9102 Email: sales@nagios.com

s Saint Paul, MN 55108
Enterprises

Fax: +1651-204-9103

Copyright © 2010 - 2017 Nagios Enterprises, LLC
Updated — February, 2017


http://www.nagios.com/
mailto:sales@nagios.com

Nagios Xl — Monitoring a MongoDB Server H a gl05®

The MongoDB Server Metrics section allows you to select which

metrics to monitor on your MongoDB Server.

Select the checks you wish to perform on the server and set warning

and critical values for your alert thresholds.

MongoDB Server Metrics

Specify the metrics you'd like to monitor on the MongoDB Server

Check Connection
Monitor the connection to host.

A | 2 sec @ 4 sec

Free Connections
Monitor the percent of free connections available.
& | 70 % @ |85 %

Memory Usage
Monitor the MongoDB server's memaory usage.

All |eB @2 |eB

Mapped Memory Usage
Monitor the mapped memory usage of the MongoDB server

All |eB @2 |eB

Lock Time Percent
Monitor the percent of time the MongoDB server is locked.

Als |w @10 |%

Average Flush Time

Monitor the average time it takes to preform a flush.
/| 100 ms @@ 200 ms

Last Flush Time
Monitor the time since the last flush.

/b 200 ms @@ 400 ms

Index Miss Ratio
Monitor ratio of index hits to misses.

/| 0005 | @) 0.01

Number of Databases
Monitor the number of databases.

/| 300 | @ | 500

Number of Collections
Monitor the number of collections.
/| 300 | @ 500

Queries Per Second
Monitor the amount of queries per second.

/Ay 150| @ | 200

MongoDB Server Replication Metrics

If you use replication, there are some checks you These options require you to be using MongoDBs replication features. If replication isn't set up you will recieve errors.

can perform on your replication set such as: — Replication State

status, lag, and lag percentage. These are
Replication Lag

defaulted to off because not all MongoDB servers

LY

are set up with replication.

LY

Once you've selected the checks you want to
monitor, click Next to continue. < Back

Replication Lag Percent
Monitor the percent of replication lag on the server

550 (% @75 |%

Monitor the replication state. This check doesn't require any arguments for warning/critical.

sec

Monitor replication lag of the server. This check may show apparent lag of < 10 sec even if there isn't 1ag.

b, 15 |sec @ | 30
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Complete the wizard by choosing the required options in Step 3 — Step 5 and then click on Finish in the final step of the wizard.

Once the wizard applies the configuration, click the View status details for xxxxx link to see the new host and services that were
created.

]l Host { service { status { Duration { Attempt [ LastCheck { status Information
mongo01 .7?5 MongoDB Connection w5 Ok 9m 12s 1/5 2017-02-17 14:18:49 OK - Connection took 0 seconds
MongoDB Databases w5 Ok Bm 348 1/5 2017-02-17 14:19:26  OK - Number of DBs: 3
MongoDB Free Connections »#¢ Ok TmE&7s 1/5 2017-02-17 14:20:03  OK - 0 percent (1 of 51200 connections) used
MongoDB Memory Usage }&3 Ok 7m 198 15 2017-02-17 14:20:42  OK - Memory Usage: 0.04GB resident, 0.28GB virtual, 0.00GB mapped, 0.00GB mappedWithJournal

This completes the steps required to monitor your MongoDB Server in Nagios XI.

Finishing Up

You have just set up your MongoDB server to be monitored by Nagios XI. If you have any issues with your Nagios XI system, please
post your questions on the Nagios Support Forum at

https://support.nagios.com/forum/
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