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Disclaimer

During the course of this presentation, we may make forward-looking statements regarding future events or the
expected performance of the company. We caution you that such statements reflect our current expectations and
estimates based on factors currently known to us and that actual events or results could differ materially. For
important factors that may cause actual results to differ from those contained in our forward-looking statements,
please review our filings with the SEC. The forward-looking statements made in the this presentation are being made as
of the time and date of its live presentation. If reviewed after its live presentation, this presentation may not contain
current or accurate information. We do not assume any obligation to update any forward-looking statements we may
make. In addition, any information about our roadmap outlines our general product direction and is subject to change
at any time without notice. It is for informational purposes only, and shall not be incorporated into any contract or
other commitment. Splunk undertakes no obligation either to develop the features or functionality described or to
include any such feature or functionality in a future release.
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Threat List Activity

Data Mode P/Domain/URL I'hreat List
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Threat List Activity
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Edit all selected | Edit all 5 matching events

i Time Security Domain Title Urgency Status Owner Actions
v 9/19/14 8:59:03.000 PM Network Vulnerability Scanner Detected (10.11.36.20) A\ Critical New unassigned v
Description: Correlation Search:
A potential vulnerability scanner was detected. 10.11.36.20 has generated events against 29 targets in the last hour. Network - Vulnerability
This may be indicative of a vulnerability scanner since vulnerability scanners generally trigger events against a high Scanner Detection (by targets)
number of unique targets. ule
Additional Fields Value Action History:

Source 10.11.36.20 * View all review activity for this

Source Business Unit Edit Tags Notable Event
Source Category Contributing Events:

ACCH search (as de ation) View all attack events from
Source City Access Search (as source) device 10.11.36.20

Source Country

Source IP Address

Source Expected (‘\1. et Investigator )

Source Latitude Domain Dossier

Source Longitude
Source Owner

Source PCI Domain Map 10.11.36.20

Source Requires Antivirus  Google 10.11.36.20

Source Should Time Synchi n Search (as destinati

Source Should Update

Event Details:

event_id es-Ib2-na.demo.splunk.com@@notable@@7a9a6523233cd0de2f9d872f1a%a7c52

event_hash 7a%9a6523233cd0de2f9d872f1a%a7c52 v

eventtype Suppress_src v
notable v
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os-na. demo. spluni. com

i McKay - Messages

search

requires_av. false city Pleasanton category. pai, sphunk country: USA
poi_domain trust should_update true bunit: amerncas at: 37.694452
long: -121.894481 owner Bill_wilkams should_tmesync: true prionty: oritical
ip 10113620 S_fxpectiad true

X I I
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10.11.36.20
city. Pleasanton category. pai, sphunk country: USA
bunit. amerncas at: 37.604452

res_ov. false
priority: oritical

should_update true
should_tmesync: true

poi_domain: trust
long: -121.894401 owner Bill_wilkams
ip 10.11.36.20 s_expected true
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Dimitri McKay v Messages - Settings v Activity v Help v

Security Posture Edit ~ i &
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Correlation Search
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Monzy Merza v Messages v Settings v Activity v Help

v vare _Atta dest t t ¢ Mal e ] de

261,874 events (before 9/17/14 3.00:59.000 AM) » £+ & ?
Events Statistics (3 Visualization
Biz_Unit count(Malware_Attacks.dest_bunit)
About Support Fde 0 Bug Documentation Privacy Policy - 2014 Splunk Inc. All rights reserved

https://es-na.demo.splunk.com/en-US/app/SplunkEnterpriseSecuritySuite/

»
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New Correlation Search Edit ~ : | &
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Messages v Settings v Activity v Help

Custom Searches Bty &

Search: | infect
Name Type Next Scheduled Time Actions
Correlation Search 7033500 UTC Enabled
Correlation Search 2014091703350 UTC Enabled

Key indicator

Key indicator

Showing 1 10 4 of 4 entries (filtered from 132 total entnes)

( Entle Y Oloste |

About Support Fie a Bug Documentation Privacy Policy rights reserved

https://es-na.demo.splunk.com/en-US/app/SplunkEnterpriseSecuritySuite/

»
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& os-na.demo.splunk.com

spbnk App: Enterprise Security mitri McKar Messages Settings Activity Jelf

Security Posture  Incident Review  Pradictive Analytics  EventInvestigators ~  Advanced Theeat ~  Security Domaing v Audit v Enterprise Security [l

Configure > Navigation

Unused Reports

Alerts & Asset Investigator Risk Analysis
assel_investigalor & Identity Investigator Threat List Activity
Bro

Credential Management
Custom Searches

Edit Correlation Search
Edit Key Indicator Search
Edit Lists and Lookups o
Edit Navigation < URL Length Analysis
Edit Per-Panel Filtering Lookup
Edit Swimlane Search
dentity_investigator

Incident Review Settings
Internal Errors and Messages

HTTP Category Analysis
HTTP User Agent Analysis
New Domain Analysis

& Traffic Size Analysis

Incident Review Audit Dashboards

Lists and Lookups Suppression Audit Reports
MITRE Pivot
~ 3 Access Center
New Correlation Search Data Model Audit Search
New Key Indicator Search Access Tracker
Forwarder Audit
New Notable Event Access Search

Per-Panel Filter Audit
Search Audit

New Swimlane Search

Notable Event Geography Account Management

Threat List Audit
Notable Event Status Default Account Activity )
Notable Event Status View Audit
About Suppon File a Bug Documentation Privacy Polcy © 2005-2014 Splunk Inc. All rights reserved
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' Learn, share and hack
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Security office hours: 11:00 AM - 2:00 PM @Room 103 Everyday
Geek out, share ideas with Enterprise Security developers

Red Team / Blue Team - Challenge your skills and learn new tricks
Mon-Wed: 3:00 PM - 6:00 PM @Splunk Community Lounge
Thurs: 11:00 AM - 2:00 PM

Birds of a feather- Collaborate and brainstorm with security ninjas
Thurs: 12:00 PM - 1:00 PM @Meal Room
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