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Overview

• Code Quality (What, Why and When)

• The 7 Axes of Quality and then Technical debt

• SonarQube Introduction

• Demo



What is Code Quality?



What is Code Quality?

• In Nutshell – It’s a indicator about how quickly 
developers can add business value to a 
software system









The Seven Axes of Quality

Architecture & Design

Comments

Potential Bugs

Unit Tests

Duplications

Coding Rules

Complexity

Technical Debt







What is SonarQube?

It is a open platform to Manage Code Quality!



In Another Word.

• SonarQube is a web-based application. 

• Rules, alerts, thresholds, exclusions, settings… 
can be configured online. 

• By leveraging its database, SonarQube not 
only allows to combine metrics altogether but 
also to mix them with historical measures.

• Got a very efficient way of navigating, a 
balance between high-level view, dashboard, 
TimeMachine and defect hunting tools.





SonarQube Features

•Continuous Inspection
•Detect Tricky Issues
•Centralize Quality
•DevOps Integration



SonarQube provides the capability to not only 
show health of an application but also to 
highlight issues newly introduced. With a 
Quality Gate in place, you can fix the leak and 
therefore improve code quality systematically.

Continuous Inspection



SonarQube code analyzers are equipped 
powerful path sensitive dataflow engines to 
detect tricky issues such as null-pointers 
dereferences, logic errors, resource leaks...

Detect Tricky Issues



One place to provide a shared vision of code 
quality for developers, tech leads, managers 
and executives in charge of a few to a few 
thousands projects and also to act as a toll 
gate for application promotion or release.

Centralize Quality



SonarQube integrates with the entire DevOps 
toolchain including build systems, CI engines, 
promotion pipelines... using webhooks and 
its comprehensive RestAPI.

DevOps Integration



With SonarQube comes a code analyzer for 
each major programming language. Each 
analyzer provides numerous rules to spot 
general and language-specific quality issues.

Multi-Language

C/C++
JavaScript
C#
Java
COBOL
PL/SQL
PL/I

PHP
ABAP
VB.NET
VB6
Python
RPG
Flex

Objective-C
Swift
Web
XML











Extend with Plugins

Covering new languages, adding rules engines, 
computing advanced metrics can be done 
through a powerful extension mechanism. More 
than 50 plugins are already available.





Sonar – Basic statistics



Sonar – Project Drill Down



Sonar – Time Machine





Terminlogy
•Analyzer
•Database
•Server
•Bug
•Coding Rule 
•Code Smell
•Component
•Remediation Cost
•Technical Debt
•Issue
•Leak Period 
•Measure
•Metric
•Quality Profile
•Vulnerability
https://docs.sonarqube.org/display/SONAR/Concepts



Pre Requisites

JDK 1.7 + 

http://docs.sonarqube.org/display/SONAR/Requ
irements

http://docs.sonarqube.org/display/SONAR/Requirements
http://docs.sonarqube.org/display/SONAR/Requirements


Download

• http://www.sonarqube.org/downloads/

http://www.sonarqube.org/downloads/
http://www.sonarqube.org/downloads/


Install

1. Download and unzip the SonarQube distribution (let's 
say in "C:\sonarqube" or "/etc/sonarqube")

2. Start the SonarQube server:

# On Windows, execute:

C:\sonarqube\bin\windows-x86-xx\StartSonar.bat

 

# On other operating system, execute:

/etc/sonarqube/bin/[OS]/sonar.sh console

3. Download and unzip the SonarQube Scanner (let's say 
in "C:\sonar-runner" or "/etc/sonar-runner")



4. Download and unzip some project samples (let's say in "C:\sonar-
examples" or "/etc/sonar-examples")

5. Analyze a project:
# On Windows:
cd C:\sonar-examples\projects\languages\java\sonar-runner\java-
sonar-runner-simple
C:\sonar-runner\bin\sonar-runner.bat
 
# On other operating system:
cd /etc/sonar-examples/projects/languages/java/sonar-runner/java-
sonar-runner-simple
/etc/sonar-runner/bin/sonar-runner



Dashboard Time

Browse the results at http://localhost:9000 
(default System administrator credentials are 
admin/admin)



Integration with MySql

• http://docs.sonarqube.org/display/SONAR/Ins
talling+the+Server

http://docs.sonarqube.org/display/SONAR/Installing+the+Server
http://docs.sonarqube.org/display/SONAR/Installing+the+Server
http://docs.sonarqube.org/display/SONAR/Installing+the+Server


Integration with Maven

http://docs.sonarqube.org/display/SONAR/Anal
yzing+with+SonarQube+Scanner+for+Maven

http://docs.sonarqube.org/display/SONAR/Analyzing+with+SonarQube+Scanner+for+Maven
http://docs.sonarqube.org/display/SONAR/Analyzing+with+SonarQube+Scanner+for+Maven


Integration with Jenkins

• http://docs.sonarqube.org/display/SONAR/An
alyzing+with+SonarQube+Scanner+for+Jenkin
s

http://docs.sonarqube.org/display/SONAR/Analyzing+with+SonarQube+Scanner+for+Jenkins
http://docs.sonarqube.org/display/SONAR/Analyzing+with+SonarQube+Scanner+for+Jenkins
http://docs.sonarqube.org/display/SONAR/Analyzing+with+SonarQube+Scanner+for+Jenkins
http://docs.sonarqube.org/display/SONAR/Analyzing+with+SonarQube+Scanner+for+Jenkins


Issue Lifecycle

• Issues are detected automatically.



Statuses

• After creation, issues flow through a lifecycle, taking on 
one of five possible statuses:

• Open - set by SonarQube on new issues
• Confirmed - set manually to indicate that the issue is 

valid
• Resolved - set manually to indicate that the next 

analysis should Close the issue
• Reopened - set automatically by SonarQube when 

a Resolved issue hasn't actually been corrected
• Closed - set automatically by SonarQube for 

automatically created issues.



Resolutions

• Closed issues will have one of two resolutions:
– Fixed - set automatically when a subsequent analysis 

shows that the issue has been corrected
– Removed - set automatically when either the related 

coding rule or the file is no longer available. The rule may 
not be available either because it has been removed from 
the profile or because the underlying plugin has been 
uninstalled. The file could be unavailable because it has 
been removed from the project, moved to a different 
location or renamed.

• Resolved issues will have one of two resolutions:
– False Positive - set manually
– Won't Fix - set manually



Issues severities

Each issue has one of five severities:
• BLOCKER

Bug with a high probability to impact the behavior of the application in 
production: memory leak, unclosed JDBC connection, .... The code MUST be 
immediately fixed.

• CRITICAL
Either a bug with a low probability to impact the behavior of the application in 
production or an issue which represents a security flaw: empty catch block, SQL 
injection, ... The code MUST be immediately reviewed.

• MAJOR
Quality flaw which can highly impact the developer productivity: uncovered piece 
of code, duplicated blocks, unused parameters, ...

• MINOR
Quality flaw which can slightly impact the developer productivity: lines should not 
be too long, "switch" statements should have at least 3 cases, ...

• INFO
Neither a bug nor a quality flaw, just a finding.



Issue workflow



• Issues are automatically closed (status: Closed) 
when:
– an issue (of any status) has been properly fixed => 

Resolution: Fixed
– an issue no longer exists because the related coding 

rule has been deactived or is no longer available (ie: 
plugin has been removed) => Resolution: Removed

• Issues are automatically reopened 
(status: Reopened) when:
– an issue that was Resolved (but Resolution is not False 

positive) is shown by a subsequent analysis to still 
exist



You want to check for new issues 
before committing your code

• SonarLint is the answer for this. It raises issues 
in your IDE as you type.

http://sonarlint.org/
http://sonarlint.org/


You want to check for new issues 
before a Pull Request is merged

• Pull request (PR) analysis allows you to 
configure your CI engine to perform "preview" 
analysis (i.e. analysis without updating 
SonarQube) on PR's. Any new issues are 
annotated in the PR itself. If none are found, 
an "all clear" message is added instead. PR 
analysis is available for GitHub projects with 
the GitHub plugin, and on some other 
providers with Other Plugins.

https://docs.sonarqube.org/display/PLUG/GitHub+Plugin
https://docs.sonarqube.org/display/PLUG/GitHub+Plugin
https://docs.sonarqube.org/display/PLUG/Other+Plugins
https://docs.sonarqube.org/display/PLUG/Other+Plugins


You want to analyze a long-lived 
branch in SonarQube

• In this case, you want to maintain analysis of the 
canonical project in SonarQube, say the "master" 
branch, and also publish in SonarQube ongoing 
analysis of a secondary branch. The typical case is 
a release branch. In this scenario, you add 
the sonar.branch=[branch key] analysis property 
to the release branch to create a second, 
independent project in SonarQube.

•



SonarQube Using Docker

> docker pull 
library/sonarqube@sha256:e03b6c1f5195676dad7f
3b5c02b818bf64a213fe34e04e3fb60103034fb50d5
b
> 

Reference
https://hub.docker.com/_/sonarqube/

https://hub.docker.com/_/sonarqube/
https://hub.docker.com/_/sonarqube/


Installing a Plugin

• There is two options to install a plugin into 
SonarQube :

– Automatically, from the SonarQube UI using the 
Update Center

– Manually



Plugins Location

• https://docs.sonarqube.org/display/PLUG/Plu
gin+Library

https://docs.sonarqube.org/display/PLUG/Plugin+Library
https://docs.sonarqube.org/display/PLUG/Plugin+Library
https://docs.sonarqube.org/display/PLUG/Plugin+Library


Installing a Plugins- Automatically

• If you have access to the internet and you are 
connected with a SonarQube user having the 
Global Permission "Administer System", you can 
go in Settings > Update Center.
– Locate the "Available Plugins" tab

– Find the plugin you want to install

– Click on Install and wait for the download to be 
processed

• Once done, you will need to restart your 
SonarQube Server.



Installing a Plugins- Manual

• Upload the downloaded jar file in your 
SonarQube Server and put it in the directory : 
$SONARQUBE_HOME/extensions/plugins.

• If another version of the same plugin is 
already there, you need to remove it, since 
only one version of a given plugin may be 
available in the extensions/plugins directory.

• Once done, you will need to restart your 
SonarQube Server.



Demo Time



Reference

• https://docs.sonarqube.org

• http://www.devopsschool.com/tutorial/sonar
qube/

• http://www.scmgalaxy.com/tutorials/content/
code-analysis

https://docs.sonarqube.org/
https://docs.sonarqube.org/
http://www.devopsschool.com/tutorial/sonarqube/
http://www.devopsschool.com/tutorial/sonarqube/
http://www.devopsschool.com/tutorial/sonarqube/
http://www.scmgalaxy.com/tutorials/content/code-analysis
http://www.scmgalaxy.com/tutorials/content/code-analysis
http://www.scmgalaxy.com/tutorials/content/code-analysis
http://www.scmgalaxy.com/tutorials/content/code-analysis
http://www.scmgalaxy.com/tutorials/content/code-analysis


Questions
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