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Overview
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Functions
— Arguments

Clauses




Splunk Search Language Example

.Search Pipes
v
sourcetype=acck status=200 | stats list(product_name) as “Games Sold” | top “Games
Search Terms Q
C‘ 3 %
o)‘-" “ ’b@ 2 :
s ’) Ox g



Preferences

Global SPL Editor

The advanced editor can provide auto-formatting, line numbers, and highlight
search syntax for increased readability. You can also turn off the advanced
editor to use the basic search format.

Advanced editor ‘

General Themess

Search assistant Full Compact MNone

Full search assistant is useful when first fearning 1o create

zearches. Compact provides more succinct assistance




Search Limitations

| command/function command/function




Search Commands




Splunk Processing Language



source="WinEventLog:*" host="Henson-Lap"

Search Commands



Chaining Commands

source="WinEventLog:*" host="Henson-Lap"“| command 1 |
command 2 ..




source="WinkEventLog:*" host="Henson-Lap"| search EventCode=100

Filtering Results

Allows for users to filter results in query. For example show results
where event code =100



source="WinkEventLog:*" host="Henson-Lap"| dedup EventCode

Remove Duplicates

Only shows unique events. For example show only EventCodes once



4 Show first 10results

4 Reverse resultorder
reverse

sort user 40rder by user ascending or user
descending

sSort -user

4Show last 10 results




Search Assistant

« Search Assistant provides selections for how to complete the
search string

 Before the first pipe (]), it looks for matching terms

* You can continue typing OR select a term from the list
—If you select a term from the list, it is added to the search

New Search

Fail

failed Matching Term
failure Matching Term
fail” Matching Search



Search Assistant (cont.)

« After the first pipe, the Search Assistant shows a list of commands that
can be entered into the search string

® « You can continue typing OR scroll through and select a command to
add

* If you mouse over a command, more information about the command
is shown As you continue to type, Search Assistant makes more g
suggestions

New Search
New Search (B ]
Q failed | chart coul

failed | chal
count
+ 1,942 events (V chart count by host

chart
1,942 eV cichart chart count by src_ip
timechart chart count by user .
siimechart chart count(_raw) by action
Events (1,842) | chart count(_raw) by saved_search
A
Events (1,£ —— Lt o chart Learn More [2
Returns results in a tabular output for charting. Format Timeline| p.iirns results in a tabular output for charting.

— Example: Example:
ormat Ti | chart max{delay) over foo ... | chart max{delay) over foo




Search Assistant (cont.)

» Search Assistant is enabled by default Preferences X
in the SPL Editor user preferences

« By default, Compact is selected

° TO S h OW m O re i nfo rm atio n , Ch Oose F u I I The advanced editor can provide auto-formatting, line numbers, and highlight

search syntax for increased readability. You can also turn off the advanced editor
to use the basic search format.

Advanced editor (

Compact Mode

General Themes

Search assistant Full Compact None

=L e Lh e e e e e e ’
New Search Eree—

Compact provides more succinct assistance.

i t
failed | chart coul Line numbers

count Command Args Shows numbers next to each line in the search syntax.
v 1,942 events ( chart count by host Command History 'l
chart cou src_ip Command History Bagrch aite-farmat
chart count by user Command History .
_ . 232 Automatically format search syntax to Improve readabllity.
chart count(_raw) by action Command History
Events (1,842) | chart count(_raw) by saved_search Command History
chart Learn More [2

Format Timeline  pay;rns results in a tabular output for charting.

... | chart max(delay) over foo

Example: l Cancel




Search Assistant — Full Mode

@ To show more information,
click More »

@ To show less information, click
« Less

@ To toggle Full mode off, de-
select Auto Open

Search
failed | chart coy

Command History

e -
chait Q « Auto Open

... | chart count by host

... | chart count by user

... | chart count by src_ip

... | chart count{_raw) by action

... | chart count{_raw) by saved_:

Command Args

count

Help [2 More »
Returns results in a tabular output for charting.

Examples

search Return max{delay) for each value of foo.

... | chart max{delay) over foo

Return max(delay) for each value of foo split by the
value of bar.
.. | chart max(delay) over foo by bar

Search

failed | chart cou

Command History

o -
chart @ Auto Open

. | chart count by host

. | chart count by user

. | chart count by src_ip

. | chart count(_raw) by action

. | chart count{_raw)} by saved_search

Command Args

count

Help 2 « Less
Returns results in a tabular output for charting.

Details

Creates a table of statistics suitable for charting.
Whereas timechart generates a chart with _time
as the x-axis, chart lets you select an arbitrary
field as the x-axis with the by or ocver keyword.
If necessary, the x-axis field is converted to
discrete numerical quantities.




Search Assistant — Parentheses

* The Search Assistant provides help to match parentheses as you
type
* When an end parenthesis is typed, the corresponding beginning
parenthesis is automatically highlighted
—If a beginning parenthesis cannot be found, nothing is highlighted

New Search New Search
(index=sales) h[]index-—--web) product_name="Dream Crusher" {index=sales) {index=web))| product_name="Dream Crusher"
(1index:
Beginning parenthesis Beginning parenthesis

found! NOT found!



Search Assistant — Parentheses

1. You can use parentheses to introduce an abbreviation. SPL is the abbreviation for Search Processing Language.
2. You can use parentheses when explaining that a task is optional in a procedure.

3. You can also use parentheses when writing about one or more fields in statistical commands and charting functions for
SPL

(index="main") OR (index="_internal") error
(index="main") AND (index="_internal") error
' _internal" error
'_internal" error

index="main" OR index="
index="main" AND index='



Viewing Search Results

* Matching results
are returned
immediately

* Displayed in
reverse
chronological
order (newest
first)

» Matching search
terms are
highlighted

New Search

"failed password"

v 1,942 events (1/4/18 12:00:00.000 AM to 1/5/8 12:00:00.000 AM)

Save As v Close

Yesterday ~

Mo Event Sampling = Job - + & 4 ? Smart Mode «

1 hour per column

Events (1,942) Patterns Statistics Visualization
Format Timeline = — Zoom Qut

List = # Format
< Hide Fields = All Fields i Time
SELECTED FIELDS > vang

11:45:09.000 PM

a host 4
a source 4

a sourcetype 1

INTERESTING FIELDS
& action 1

aapp 1

it date_hour 20

> 14M8

9:57:02.000 PM

> 1418

8:08:05.000 PM

20 Per Page

1 2 3 4 5 6 7 8 9 Next >

Thu Jan @4 2818 23:45:89 mailsvl sshd[3854]: Failed password for invalid user munin from
288.6.134.23 port 4221 ssh2

Event

host = mailsvl | source = /optflog/mailsvi/securelog = sourcetype = linux_secure

Thu Jan @4 2818 21:57:82 mailsvl sshd[46%@]: Failed password for ftp from 10.2.18.163 po
rt 4283 ssh2
hest= mailsvl

source = /opt/log/mailsvi/secure.log sourcetype = linux_secure

Thu Jan 84 2018 208:09:85 mailsvl sshd[3867): Failed password for news from 10.2.18.163 p
ort 4@17 ssh2




Viewing Search Results (cont.)

« Splunk parses data into individual events, extracts time, and assigns

metadata
« Each event has:
—timestamp
—host
—source
—sourcetype
—index

New Search
"failed password"

v 1,942 events (1/4/18 12:00:00.000 AM to 1/5/18 12:00:00.000 AM)

Events (1,942) Patterns Statistics Visualization
Farmat Timeline « — Zoom Out

Save As v Close

Yesterday »

Yesterday v
No Event Sampling » Jobw » B 4 ? Smart Mode »

1 hour per column

List » # Format

< Hide Fields i= All Fields i Time

SELECTED FIELDS vans
11:45:09.000 PM

a host 4

a source 4

4 sourcetype 1 5 yang

9:57:02.000 PM
INTERESTING FIELDS

& action 1
a app 1 > 14M18
# date_hour 20 8:09:05.000 PM

20 Per Page 1 2 3 4 5 6 7 8 9 Next >

Event

Thu Jan 84 2818 23:45:89 mailsvl sshd[3854]: Failed password for invalid user munin from

208.6.134.23 port 4221 ssho

host = mailsvl | | source = .-’optflogfmailsvl.fsecure.iog] [scurcewpe = Jinux_secure]

Thu Jan @4 2818 21:57:82 mailsvl sshd[469@]: Failed password for ftp from 18.2.18.163 po
rt 4283 ssh2

hest= mailsvl = source = fopt/log/mailsvi/secure.log sourcetype = linux_secure

Thu Jan @84 2018 20:09:85 mailsvl sshd[3867]: Failed password for news from 10.2.18.163 p
ort 4817 ssh2

20




Viewing Search Results (cont.)

New Search

"failed password”

+ 1,942 events (1/4/18 12;

AM to 1548 12:00:00.000 AM)

time range picker Close

g
Yesterday * n

¥ Smart Mode =

search results appear in the Events tab

Mo Event Sampling = Job = A & 4

search mode

Events (1,942) Patterns Statistics Visualization
Format Timeline = timeline Yo per oy
— RN
paginator List = # Format 20 Per Page v 1 2 3 4 5 6 7 8 9 Next >
| < Hide Flelds = All Fields i Time Event —
Field SELECTED EELDS 1418 Thu Jan @4 2818 23:45:@5 mailsvl sshd[3854]: Failed password for invalid user munin from
ielas 2 Host 4 11:45:09.000 PM | 208.6.134.23 port 4221 ssh2
sidebar . . .
. host = mailsvi source = foptflog/mailsvl/secure.lo sourcetype = linux_secure
@ source 4 timestamp . priog: g )
a sourcetype: ] v T selected fields mailsvl sshd[4690]: Failed password for ftp from 18.2.18.163 po events
9:57:02.000 PM FC 4283 SshZ
INTERESTING FIELDS
| hest= mailswvl = source = fopt/log/mailsvi/securelog  sourcetype = linux_secure
a app 1 » 1418 Thu Jan @4 2018 20:09:05 mailsvl sshd[3867]: Failed password for news from 1@.2.10.163 p
# date_hour 20 8:09:05.000PM  ort 40817 ssh2
—————

——




Using Search Results to Modify a Search

* When you mouse over search results, keywords are highlighted

« Click any item in your search results; a window appears allowing you
to:
-~ Add the item to the search
— Exclude the item from the search
-~ Open a new search including only that item

? 1/4/18 Thu Jan @4 2818 23:45:89 mailsvl sshd[3854]: Failed password for invalid user munin from
1:45:09.000 PM 2088.6.13¢-22 100t --kn
Add to search [2 ;
me sourcetype = linux_secure
Exclude from search 2
b /418 Thu Jan ¢ ed password for ftp from 10.2.18.163 po
9:57:02.000 PM rt 4283 1« New search s
host= mailsvl source = fopt/log/mailsvifsecure.log sourcetype = linux_secure




Changing Search Results View Options

You have several layout options for displaying your search results

— Zoom Qut

Format 20 PerPage >

= All Fieids

» Audit Failure,6/7/2020 12:46:14 PM,Microsoft-Windows-Security-Auditing,5032,0ther System Ev
that it blocked an application from accepting incoming connecticns on the network.

Error Code: 2"

> Audit. Failure,B6/7/2020 12:46:14 PM,Microsoft-Windows-Security-Auditing,50832,0ther System Ev
that it blocked an application from accepting incoming connections on the network.

Error Code; 7

» Audit Failure,B/7/2020 12:46:14 PM,Microsoft-Windows-Security-Auditing,5032,0ther System Ev
that it blocked an application from accepting incoming connections on the network.

Error Code: 2!

% Mdit FadTore BAT/9090 172+ AR-14 PM MY rracof Wi ndawe = Sornrd fu—dndi 4 ne BR29 Nthar Suectam By



Changing Search Results View Options

You have several layout options for displaying your search results

ormat 20 Per Page =
= All Bield Event
12020 Audit Failure,6/7/2020 12:46:14 PM,Microsoft-Windows-Security-Audi
12:45:14.000 otify the user that it blocked an application from accepting incom
Error Code: 2"

host= DESKTOP-6KRAARE SOUrCE = MYypPC-Secruity.csy sourcetype =

p 07/06/2020 Audit Failure,6/7/2020 12:46:14 PM,Microsoft-Windows-Security-Audi
12;46:14.000 otify the user that it blocked an application from accepting ilncom
Error Code: 2"

host= DESKTOP-6KRAARS @ source = mypc-secruity.csv | sourcetype =

» 07/06/2020 Audit Failure,6/7/2020 12:46:14 PM,Microsof t-Windows-Security-Audi
12:4514 000 otify the user that it blocked an application from accepting incom



Changing Search Results View Options

You have several layout options for displaying your search results

Format 20 Per Page =

gils = host 3  source :

b 07/06/2020 DESKTOP-GKRAARE My pC-secruity.csy
12:46:14.000

M
Lr

> 07/06/2020 DESKTOP-6KRAARE mypc-secruity.csv
12:46:14.000

2 07/06/2020 DESKTOP-GKRAARE My pC-Secruity.csv
12:46:14.000

» O7/0B/2020 DESKTOP-6KEAARE mypc-secruity.csv
12:46:14.000

b 07/06/2020 DESKTOP-GKRAARE My pC-secruity.cs

12:46:04 000

> 07/06/2020 DESKTOP-6KRAARE mypc-secruity.csv

b 8 =T R TaTa




Selecting a Specific

.
v Relative
Earliest: Latest:
7 Days Ago * © Now Apply
- ; Beginning of today
NolSnapitd 1/5/18 11:26:07.000 AM
(-] Beginning of day
12/29/17 12:00:00,000 AM
~ Realtime
Earliest: Latest:
7 Days Ago = now Apply
1272917 N26:07.000 AM
v Date Range
Between « 12/29/2017 and | 01/05/2018 Apply
00:00:00 24:00:00
v Date & Time Range
Between = 12/29/2017 11:00:00.000 and | 01/05/2018 11:26:07.000
HH:MM:55.555 HH:MM:S5.555
Apply
~ Advanced
Earliest: Latest:
-24h@h now Apply

1418 10:00:00.000 AM V5/18 10:56:30.000 AM

Documentation (2

v Presets

REAL-TIME

30 second window
1 minute window

5 minute window
30 minute window
1 hour window

All time (real-time)

\

¥ Relative
» > Real-time
» Date Range

> Date & Time Range

k Advanced )

RELATIVE

Today

Week to date

Business week to
date

Month to date

Year to date

Yesterday

Previous week

Previous business
week

Previous month

Previous year

custom

Last 7 days =

OTHER

Last 15 minutes All time
Last 60 minutes

Last 4 hours

Last 24 hours

Last 7 days

Last 30 days

preset time
ranges

time ranges




Time Range Abbreviations

 Time ranges are specified in the Advanced tab of the time range
picker

e Time unit abbreviations include:

s = seconds m= minutes h =hours d =days w=week mon= months y = year

* @symbol "snaps" to the time unit you specify
- Snapping rounds down to the nearest specified unit

- Example: Current time when the search starts is
09:37:12

-30m@h looks back to 09:00:00



Time Range: earliest andlatest

-You can also specify a time range in the search bar

- To specify a beginning and an ending for a time range, use
earliest andlatest

-Examples:

https://www.devopsschool.com/blog/how-to-specify-time-modifiers-in-splunk-search/




Viewing the Timeline

 Timeline shows distribution of events specified in the time range
—Mouse over for details, or single-click to filter results for that time period

New Search

"failed password”

Format Timeline

Jan 1, 2018

< Hide Fields

SELECTED FIELDS
a host 4

a source 4

a sourcetype 1

INTERESTING FIELDS
a action 1

Events (4,046) Patterns

— Zoom Out

i= All Fields

Statistics

~ 4,046 events (1/1/18 12:00:00.000 AM to 1518 11:37:18.000 AM)

Visualization

List = # Format

Time

1518
11:37:10.000 AM

1518
11:36:49.000 AM

N column, the banner shows N

Save As » Close

q M htodate v
When hovering over a enifo date n

? Smart Mode =
the number of events and the

time range. Ié

This preview does not
1 hour per celumn

)

filter the events

253 avents atA2 Pl I crsdey; 8 [ slan 5y 20 LEDC E

JIN

4 days 12 hours

20 Per Page = 1| 2 3 4 5 6 7 B8 9 Next >

Event

Fri Jan 85 2818 11:37:1@ www2 ss5hd[4347]: Failed password for invalid user operator from
195.69.252.22 port 3526 ssh2

host = www2 source = /optflog/www2/secure.log sourcetype = linux_secure

Fri Jan 85 2818 11:36:49 www2 s5hd[4274]: Failed password for invalid user pmuser from 1
95.69.252.22 port 2581 ssh2

host = www2 = source = /optllog/www2/securelog = sourcetype = linux_secure

Timeline legend
shows the scale

/ of the timeline



Viewing a Subset of the Results with Timeline

* To select a narrower time
range, click and drag across a
series of bars

— This action filters the
current search results

'Does not re-execute the
search

— This filters the events and
displays them in reverse
chronological order (most
recent first)

New Search

"failed password"
+ 4,046 events (1118

Events (97)

Format Timeline =

< Hide Fields

SELECTED FIELDS

a host 4

Patterns

12:00:00.000 AM to 1/5/18 11:37:18.000 AM)  No Event Sampliy

Statistics Visualization

+ Zoom to Selection ¥ Deselect

— Zoom Out

Jan 2, 2018 1:00 AM

e e O e = T
8 hours

List =

Jan 2, 2018 9:00 AM

M T - ) I DY

# Format 20 Per Page -

i Time Event

2 1218
7:53:32.000 AM

Tue Jan B2 28
28.241.220.82




Using Other Timeline Controls

* Format Timeline
— Hides or shows the timeline in
different views
« Zoom Out
— Expands the time focus and
re-executes the search
« Zoom to Selection
— Narrows the time range and
re-executes the search
* Deselect

— Ifin a drilldown, returns to the
original results set

— Otherwise, grayed out / unavailable

New Search

"failed password"

+ 4,046 events (1118 12:00:00.000 AM to 1/5/18 11:37:18.000 AM)

Mo Event Samplin

Events (97) Patterns Statistics Visualization
Format Timeline = — Zoom Out + Zoom to Selection ® Deselect
Jan 2, 2018 1:00 AM Jan 2, 218 9:00 AM
et =] BN TSN TS e B | | | S
8 hours
List = # Format 20 Per Page -
¢ Hide Fields = All Fields i Time Event
SELECTED FIELDS > vans Tue Jan @2 20
7:53:32.000 AM 28.241.220.82

a host 4




Controlling and Saving Search Jobs

* Every search is also a job

* Use the Job bar to control search execution

n Pause — toggles to resume the search
= Stop — finalizes the search in progress

—Jobs are available for 10 minutes (default)

—Get a link to results from the Job menu

Job Settings

New Search SaveApv  Clo
"failed password"” Yeart t I
+ 4128 events (11118 12:00:00.000 AM to /518 11:56:03.000 AM) MNo Event Sampling » [ Job = s & 4 ] §[est Mode
Events (4,128) Patterns Statistics Visualization Edit Job Settings...
Format Timeline = List = # Format 20 Per Page = H] 8 g Next »
Inspect Job

¢ Hide Fields = All Fields i Time Event Delete Job




Job Setting Permissions

* Private [default]
— Only the creator can access

* Everyone
— All app users can access
search results
* Lifetime
— Default is 10 minutes
— Can be extended to 7 days

— To keep your search results
longer, schedule a report

Job Settings

Owner

App

Read Permissions
r - 7
Lifetime

Link To Job

student]

search

Private Everyone

10 minutes 7 days

http://localhost:2000/en-US/app/searchisearc | N

Cancel




Sharing Search Jobs

» Use the Share button next to
the Job bar to quickly:

— Give everyone read permissions

— Extend results retention to 7
days

— Get a sharable link to the results

« Sharing search allows multiple
users working on same issue to
see same data

— More efficient than each running
search separately

— Less load on server and disk
space used

Share Job
The job's lifetime has been extended to 7 days and read permissions have been
set to Everyone. Manage the job via Job Settings.
Link To Job hitp://localhost:B000/en-US/app/searchi/search?sid=151 | N
F'y
Year to date -
Job ~ Al S] = $ Fast Mode =

 Can also click printer icon to
print results or save as PDF




Exporting Search Results

For an external copy of the results, export search results to Raw
Events (text file), CSV, XML, or JSON format

Job w

- Bi}_i

Save As > Close

L
24 hours~ BB

* Smart Mode »

Export Results

Note

o

Note that exporting the results of a large search is very

memory-intensive!

Export Results

| Format
File Name”’ op  RawEvents
CSV~
P» . Csv
Mumber of Results les
XKML
JSON

CSV =




Viewing Your Saved Jobs

i ACCGSS Saved SearCh JObS Messages » Settings » Activity = Help =
from the Activity menu ;
* The Search Jobs view Tostwiney 2
I I . Search view. (The job is th h
displays jobs that: e o

—You have run in the last
10 minutes

_ You have extend ed 3 Jobs App: Search & Reporting (search) ~ Filter by owner = Status: All »
for 7 days e

D

10 Per Page ~

Owner < Application Events & Size ¢ Created at ~ Expires < Runtime & Status Actions
[ ‘ I ICk On a JO b | I n k student! search 2,449 616 KB Jan 5, 2018 Jan 5, 2018 00:00:01 Done Job~ A 4
12:45:47 PM 1:02:50 PM

"failed password" [§4/18 12:00:00.000 PM to 1/5/18 12:45:47.000 PM]

to view the results
in the designated
app view




Viewing Your Search History

S Search & Reporting

1 ) S e a rC h H i Sto ry ?earcljl Datasets Reports Alerts Dashboards

displays your Search
most recent ad-
hoc searches —5 o B Sasrli =
per page How o Seaich

Last 24 hours = m

? Smart Mode v

What to Search
If you are not familiar with the search features, or want to learn more, see one 537'902 Events 3 months ago a few seconds
of the following resources.
. INDEXED EARLIEST EVENT ago
2. You can set a time < No Time Fitr Larest evenT
filter to fu rther Documentation [2 Tutorial [2 ::;!ay v
narrow your results o
0 > Search History
Ran in:
v Search History Last 30 Days i
0 G =
3. Click the > icon in the leftmost oY =
) b (sourcetype=cisco_wsa_squid OR sourcetype=access_combined) status>398 | timechart count Add to Search a few seconds ago
1 by sourcetype | eval cisco_wsa_squid=cisco_wsa_squid®3 | where
COl u m n to expa n d IO n g q u e rl eS access_combined>cisco_wsa_squid
ws p | ay th e fu | I "failed password" Add to Search 25 minutes ago
t t (index=sales} OR (index=web) product_name="Dream Crusher" Add to Search 2 hours ago
eX index=* "failed password” Add to Search 3 hours ago




Adding more data

Dive into Splunksearch




What Are Fields?

* Fields are searchable key/value pairs in your event data
—Examples: host=www1 status=503

* Fields can be searched with their names, like separating an http status code of
404 from Atlanta’s area code (area_code=404)

» Between search terms, ANDis implied unless otherwise specified

area_code=404 Yesterday v
action=purchase status=503

Yesterday v
source=/var/log/messages* host=mail2 Yesterday v

T

Yesterday v

sourcetype=access_combined

L

PHIRHILIIS



Field Discovery

« Splunk automatically discovers many fields based on sourcetype
and key/value pairs found in the data

* Prior to search time, some fields are already stored with the event
In the index:
—Meta fields, such as host, source, sourcetype, and index
—Internal fields such as _time and _raw

At search time, field discovery discovers fields directly related to
the search’s results

* Some fields in the overall data may not appear bl —

While Splunk auto-extracts many fields,

Wlthln the reSUItS Of a par‘ncular SearCh you can learn how to create your own in

the Splunk Fundamentals 2 course.



Search Modes: Fast, Smart, Verbose

 Fast: emphasizes speed over
completeness

« Smart: balances speed and
completeness (default)

* \/erbose:

—-Emphasizes completeness over
speed

—Allows access to underlying events
when using reporting or statistical
commands (in addition to totals
and stats)

Job -

A & 4 ? Smart Mode -
£ FastMode
Field dis By Off 5, No t d
ta for stats se
0 mart Mod
Id dis 2id

data for stats searches

Bl Verbose Mode

All event & field data.

Note 7

You'll discuss statistical commands later
in this course.




Identify Data-Specific Fields

 Data-specific fields come from the specific characteristics of your data

— Sometimes, this is indicated by obvious key = value pairs (action =
purchase)

— Sometimes, this comes from data within the event, defined by the sourcetype
(status = 200)

i Time Event
> Y518 192.162.19.179 - - [B5/Tan/2818:13:21:18] "POST /cart/success.do?JSESSIONID=SD15LEFF4ADFF4964 HT
1:21:10.000 PM ™ 1.1" 966 "http://www.buttercupgames.com/cart.dd?action=purchase&ifemId=EST-26" "Mozilla/5

@ (iPad; U; CPU 0S 4_3_5 like Mac 05 X; en-us) AppleWebKit/533.17.9 (KHTML, like Geckeo) Version
/5.8.2 Mobile/8L1 Safari/6533.18.5" 552

Note -L_J

For more information, please see:
http://docs.splunk.com/Documentation/Splunk/latest/Data/Listofpretrainedsourcetypes




Fields Sidebar

For the current search:

 Selected Fields — a set of
configurable fields displayed for each
event

* Interesting Fields — occur in at least
20% of resulting events

« All Fields link to view all fields
(including non-interesting fields)

indicates the field’s
values are alpha-
numeric

indicates that the
majority of the field
values are numeric

New Search

"failed password"

v 2,406 events (1/4/18 1:00:00.000 PM to /518 1:36:10.000 PM)

Events (2,406) Patterns Statistics

Format Timeline =

¢ Hide Fields

SELECTED FIELDS
a host 4

& source 4

a sourcetype 1

INTERESTING FIELDS

ction 1
aapp 1
# date_hour 17

" dete_mda P —— indicates number of unique values

ate_minute 60

i= All Fields €

Visualization

click to view all fields

List = # Format

i Tim

b 1/5/18
1:35:59.000 PM

» /518

1:35:44.000 PM

for the field

Mo Event Sampling =

20 Per Page =

Fri Jan 85 2818 13:
128.15.156 port 375

host = www2

Fri Jan @85 2878 13:
156 port 2824 ssh2

host = www?2

y 29718 13:
81 ssh2

N2 SOU




Describe Selected Fields

» Selected fields and
their values are
listed under every
event that includes
those fields

By default, the
selected fields are:
— host
— source
— sourcetype

* You can choose
any field and make
it a selected field

Events (392) Patterns Statistics

New Search Save As*  Close

‘Yesterday « B

* Smart Mode

action=purchase
+ 392 events (1/4/18 12:00:00.000 AM to ¥/5/18 12:00:00.000 AM) No Event Sampling » Job = s B 4
Visualization

1 hour per column

Format Timeline » — Zoom Out

List # Format 20 Per Page ~ ‘ 1 ‘ 2 3 a 5 6 7 8 g Next >
< Hide Fields i= All Fields 1§ (NTime Event
? 1ans 281.42.223.29 - - [04/Jan/2018:17:2@:31] "POST /cart/success.do?JSESSIONID=SD1SL8FF1@ADFF4965 HTTP 1.1" 20@ 915

SELECTED FIELDS

5:20:31.000 PM "http://www.buttercupgames. com/cart.do?action=purchase&itemId=EST-11" "Mozilla/5.@ (Macintosh; Intel Mac 0S5 X 1@

a host 3
a'source 3 _7_4) AppleWebKit/536.5 (KHTML, like Gecko) Chrome/19.8.1884.46 Safari/536.5" 118
a sourcetype 1 l host= www2 | source = /opt/log/www2/access.log | sourcetype = access_combined I




Make an Interesting Field a Selected Field

* You can modify selected
fields

@.Click a field in the Fields
sidebar

@Click Yes in the upper right
of the field dialog

* Note that a selected
field appears:

—In the Selected Fields
section of the Fields sidebar

— Below each event where a
value exists for that field

# date_minute 59

ot a4

== EETET Y W o
R —_— > 14018 AT 47 273 29 [ads Tan/2018-17- 20317 "PNST /frartdsurrass rg?
a host 3 action X | te
- 19
a source 3
a sourcetype 1 1 Value, 100% of events Selectea g Yes No 3
INTERESTING FIELDS a Reports i
rt
a action 1 I Top values Top values by time Rare values el
" nges 1022
Events with this field
a categoryld 8
b Ao ic
e Values Count %
# date_hour 18 dol
# date_mday 1 purchase 392 100% &

I USRI W) MPELENELIND L U00L T URTIL, LIRE SEUR) ey 19

Events (392)

< Hide Fields

a action 1

a Nost 2
a source 3
a sourcetype 1

# bytes 100+

Patterns

Format Timeline =

SELECTED FIELDS

Statistics

— Zoom Qut

i= All Fields

INTERESTING FIELDS

+ 392 events (1/4/18 12:00:00.000 AM to 1/5/18 12:00:00.000 AM)

Visualization

List = # Format
i Time
» v4n8

5:20:31.000 PM

> 1an8
5:20:31.000 PM

No Event Sampling = Job

20 Per Page = ‘ 4 | 2 | 4

Event

201.42.223.29 - - [@4/Jan/2018:17:2@:31] "POST /cart/success.do?]SE
8 915 "http://www.buttercupgames.com/cart.do?action=purchase&itemld
Mac OS X 18_7_4) AppleWebKit/536.5 (KHTML, like Gecko) Chrome/19.8@.

host= www2  source = /opt/log/www2/access.log

n = purchase

201.42.223.29 - - [@4/Jan/20818:17:2@:31] "POST /cart.do?action=purc
BADFF4965 HTTP 1.1" 28@ 1598 "http://www.buttercupgames.com/cart.do
yI1d=STRATEGY&productId=F5-5G-G@3" "Mozilla/5.@ (Macintosh; Intel Ma
, like Gecko) Chrome/19.8.1884.46 Safari/536.5" 165




Make Any Field Selected

You can identify other fields as selected fields from All Fields (which
shows all of the discovered fields)

Select Fields
Select All Within Filter Deselect All Coverage: 1% or more v Fitter Q + Extract New Fields
7 Field = # of Values < Event Coverage © Type &
7 action 1 100% I String
7] host 3 100% I String
v source 3 100% I String
7 sourcetype 1 100% I String
JSESSIONID >100 I 100% I String
< Hide Fields i= All Fields ' ; bytes >100 I 100%. Number
' > categoryld 8 50.77% String

SELECTED FIELDS

5:20:31.000 PM @ 915 "http://www.buttd

a action 1 . ;
a host 3 ac 05 X 18_7_4) AppleW
@ source 3 action = purchase host]

a sourcetype 1

2 1418 201.42.223.29 - - [@4/]




The Field Window

Select a field from the Fields sidebar, then:

Format Timeline »

Narrow the search to
show only results that
contain this field

action =* is added
to the search criteria

a acuon 11
a host 10

a source 15

a sourcetype 10

INTERESTING FIELDS
# date_hour 24
# date_mday 2
# date_minute 60
a date_month 1
# date_second 60
a date_wday 2

— Zoom Out

Is

Li

1 hour per column

Get statistical results

.log sourcetype = sales_entries

log sourcetype = sales_entries

lonID=183782 CustomerID=7j42mrn6 accepted

action

11 Walues, 26.807% of events Selected

Reports

Top values ?DD values by time Rare values 4

Events with this field l

Top 10 Values Count % bs

failure 1,942 49.923%

view 440 1M.31%

purchase 302 10.077% f182=4753
a7 9692%

success 230 5.912%

TCP_REFRESH_HIT 4.859%

——
c
.
TCP_DENIED

W Talalu

dog | sourcetype = sales_entries

Click a value to add the field/value pair to your search — in this case,
action =addtocart is added to the search criteria

43

1105%

TS L
[lOG sourcetype = sales_entries




Using Fields in Searches

* Efficient way to pinpoint searches and refine results

141.146.8.66 clientip=141.146.8.66 status=404 area_code=404

e

* Field names ARE case sensitive; field values are NOT

~Example:
host=www3 host=VWW\V/3 HOST=wW\3
fAM1412:00:00.000 AM tc o 323 events §1/9/14 12:00:00.000 AM tc ”9”4 12:00:00.000 AM tc
These two searches return This one does not return

results results



Using Fields in Searches (cont.)

* For IP fields, Splunk is subnet/CIDR aware

clientip="202.201.1.0/24" clientip="202.201.1.*"

b b

» Use wildcards to match a range of field values
—Example: user=* (to display all events that contain a value for user)

user=*‘sourcetype=access* (referer_domain=*.cn referer_domain=*.hk)  altimev Q

» Use relational operators
With numeric fields With alphanumeric fields

src_port>1000 src_port<4000 host!=www3

bl b



= vs. NOT

* Both!= field expression and NOToperator exclude events from your
search, but produce different results

 Example: status != 200

— Returns events where status field exists and value in field
doesn’t equal 200

« Example: NOT status = 200

— Returns events where status field exists and value in field
doesn’t equal 200 -- and all events where status field doesn’t
exist



= vs. NOT (cont.)

status != 200

[...f 3M0 events ]IEIEJH? 12:00:00.000 AM 1

Events (3,110) Patterns Statistics
Format Timeline = — Zoom Out

£ Hide Fields = All Fields

SELECTED FIELDS

a2 host 4
ad source 4

a sourcetype 2

In this example:

 status 1= 200 returns 3,110
events from 2 sourcetypes

* NOT status=200 returns
66,855 events from 9
sourcetypes

Note E

The results from a search using !=are a
subset of the results from a similar
search using NOT.

MOT status=2048

[-./ 66,855 events §12/24/17 12:00:00.000 A

Events (66,855) Patterns Statistid

Format Timeline — Zoom Out

{ Hide Felds = All Fields

SELECTED FIELDS

2 host 9
& source 14

[a sourcetype 9 |




= vs. NOT (cont.)

* Does = and NOTever yield the sameresults?

~Yes, if you know the field you're evaluating always exists in the data
you're searching

—For example:
‘index=web sourcetype=access combined status!=200
‘index=web sourcetype=access combined NOT status=200

yields same results because status field always existsin
access_combined sourcetype
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Analyze data
- Date Time
- Event IDs
- Etc



Ongoing Analysis
- Trends
- Daily Awareness

Management

- Status
- Patterns



Warnings
- Real-time
- Scheduled

Problems
- Quicker resolution
- Actionable



Windows System Logs

Windows Security Logs




Developing saved reports




Added more data from localmachine

Summary

Understanding of search




