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Splunk Fundamentals 1 Lab Exercises  

Lab typographical conventions: 

 [sourcetype=db_audit] OR [cs_mime_type] indicates either a source type or the name of a field. 

 

The lab instructions refer to these source types by the types of data they represent: 

Type Sourcetype Fields of interest 

Web Application access_combined_wcookie action, bytes, categoryId, clientip, 
itemId, JSESSIONID, productId, 
referer, referer_domain, status, 
useragent, file 

Database db_audit Command, Duration, Type 

Web server linux_secure COMMAND, PWD, pid, process  

   

Lab Module 9 – Transforming Commands 

Description 

In this lab, you will be using some of the Splunk's transforming commands to derive statistics from the data. 

Steps 

Scenario: The sales group would like a report of the five best-selling products by productId. 

Task 1: Use the top command to get a list of the best-selling products. 

 Navigate to the Search view. (If you are in the Home app, click Search & Reporting from the column on 
the left side of the screen. You can also access the Search view by clicking the Search menu option on 
the bar at the top of the screen.) 

 

 Enter a search that returns all web application events where an item was successfully purchased.  
Remember that if the success.do file is successfully returned to a user, a purchase was made. 

NOTE:   Lab work will be done on your personal computer or virtual machine, no lab environment is 
provided.  We suggest you DO NOT do the lab work on your production environment. 

NOTE:   This lab document has two sections.  The first section includes the instructions without answers.  
The second section includes instructions with the expected search string (answer) in red. 

NOTE:   For this course, you will be searching across all time using the main index.  This is NOT a best 
practice in a production environment, but needed for these labs due to the nature of the limited 
dataset. 
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Results Example:

 
  

 Use the top command to find the best-selling productIds for all time. 

 Results Example: 

 

 Notice that ten rows were returned.  You were asked to only return the top 5. 

 Use the limit argument to only return the number of rows requested. 

 Results Example: 

  
  Use the showperc option of top to remove percent from the display. 

 Results Example: 

 

 What is the productId of the best-selling product?  Please take note as it might be in the quiz. 
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Scenario:     There are times when rare events can give you some of the best information.  For example rarely 
accessed files, these can be files that someone internal to the company has made publically 
available, or a backdoor that few people know about.  The security team has asked you to find 
files that are accessible online, but get very little traffic.   

Task 2: Use the rare command to see what files get accessed the least amount in our web application. 

 Enter a search that returns all web application events where a file was successfully served to the user.   

 Use the rare command to find the files that show up the least amount of times in our events. 

Results Example: 

 
 Do you see anything that might be of a concern for the security team?  Make the report even more 
granular using the by clause to split the rare events by the month in which they happened 
(date_month). 

Scenario:  The sales team would like to know the number of items added to carts, versus the number of 
items that get purchased. 

Task 3: Use the count function of the stats command to find out how many items were added to a cart 
versus being purchased. 

 Enter a search that returns all web application events where an item was successfully added to a cart, or 
purchased.  Remember, when an item is added to the cart the cart.do file is served; the success.do 
is served when the item is purchased. 

 

 Use the stats count function with a by clause to count events by the file that was served.  

Results Example: 

 
 Notice that the count column is labeled count by default.  Use an as clause to rename the column to 
Transactions.  

Results Example: 
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 Using the rename command, change the name of the file field to Function. 

Results Example: 

 

Scenario:  The marketing manager would like to know how many times users have logged into the web 
application. 

Task 4: Use the distinct count stats function to count how many times sessions were created for 
users on the system. 

 Use search terms with the stats dc function to count all sessions (JSESSIONID)that have been used 
in our web application data.  

Results Example: 

 
 Use the as clause to rename the sessions as Logins. 

Scenario:  While being able to see the number of logins, the manager would like a little more information on 
who is logging in and asked you to report log-ins by IP. 

 Using the by clause, split the Logins by clientip. 

Results Example: 

 
 Use the sort command to sort Logins so that the clientip with the most Logins is displayed at 
the top of the list. Make a note of the top clientip you might be asked about it in the quiz.  

Scenario:  The IT team is working on its infrastructure budget for the year.  It's trying to get a handle on 
where most of their bandwidth cost is being spent. 

Task 5: Use the stats sum function to find the total bytes used for the web application. 

 Craft search terms that return all events where a file was successfully served to a user. 

 Create a field named TotalBytes by using the sum function of the stats command. 

Results Example: 

 
 Split the results by the file field using the by clause. 
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Results Example: 

 
 Use the sort command to sort the file names into alphabetical order. 

 What is the name of the file that used the least amount of bandwidth?  You might be asked about it in the 
quiz.  

Scenario:  EMERGENCY!  The website has come to a crawl causing users to complain.  An application 
developer tells you that they pushed an update recently and is concerned that there might be a 
database query that is causing the issue. 

Task 6: Use the stats command's average function to find the average time for each database query 
being run. 

 Search all database events and use the average (avg) function of the stats command to get an average 
Duration of all queries. 

Results Example: 

 
 Use as and by clauses to rename the average field to time to complete and split by the Command. 

Results Example: 

 
 Sort the time to complete so that Command values that take the longest are shown first. 

 Notice anything about the Command values that are taking the longest to complete? 



 
 
 

© 2018 Splunk Inc. All rights reserved.  Splunk Fundamentals 1   Page 6 

Scenario:  The Web Development team has asked for a list of the browsers that are being used to access 
the web application. 

Task 7: Use the lists and values functions of the stats command to run a report of the browsers users 
are using to access the web application from. 

 Use the stats list function to generate a list of all useragent values that have accessed the web 
application. 

Results Example: 

 
 Notice that most of the useragent values show up multiple times in the results. 

 Use the stats values function to only return one instance of each useragent. Add an as clause to 
name the result as Agents used. 

Results Example: 

 
 This report would be much more useful if we knew the number of times each useragent was used.  Add 
a count function to the stats command that counts the events by useragent as Times used. 

Results Example: 

 
 Put the results of Agents used and Times used into a table. 

Results Example: 
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Splunk Fundamentals 1 Lab Exercises  

Lab typographical conventions: 

 [sourcetype=db_audit] OR [cs_mime_type] indicates either a source type or the name of a field. 

 

The lab instructions refer to these source types by the types of data they represent: 

Type Sourcetype Fields of interest 

Web Application access_combined_wcookie action, bytes, categoryId, clientip, 
itemId, JSESSIONID, productId, 
referer, referer_domain, status, 
useragent, file 

Database db_audit Command, Duration, Type 

Web server linux_secure COMMAND, PWD, pid, process  

   

Lab Module 9 – Transforming Commands with Solutions 

Description 

In this lab, you will be using some of the Splunk's transforming commands to derive statistics from the data. 

Steps 

Scenario: The sales group would like a report of the five best-selling products by productId. 

Task 1: Use the top command to get a list of the best-selling products. 

 Navigate to the Search view. (If you are in the Home app, click Search & Reporting from the column on 
the left side of the screen. You can also access the Search view by clicking the Search menu option on 
the bar at the top of the screen.) 

 

 Enter a search that returns all web application events where an item was successfully purchased.  
Remember that if the success.do file is successfully returned to a user, a purchase was made. 

(index=main sourcetype=access_combined_wcookie status=200 file=success.do) 

NOTE:   Lab work will be done on your personal computer or virtual machine, no lab environment is 
provided.  We suggest you DO NOT do the lab work on your production environment. 

NOTE:   This lab document has two sections.  The first section includes the instructions without answers.  
The second section includes instructions with the expected search string (answer) in red. 

NOTE:   For this course, you will be searching across all time using the main index.  This is NOT a best 
practice in a production environment, but needed for these labs due to the nature of the limited 
dataset. 
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Results Example:

 
  

 Use the top command to find the best-selling productIds for all time. 

 (index=main sourcetype=access_combined_wcookie status=200 file=success.do | top productId) 

 Results Example: 

 

 Notice that ten rows were returned.  You were asked to only return the top 5. 

 Use the limit argument to only return the number of rows requested. 

 (index=main sourcetype=access_combined_wcookie status=200 file=success.do | top productId limit=5) 

 Results Example: 

  
  Use the showperc option of top to remove percent from the display. 

 (index=main sourcetype=access_combined_wcookie status=200 file=success.do | top productId limit=5 
showperc=false) 

 Results Example: 
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 What is the productId of the best-selling product?  Please take note as it might be in the quiz. (WC-SH-
G04) 

Scenario:     There are times when rare events can give you some of the best information.  For example rarely 
accessed files,  these can be files that someone internal to the company has made publically 
available, or a backdoor that few people know about.  The security team has asked you to find 
files that are accessible online, but get very little traffic.   

Task 2: Use the rare command to see what files get accessed the least amount in our web application. 

 Enter a search that returns all web application events where a file was successfully served to the user.   

(index=main sourcetype=access_combined_wcookie status=200) 

 Use the rare command to find the files that show up the least amount of times in our events. 

(index=main sourcetype=access_combined_wcookie status=200 | rare file) 

Results Example: 

 
 Do you see anything that might be of a concern for the security team?  Make the report even more 
granular using the by clause to split the rare events by the month in which they happened 
(date_month). 

(index=main sourcetype=access_combined_wcookie status=200 | rare file by 
date_month) 

Scenario:  The sales team would like to know the number of items added to carts, versus the number of 
items that get purchased. 

Task 3: Use the count function of the stats command to find out how many items were added to a cart 
versus being purchased. 

 Enter a search that returns all web application events where an item was successfully added to a cart, or 
purchased.  Remember, when an item is added to the cart the cart.do file is served; the success.do 
is served when the item is purchased. 

(index=main sourcetype=access_combined_wcookie file=success.do OR file=cart.do status=200) 
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 Use the stats count function with a by clause to count events by the file that was served.  

(index=main sourcetype=access_combined_wcookie file=success.do OR file=cart.do status=200 | stats 
count by file) 

Results Example: 

 
 Notice that the count column is labeled count by default.  Use an as clause to rename the column to 
Transactions.  

(index=main sourcetype=access_combined_wcookie file=success.do OR file=cart.do status=200 | stats 
count as Transactions by file) 

Results Example: 

 
 Using the rename command, change the name of the file field to Function. 

(index=main sourcetype=access_combined_wcookie file=success.do OR file=cart.do status=200 | stats count 
as Transactions by file | rename file as Function) 

Results Example: 

 

Scenario:  The marketing manager would like to know how many times users have logged into the web 
application. 

Task 4: Use the distinct count stats function to count how many times sessions were created for 
users on the system. 

 Use search terms with the stats dc function to count all sessions (JSESSIONID)that have been used 
in our web application data.  

(index=main sourcetype=access_combined_wcookie | stats dc(JSESSIONID)) 

Results Example: 

 
 Use the as clause to rename the sessions as Logins. 

Scenario:  While being able to see the number of logins, the manager would like a little more information on 
who is logging in and asked you to report log-ins by IP. 

 Using the by clause, split the Logins by clientip. 

(index=main sourcetype=access_combined_wcookie | stats dc(JSESSIONID) as Logins by clientip) 

Results Example: 
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 Use the sort command to sort Logins so that the clientip with the most Logins is displayed at 
the top of the list. Make a note of the top clientip you might be asked about it in the quiz.  

(index=main sourcetype=access_combined_wcookie | stats dc(JSESSIONID) as Logins by clientip | sort -Logins) 
(87.194.216.51) 

Scenario:  The IT team is working on its infrastructure budget for the year.  It's trying to get a handle on 
where most of their bandwidth cost is being spent. 

Task 5: Use the stats sum function to find the total bytes used for the web application. 

 Craft search terms that return all events where a file was successfully served to a user. 

(index=main sourcetype=access_combined_wcookie status=200) 

 Create a field named TotalBytes by using the sum function of the stats command. 

(index=main sourcetype=access_combined_wcookie status=200 | stats sum(bytes) as TotalBytes) 

Results Example: 

 
 Split the results by the file field using the by clause. 

(index=main sourcetype=access_combined_wcookie status=200 | stats sum(bytes) as TotalBytes by file) 

Results Example: 

 
 Use the sort command to sort the file names into alphabetical order. 

(index=main sourcetype=access_combined_wcookie status=200 | stats sum(bytes) as TotalBytes by file | 
sort file) 

 What is the name of the file that used the least amount of bandwidth?  You might be asked about it in the 
quiz. (api) 
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Scenario:  EMERGENCY!  The website has come to a crawl causing users to complain.  An application 
developer tells you that they pushed an update recently and is concerned that there might be a 
database query that is causing the issue. 

Task 6: Use the stats command's average function to find the average time for each database query 
being run. 

 Search all database events and use the average (avg) function of the stats command to get an average 
Duration of all queries. 

(index=main sourcetype=db_audit | stats avg(Duration)) 

Results Example: 

 
 Use as and by clauses to rename the average field to time to complete and split by the Command. 

(index=main sourcetype=db_audit | stats avg(Duration) as "time to complete" by Command) 

Results Example: 

 
 Sort the time to complete so that Command values that take the longest are shown first. 

(index=main sourcetype=db_audit | stats avg(Duration) as "time to complete" by Command | sort - "time to 
complete") 

 Notice anything about the Command values that are taking the longest to complete? 

Scenario:  The Web Development team has asked for a list of the browsers that are being used to access 
the web application. 

Task 7: Use the lists and values functions of the stats command to run a report of the browsers users 
are using to access the web application from. 

 Use the stats list function to generate a list of all useragent values that have accessed the web 
application. 

(index=main sourcetype=access_combined_wcookie | stats list(useragent)) 

Results Example: 
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 Notice that most of the useragent values show up multiple times in the results. 

 Use the stats values function to only return one instance of each useragent. Add an as clause to 
name the result as Agents used. 

(index=main sourcetype=access_combined_wcookie | stats values(useragent) as "Agents used") 

Results Example: 

 
 This report would be much more useful if we knew the number of times each useragent was used.  Add 
a count function to the stats command that counts the events by useragent as Times used. 

(index=main sourcetype=access_combined_wcookie | stats values(useragent) as "Agents used" count as 
"Times used" by useragent) 

Results Example: 

 
 Put the results of Agents used and Times used into a table. 

(index=main sourcetype=access_combined_wcookie | stats values(useragent) as "Agents used" count as 
"Times used" by useragent | table "Agents used", "Times used") 

Results Example: 

 


